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WeCrossi& FRUARRIT B B0 A H 52 2THRI X REEEHEVMEF &, SCRFN S ZREERIE - [F/ A 5HE
A H R EE L SR T -

* Github= T

R AR 25 SCE
TTERAY

o JU5t[a]

o IEHE

« AIRE

o ROUEFRILE UK, 1E5% IR EK

o PRHE AL WeCross, 1E2% BCOS-Fabric Demo

o WIS ATUMLEREES, KAEMSER, BEREEHE, BETHEHE
o ZUifile: XENMAIT LR, MEMAHBERT, LEEHEESS

o Java-SDK: $RMLUTR]BEHERHE - B RIRNED

* JSON-RPCH: M, #%Z% JSON-RPC API

o BAEHE: (T
o« BEBREESS: (T
o BSHERRIK: O T

-
ok
>
5=


https://github.com/WeBankBlockchain/WeCross
https://mp.weixin.qq.com/mp/appmsgalbum?action=getalbum&album_id=1337945984353107969&__biz=MzU0MDY4MDMzOA==#wechat_redirect
https://github.com/WebankBlockchain/WeCross/wiki/%E8%B4%A1%E7%8C%AE%E4%BB%A3%E7%A0%81
https://github.com/WeBankBlockchain/WeCross/issues/new/choose
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./docs/tutorial/env.html
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./docs/manual/webApp.html
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./docs/dev/sdk.html
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CHAPTER 1

WeCross

1.1 RN

X BRBEVE AR R AN E B A B Z A0, IRERE U - RO ROEME « A Uge - 3t
PLH] - BRI EOR, IEERCNEOR AT RTVEFEH - 2 BRE B E SRR R X R EEROR
FLIEShBOR A= bR . ik S 58 T Fmina 1T, BiiRSSEREEATRLCETE
AR, ENSMSH IR T AR ORI T 2 - A REE 2, OF
N&S%ﬁﬁ\%ﬁiﬁ\&@%ﬁﬂ\ﬁ&@ﬁ\ﬁ%%%\%ﬁﬂxﬁﬁﬁﬁ%ﬁgﬁﬁ%%ﬁﬂ
KNI -

HERIGRNAEE, RETHEE . %4 B T RS HIEORP A I8 . HEARE X R
BEN 2 A ERIEEA R, TIEAR0AT TS EERTE AN EAS e, & XERBE IR A — PR AT
By, RAAEEERERG T DXREEN FHASHIR G A - R, XIRBEREBEME| RIERMETEN, AKIEE
SBEER Ear, TPR D REERA, FEAMEM - @k RerXIREEREMEILS], KBS R
P AN [X SR EE N 2 R A BRI, LUIRSS B E « HUsEE | O A ARFE A

Ve —K BA BRI AR R - QU RRAT, SURSRAT B AL Z 1) Bl 5 B AL BOR BB ST AR
R, FEXREESUEAFANIT R BORTA RN L, AWTECH T2 F KRBEBORIR T+ 2L (B P ERL R
AAREARPIMERAS, SCRpE SR SR SEROR 22 2 P A AE SN AL & 3 A 2 - TUORER AT X BRBE A
ET M7 BERLH TR XREEAR TR, B ARRSEE - AR XREEF & 2 [Tkt 75
HERSTET R, PR KRB HEVMEF 5 ——WeCross, LUMZHEEEIT AL « LA MBI A 25 X £
BEfS RIS AR A1

WeCross & R SOU XERBEAT WV IRAF B, R BR T 2[RI X ERBE AT 9 e Jm O AT (S Be Se el ok, ok
PE—IPIRR A XREE 2 AR RO - BRssty - Ol . ZetlflE2ERME SECTEELRE
T AR R R T 28 - VR AR X IREE H BRI 1%, WeCross AL 125 LZHIR . BRED
FIFIMHEEE S R, HERAARTEEIIR, WOl Kbk MR Z 15 B S 5100 H 3 .

1.2 KB

o PEHERXH (WeCross Router)
- SEENE, KEE AR TS
- ARG — RN
— REVE T K B FH 2R 06 N Y X B
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o kP ARSS (WeCross Account Manager)

- BB HEIK

— Routeri£# fT B HLH i) Account Manager

- P {ERouter M55, DUEHEMK B 255
+ #H#lE (WeCross Console)

- R TR E

- BREEEER, AXRAMAER, BIEBEES
« MITEHYE

- AR ER

- BREEEER, AR RAMER, BIEBEES
+ % SDK (WeCross Java SDK)

— WeCrossH & TEE, HtHF 4% JEF WeCross

- BN TAMEBREAPPY, RMES—RAHZED

- 5EHEMHEERE, BN H
« BEEFIR (Resource)

- BFRXSEE N RTHR

- B 89 BT EE- BEE
- BEEEEACES (Stub)

— PEHERE N AR R BRI RS

— BB B FH O PE S tub 5 A R X SR BE X 2

— FISCO BCOSTREL EFISCO BCOS Stub ~ FabricT At & Fabric Stub
 IPath (Interchain Path)

- BREBTIRAME— PRI

— PEHE R FHARYEIPathRF 1% 5K I FH 2R AH B X B8

— FEARSFI SR 1 R IPath & 77 Fpath
o BEESX

- ZABEET R HAE, TEAEEEES X

- BEES X EME—FRR, HIPath/ IS —I7 (payment.stub3.resource—dffjpayment)
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" WeCrossEEF&

WeCrossBEF & £ 2] orgl-admin

XiRgE BamH EERGEEE
BaREXsE O—0) BiEARS i
HHEE =S RRSE
4= 24
payment.bcos-group1 BCOS2.0 5
payment bcos-group2 BCOS2.0 5
=] EsEE
= %7 Zad
J EES payment fabric-mychannel Fabric1 4 7
. FEhEEs payment bcos-gm GM_BCOS2.0 5
8 A « HTLC
THFFER THEEEERISR
BIEFRER Linux AR v1.00
BEERsZY amds4 [Shiersizaty BCOS2.0,GM_BCOS2.0,Fabric1.4
BIERGARS: 4.19.84-microsoft-standard 0.0.0.0:8250
IVMETR: OpenJDK 64-Bit Server VM 0.0.0.0:25500
JVMERIE Oracle Corporation org1-admin
IVMERS 1.02+9
EERFEGS SUN
EEFEHES 1.0
==, secp256k1

SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests;
SecureRandom; X 509 certificates; PKCS12, JKS & DKS keystores
PKIX CertPatnValidator, PKIX CertPathBuilder; LDAF, Collection
CertStores. JavaPolicy Policy: JavaloginConfig Configuration)

1.3 L Bk

« WeCross H 7+
o WeCross'E M

1.3. HEHH 5


https://mp.weixin.qq.com/s/w0APEAonFXbOoinMJipPAA
https://fintech.webank.com/wecross
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CHAPTER 2

REFF RS

2.1 FHEIEF

2.1.1 F#WeCross

Bt =M, RIEM SRR S E R T T -
TRl @ TE

bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_wecross.sh)

F2: w4 TE (REgHFHERN)

# BN FHimastern ¥
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_wecross.sh) -s

# TEEF AR T
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_wecross.sh) -s -t v1.0.0

TiR3: FITE
« ENBIR: ST, MDs
o github release ( NEFFIRAR) WeCross.tar.gz)
FEh NS

’tar —-zxvf WeCross.tar.gz

fRE)5, HX T &weCross/ Mk

2.1.2 F#WeCrossi=Hl &

FIFESEME =R 30, IRIEM ISR A& BT 20T R 8.
T meTE



https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross/v1.0.0/WeCross.tar.gz
https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross/v1.0.0/WeCross.tar.gz.md5
https://github.com/WeBankBlockchain/WeCross/releases
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bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_console.sh)

FR2: A TE (RBEHwFRER)

# BN FHimastern ¥
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_console.sh) -s

# NIRRT IER &
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_console.sh) -s -t v1.0.0

B3 FEITE
« EINBIR: sl NEL MDS
o github release ( NEFHFIRAR] WeCross-Console.tar.gz)
FoI MR E

’ tar —-zxvf WeCross-Console.tar.gz

T#/E, BEX M E&WeCross—Console/ 3%

2.1.3 T #;WeCross Account Manager

RIRER B =FTT 3, AR MR A E T 20T -
TRl T E

bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_account_manager.sh)

FR2: L TE (FBEmEHER)

# BN T Eimastern 3,
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_account_manager.sh) -s

# NERRERRR T BRI &
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_account_manager.sh) -s -t v1.0.0

T3 FehTE
« ENBHR: S RE, MDS
o github release ( NEHFIAH WweCross-Account-Manager.tar.gz)
TEUERIIT S

tar -zxvf WeCross—Account-Manager.tar.gz # % E
cd WeCross—Account-Manager/conf # JHA
mysql -u your_database_username -p < db_setup.sql # & EEE

T#/5, B3R NE&WeCross-Account-Manager/ X% -

2.1.4 F#WeCross Demo

RIRER BT, ARG MR F aE T 20T -
i1 e TE

8 Chapter 2. BFiRA


https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross-Console/v1.0.0/WeCross-Console.tar.gz
https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross-Console/v1.0.0/WeCross-Console.tar.gz.md5
https://github.com/WeBankBlockchain/WeCross-Console/releases
https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross-Account-Manager/v1.0.0/WeCross-Account-Manager.tar.gz
https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/WeCross-Account-Manager/v1.0.0/WeCross-Account-Manager.tar.gz.md5
https://github.com/WeBankBlockchain/WeCross-Account-Manager/releases
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# TEEHTdemo
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_demo.sh)

# TNEEFERA T M demo
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
< resources/download_demo.sh) -t v1.0.0

JiR2: FHTE
« ENBIR: Sl T E, MDs
o github release (N Hirelease [N fdemo.tar.gz)
Foh N

tar -zxvf demo.tar.gz
A >
mv demo wecross—demo # 44 Nwecross-demoHE

T#J5, wecross—demo/ H Ry WeCross Demo -

2.2 v1.0.0

(2020-12-17)
ke

s BB FHENIAEBE AR

o BHEIK P ET: RS EE, Si—BHES D

o MTUEHEG: AL E A
i

o AL AYBHAAS— AL, EHEBHERHEXR

o MkFEH: FriUniversalAccount® BEFENK 7, Bl FM 58RO, BEMKAMEIERZEMK AR

%
MITUERE & SR TUE T & B S SR T e An
RPC#:[: FrilistTransactions « getTransaction ~ listX ATransactions ~ getXATransaction® % [

HZDemo: FHiE FISCO BCOS #£4H « FISCO BCOS [E % 4% - Hyperledger Fabric % Demo

EI24

FIRAM: SHEEIK P 2B EON K - P 4

IKPEE: THRABERHEERERKS, KPS—Hkr RSB

BOMKF: BSBERS AP ROAKS, 7376 2B HEFIHTLCHI

HEMA: TTREFSEHEERVNRT CRIIREE, A P IR IR 5
HTLCHAL: MHERERIAK AL E, HTLC AWM TERR T E X F 77 & 4k

2.3 v1.0.0-rc4
(2020-08-18)
it
o MIMMEYSHSIELR: BETHERHITH A, LML & e R FEAIE

2.2. v1.0.0


https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/Demo/v1.0.0/demo.tar.gz
https://osp-1257653870.cos.ap-guangzhou.myqcloud.com/WeCross/Demo/v1.0.0/demo.tar.gz.md5
https://github.com/WeBankBlockchain/WeCross/releases
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o BRERHRSSEH: BT APIBISEE - EEBHERR, ToFR A E S
B
o MPTEREESIESR: HEZR . TRf - BHAAPIS
o RHEEGY: FFEIBITIIE S APIY B 5% BT 1750 & A0 5 8T
« HZ " Demo
- PIHTEL Demo
~ # FISCO BCOS #4 Demo
— 5 FISCO BCOS [E# 5 3E[E % #E Demo
B
o XERSLFESBHEER ERRXILER - router H J5 1 BURHT X k&
o HTLCHE#1: {# F WeCross-Console’%{Lledger-tool A UH 14 Bt ™

2.4 v1.0.0-rc3

(2020-06-16)
B

o Driver#iH 5P APIE 3.: asyncCall - asyncSendTransaction, ¥ 550807 R fd 0

B
* P2PiE{F: Router|H] (iR S B FT 720 77 =0
o RPCHEE: FFIHERER Z spring boot tomcat # A netty Hhttp server
* HTLC: J@ifCDriverf) 52 API, RH 58977 AT

2.5 v1.0.0-rc2

(2020-05-12)
B

Ik FER: FHPIKFSi—HRouter & HE
HTLCE%: (FiRl/FAHEZ A E THTLC & 2 5e A HE Ik
Stubfff1L: FISCO BCOS StubFFabric Stubif it jarfl 5 25| A
o Z4EIl: WeCross SDKAIRouter [B] % FHTLS PisiE i
o BHEDemo: SCHFPLIETE EWeCross Demo, A58 11 B 5 4 1 FH
B
o BRI BHENHGREREERS A
o BHESYY. BHEAYIMSECEEIITLR EERBIRE N FAF BEEE
o BEEIH: FECEFETLSLULHTLCELE DI, Stubfr B ERIK - B E
o SEFHRAIA: BRBRIAS < FLE R DL 542 Al 23 B A e & 3

10
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2.6 v1.0.0-rct

(2019-12-30)

DhE
o X BEE
— i&RL FISCO BCOS
— J&EMT Fabric

o N RS HE A MR ERE O TSR, mANRES— I API
o BCEIESK: ESHERS H AT B ShA U A A SR B S A R A [X BB
o XHHUE: [MFISCO BCOSHBE A A Z I, RediEAE 5 555 I Merkleiik

2y )

o BSBERGE: XTEAFXREEMIRSS, M XREMBEAROMTR M, I EE, FRIEE
SR FH 2 B B

o BBHESDK: Javaili 5 MIAPI, S — R O [m AN[E RO BE & 15 R
o BHIG: HEAERELS, FEHTEIBMAZEER
TAE

o BEHES X FE MR
o 2 AFISCO BCOSTFabric D & HE LR A4 i 7

2.6. v1.0.0-rct 11
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CHAPTER 3

ISR ER

3.1 T

WeCross 1 51 & B £ 1Stub 5 £ 5558 W,

faEt, REFMHHEERLE -

EIBF{E R Web Serveri2tRPCE A RS, A T BBIRIEIRSSH)

BE | &XKAEE | BEELE
CPU | 1.5GHz 2.4GHz
N7 | 4GB 3GB
B | 4% 8t

i, | 2Mb 10Mb

3.2 IFHHITE

o Ubuntu 16.04 3 L I
e CentOS 7.2\
o MacOS 10.14 ) L I

3.3 K

WeCross{ENTavalll H , 5 E % HE Javal iR (155 :

o JDKS DI I
e Gradle 5.0 L I
s Mysql 5.6 XA E (“4355)

WeCrossH it T 2 FhIHIAHS B F P opod A4 SS, iIXLEfI AR K Hflopenssl, curl, expect, ff#H NHEIFITE

13


https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/sdk/java_sdk.html#id1
https://www.runoob.com/mysql/mysql-install.html
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# Ubuntu

sudo apt-get install -y openssl curl expect tree fontconfig

CentOS

sudo yum install -y openssl curl expect tree

# MacOS
brew install openssl curl expect tree md5shalsum

i51TWeCross Demolf, %5

* Docker 17.06.2-ce L (Z222%55)

14
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https://www.runoob.com/docker/ubuntu-docker-install.html

cHAPTER 4

PR RGS

A TR L BE HEDemoif B FH P B (455 3 B WeCrossHJREE . W1 RARIE HEWeCross JF BEA BV [X SR
HS % F AN .

T# Demo
HUTHI S FN#EiDemo, # FEENE, wEFEHZ 720,
cd ~

# N#iweCross demof %, Hhllwecross—demoH¥, HFE NAEEMIAIN demo
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_demo.sh)

TERE:
« MacOSH 4 IR TIRAT I, “ToIEROETF R B HIEOL, A15% FAQIRIE3 HIJT T AR R

Demo 5
1. Demo: {BA& R (Fabric- FISCO BCOS HZHEE % - £##4H)
2. Demo: 55 FISCO BCOS & Fabric
o EBETTIRIRIE
o BHERTK (HTLC)
o BHEFIE (2PC)
3. Demo: F5ZEHH
4. Demo: 5[E%  HEE%
SKPRIEIL R, WeCross B3t MR T 55 8E, FH P ATELE A Z S A PRI A X BREE -

4.1 BEYH

It Demof&# T —1WeCross 5 HE M 4%, LI IUSREE (BF) -
* Hyperledger Fabric ##: fabric-mychannel

15



../networks.html
../../version/download.html#wecross-demo
../../faq/faq.html#id3
./demo.html#id2
./demo.html#id3
./demo.html#id4

WeCross Documentation, & #i v1.0.0

« FISCO BCOS H###: bcos-gm
« FISCO BCOS JEEZHERFL1: beos-groupl
* FISCO BCOS 3E[E ZHERFH2: beos-group2
&2 E, FP AR M IUE & FWeCrosstE i &, WANE] 18E_E BRI THAE -

—

i (. N
i o s
i ymTT T T T v o TTTmmmeem T 1
| i ] |
i i | i i ‘ orgl-admin i
i i - : @™ Key0 !
i i - i '
i I fabric-mychannel! | ! o LETC i
i e o . @™ Key2 !
| ' T o
-------------------------------------------------------- l s ‘""""j""""".
router-8251 i<—>: account manager E

4.1.1 WLERE
T2 N E P demo B & N7 HE

cd ~/wecross—demo
#HEFRIH demot 5
bash clear.sh

# IBITEREBMA, BB THREEN 10-300 M S
bash build_cross_all.sh # &5, A[F bash clear.sh IEHFEI

HE:

o # ¥ “command not found”, TIHEABRAMKE, 527 PG ER Z23ME R K
MacOSH P L TCIEA T, “TREEIEF 2 & BN, 7157% FAQIHI3 BT 2R
B ANEAREIPIS, #£7127.0.0.1"FCIERT) 16 23505 A\ localhost”

HHMEE RS, 1ES%EH WL E-H FAQ

BB I 5 2 i i Demo 252844 . FISCO BCOSHFabricif it % H f{/WeCross Routerfi%E - (B Y,
EZ, 3 AWeCross?&Hl 4 )

[INFO] Success! WeCross demo network is running. Framework:

FISCO BCOS FISCO BCOS FISCO BCOS Fabric
Group 1 Group 2 Guomi first-network
(HelloWorldGroupl) (HelloWorldGroup2) (HelloWorld) (sacc.go)
\ / \ /
\ / \ /
\ / \ /
WeCross Router <-———————————""""-"-——- > WeCross Router <-——————————- >

—WeCross Account Manager

(continues on next page)
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../env.html#id4
../../faq/faq.html#id3
../../faq/faq.html
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[Ca)
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501) .
— (127.0.0.1:8340)
/ \
/ \
/ \
WeCross WebApp WeCross Console

Start WeCross Console? [Y/n]

4.1.2 BH GBI

BBk
HAER G, BEEREBEIKS . (Demo CELEH— 1K : orgl-admin, 5. 123456)

[WeCross]> login orgl-admin 123456
Result: success

Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualD : 3059301306...
BEKS

Hlisthccount @& BEEMWEHEIKF T, FARIIHEL AT 5 HIHETKF -

[WeCross.orgl-admin]> listAccount
Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID : 0
type : BCOS2.0
address : 0x445554f52bebd4e85ccbhb2edbabl3acfdel25eb6lb?7

isDefault: true

GM_BCO0S2.0 Account:

keyID 4
type : GM_BCO0S2.0
address : 0x4fef3c35a60490d1f01b2e749cl7ea83c7cb6lle

isDefault: true
Fabricl.4 Account:
keyID 1

type : Fabricl.4
MembershipID : OrglMSP
isDefault: true
Fabricl.4 Account:
keyID : 3

type : Fabricl.4
MembershipID : OrglMSP
isDefault: false
Fabricl.4 Account:
keyID 2

type : Fabricl.4

(continues on next page)
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MembershipID : Org2MSP
isDefault: false

HE B
F1istResourcesfii ¥ & E WeCrossiE ML HHITE HR - Al BEEIEZ TR
* payment .bcos—groupl.HelloWorldGroupl
— beos-group1## - \JHelloWorld.sol &%)
* payment .bcos—-group2.HelloWorldGroup?2
— beos-group2#% | fJHelloWorld.sol 54
* payment .bcos—gm.HelloWorld
— X RTE #FISCO BCOSHE I i HelloWorld.sol &£
e payment .fabric-mychannel.sacc
— XK FFabricHt_F Hsacc.go B4
* payment .xxxx.WeCrossHub

- BN Hb S L), TR LA ERBERERN, 712% (5255)

path: payment.bcos—-group2.HelloWorldGroup2, type: BC0S2.0, distance: O
path: payment.bcos-group2.WeCrossHub, type: BC0S2.0, distance: O

path: payment.bcos-groupl.HelloWorldGroupl, type: BCOS2.0, distance: 0
path: payment.bcos—-groupl.WeCrossHub, type: BC0S2.0, distance: 0

path: payment.fabric-mychannel.WeCrossHub, type: Fabricl.4, distance: 1
path: payment.bcos-gm.WeCrossHub, type: GM_BCO0S2.0, distance: 1

path: payment.bcos-gm.HelloWorld, type: GM_BC0S2.0, distance: 1

path: payment.fabric-mychannel.sacc, type: Fabricl.4, distance: 1
total: 8

BAERIR
ARdemoll K BRI, AIEH MldemoA R . EEEVI MM ITER G, HEMANRIEERE R -

# BHHEIES S

[WeCross.orgl-admin]> quit

4.1.3 iNMTUEHEE

WY Esif Al router—8250 M TIE G

http://localhost:8250/s/index.html#/login

HAdemoCBLEM #1755 orgl-admin, ZM: 123456

18 Chapter 4. HRE KL


https://github.com/hyperledger/fabric-samples/blob/v1.4.4/chaincode/sacc/sacc.go
../../dev/interchain.html
./index.html
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T WeCrossEF e [IEEERICIEEES - :Eo) s 2 | org1-admin

Eir4E 0—0 il EHEHEER O T
BaREXsE O—0) BiEARS ooc
HHEE =S RRSE
4= 24
payment.bcos-group1 BCOS2.0 5
payment bcos-group2 BCOS2.0 5
] = E=5al]
i, = FEEEER
ERER J Sl payment fabric-mychannel Fabric1.4 7
. FEhEEs payment bcos-gm GM_BCOS2.0 5
84 HTLC
THFFER THEEEERISR
BIEFRER Linux AR v1.00
BEERsZY amds4 ENEEE: BCOS2.0,GM_BCOS2.0,Fabric1.4
BIERGARS: 4.19.84-microsoft-standard RPCEARS: 0.0.0.0:8250
IVMETR: OpenJDK 64-Bit Server VM PPENES: 0.0.0.0:25500
JVMERIR: Oracle Corporation TESKS: org1-admin
IVMERS 1.02+9
EERFEGS SUN
10
secp256k1

SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests;
SecureRandom; X 509 certificates; PKCS12, JKS & DKS keystores
PKIX CertPatnValidator, PKIX CertPathBuilder; LDAF, Collection
CertStores. JavaPolicy Policy: JavaloginConfig Configuration)

EHETESWTARE, REEREAERRIEES -
o BFAEM
« FEET

ik P/ 2

B PR

RIREH

« X EH

« HSEH

TERE:
o BT B B, 15 & Srouter) = AL & (W : ~/demo/routers-payment/127.0.0.1-8250-

25500/conf/wecross.toml) , ¥f [rpc] F5% N Y address BB T FFip (41: 0.0.0.0) - R7F
J&., E/GrouterBlA] -

4.1.4 5% Demo

NI AL EETER, AR AR DemolfF 2 -

cd ~/wecross—demo/
bash clear.sh

mysgl —-u <your-username> -p # BRERE, EHdb

mysgl> drop database wecross_account_manager;
mysqgl> exit;

Zit, WER, REFESEM! At —PRE, A HE M Demo -

41. BEYHR 19
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4.2 ¥4 FISCO BCOS & Fabric

tDemo#% & T — ~WeCrossi#5 5% W 4% , % $ZFISCO BCOSHHyperledger Fabric[X 3t 5% . F /7 7] i@
1 WeCrosstZ il &, XIANFIREE EBRFEITHRAE -

_______________________________________________________________

zone: payment 5 o »

T T : T e T D @ oreladmin |

! : ! : ¥ i - orgl-admin :

o : i ¥ | @ Keyo :

N : ! ! I @ Keyl |

P FISCO BCOS i : Hyperledger Fabric P | @= Key2 |

(TTTTTTTTTTo t““““““. (TTTTTTTTT I““““““‘. o t “““““ ;

i router-8250 E<—>: router-8251 i4—>: account manager .
console

4.2.1 MEEE
2 N #ERdemo B 38 N HATHRAE

cd ~/wecross—-demo

#HEH H demob i
bash clear.sh

# IBATEREMA, MALORES B, F s TR 10-300 B A
bash build.sh # #HE, °H bash clear.sh EHGER

HE:

o % Hi¥l“command not found”, VARG MKEG, 1ES% PAEEEK L FAE AR
MacOSH P I TEIEA T, “TRiERIEFF & & BIE 0L, A1 2% FAQIR#3 /)77 2R
B NBUREIPES, 35127.0.0.17FC¥ERED, 6250 A "localhost”

HHMEERE, 1ES%5 LR FAQ

B R TH 5 25 H Demo I 45 2845 . FISCO BCOSFlFabricif@ it % H F\JWeCross RouterkHiE - (HijAY,
[F%, # AWeCross#EHl &)

[INFO] Success! WeCross demo network is running. Framework:

FISCO BCOS Fabric
(4node pbft) (first—network)
(HelloWorld.sol) (sacc.go)
| \
| \
| \
WeCross Router <-————————- > WeCross Router <-————————-— > WeCross Account,

—Manager

(continues on next page)
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[Ca)
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501) (127.0.0.
—1:8340)
/ \
/ \
/ \
WeCross WebApp WeCross Console

Start WeCross Console? [Y/n]

4.2.2 BFEHEBIR

TR K
HAEH G, EEEREBEKS - (DemoH CELEI— MK : orgl-admin, #E: 123456)

[WeCross]> login orgl-admin 123456
Result: success

Universal Account:
username: orgl-admin

pubKey : 3059301306...
walD : 3059301306. ..
BEKF

MlistAccountin@EFILEHEIK, T, [AAFREAIEE A3 5 HIHENK -

[WeCross.orgl—-admin]> listAccount
Universal Account:

username: orgl-admin

pubKey : 3059301306...

ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID N
type : BCOS2.0
address : 0x07234bd37393a97268f91ee2b7c76cb3ec3601b0

isDefault: true
Fabricl.4 Account:
keyID 1

type : Fabricl.4
MembershipID : OrglMSP
isDefault: true
Fabricl.4 Account:
keyID 2

type : Fabricl.4
MembershipID : Org2MSP
isDefault: false

BE B
M 1istResourcesfii®BE WeCrosst5E ML HHFTE BR . AIERICEEE T 215K
* payment .bcos.HelloWorld
- XRITFISCO BCOSHE L fJHelloWorld.sol 44

* payment.fabric.sacc

4.2. BF& FISCO BCOS & Fabric 21
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— %R TFabrick b fsacc.go B4
* payment .xxxx.WeCrossHub

- BEHAZRIHbEY), ATRIE LSNAENBERRAN, 2% (525

[WeCross.orgl-admin]> listResources

path: payment.bcos.HelloWorld, type: BCO0S2.0, distance: 0
path: payment.fabric.WeCrossHub, type: Fabricl.4, distance: 1
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: O
path: payment.fabric.sacc, type: Fabricl.4, distance: 1
total: 4
BIEBUR: payment.bcos.HelloWorld
o BLHTIR
- i call path ¥O% [ZETIFE)]
- R~ call payment .bcos.HelloWorld get

# Y Helloworl1d&HF K getE N
[WeCross.orglfadmln}> call payment.bcos.HelloWorld get
Result: [Hello, World!]

. B
- fi¥: sendTransaction path ¥HA% [ZEJFF#]
iE

%
Sl

sendTransaction payment.bcos.HelloWeCross set Tom

# WHHEell0WeCross&H ) setfE N
[WeCross.orgl—adm1nJ> sendTransaction payment.bcos.HelloWorld set Tom

Txhash 0x7043064899fa48b6c3138f545ecf0£8d6£823d45e0783406bc2afed489061c77c
BlockNum: 6
Result : [] // BFTombBsetifE

[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Tom] // Fi{Rget, TomBset

HA/EWRUR: payment.fabric.sacc

P BE TR X A& AR ERIRRSE— R a, RUCEIER & 2 RFF—E0 -
o BEHR
# FHmyccBHFPIqueryizd

[WeCross.orgl-admin]> call payment.fabric.sacc get a
Result: [10] // #lKget, afEN10

o SR

# W saccBAH R setiEN

[WeCross.orglfadmin]> sendTransaction payment.fabric.sacc set a 666

Txhash 85dd6c2c76b959cd5d6d5¢c60d1f4bc509df4c84a48ef7066f6c66bd59b67cbbe
BlockNum: 8
Result [666]

[WeCross.orgl-admin]> call payment.fabric.sacc get a
Result: [666] // FRget, affIHZM 666

# B wecrosstEHlE

[WeCross.orgl-admin]> quit # AP RIGETEHG

cd®EWeCross—-Console, P fTstart.shilA]

WeCross Console & % T WeCross Java SDKJT & BB HE R FH - 52 F B RE W 2% )5
SDKHF A BL BN, B85 —r08 O 5 &M F RO

T #: T WeCross Java
FURHITHRAE -

22
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4.2.3 BSHERK

WeCross S 2 M S5 1L - ILESBEFS K FDemosE e 7 I (A1 E 520 (htle) B 255 - WeCross3E: T EohtlcHEZE
ST R H B RRFER, W EFTR:

i payment K
; orgl-admin ; orgl-admin :ﬁ'}

I
|
|
|
1
1
1
1
1
1
1
|
|
|
|
|
|
|
|
|
]

FISCO BCOS ; org2-admin ; org2-admin Hyperledger Fabric
P EHEEMESPAY (58 L7EfE)
Sy | F====- DESeaeE y
i Routerl < ———————— i Router2 i
Zp=e i puy 0l
+ BCOS ##

- HRIk&E: 700

- Ki£%: org2-admin (bcosBEMK/T: 0x4305196480b029bbecb071b4b68e95dfef36a7b7)

- BUE: orgl-admin (beosBEMK/: 0x2b5ad5c4795c026514£8317c7a215e218dccd6cf)
* Fabric #%

- k& 500

- Ki£%: orgl-admin (FabricB#M/": Admin@orgl.example.com)

- B org2-admin (FabricBElk/: Userl@org2.example.com)
o 7Pl bea2dfec011d830a86d0fbeeb383e622b576bb2c15287bla86aacdbala3g8iell

— MRBIFIMEH: 9dda9a5e175a919ee98ff0198927b0a765ef96cf917144b589bb8e510e04843¢

o JFTHHr: FISCO BCOSHE 5 FabrichE M5 IR [FIR & 4
TR A R B A2
B ANt lc_config. shTEMAMHFERE, FR SRR -

# B demo CHEESEEE . HEdemofR HRHIT, FER 5984 H
bash htlc_config.sh

PRI W &5 8 - N F P (orgl-admin, org2-admin) , P& LR HEEE L BE
1 WeCrossZ il & Bl — 1M LIKIEZE, 2 JSrouter H BN 5E A S BEERTK -

BIEEIKRER
PEHERR IR TR AL B HE R A s AR ST B AR 22, $&50)5 . router H B SEINBE HEFE K
« BCOSHER P #5Hi# (org2-admin) RITEZE
- FISCO BCOS %%
x FRMKEHL: 700
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x Ki£%: org2-admin (bcosHEMKF': 0x43051964800029%bbecb071b4b68e95dfef36a7b7)
* BN orgl-admin (bcosHEMKF: 0x2b5ad5c4795¢026514£8317c7a215e218dccd6ct)

— Fabric %
« FEIKEHT: 500
x Ri%EF#: orgl-admin (FabricH#lk/™: Admin@orgl.example.com)
* ZWCE: org2-admin (FabricH¥lKF': Userl@org2.example.com)

- BB bea2dfec011d830a86d0fbeeb383e622b576bb2c15287blag8baacdbala387ell

* EREAET: &

x MREHIRNEH: 9dda9a5e175a919ee98££0198927b0a765e£96cf917144b589bb8e510e04843¢

cd ~/wecross—-demo/WeCross—-Console
bash start.sh

# RRHIEESR

[WeCross]> login org2-admin 123456

# BERIETT R

[WeCross.org2—-admin]> call payment.bcos.htlc balanceOf
—0x4305196480b029bbecb071b4b68e95dfef36a7b’

Result: [1000000000]

# BEBWTTRET

[WeCross.org2—admin]> call payment.bcos.htlc balanceOf
—0x2b5ad5c4795c026514£8317c7a215e218dccdébct

Result: [0]

# ORIk

[WeCross.org2—-admin] > newHTLCProposal payment.bcos.htlc,,
—bea2dfec011d830a86d0fbeeb383e622b576bb2cl5287bla8baacdbala387ell
—9dda9a5e175a919ee98££0198927b0a765e£96c£917144b589bb8e510e04843¢c true
—0x4305196480b029%becb071b4b68e95dfef36a7b7
—0x2b5ad5c4795c026514£8317c7a215e218dccdéct 700 2000010000 Admin@orgl.example.com
—Userl@org2.example.com 500 2000000000

# Hith

Txhash: 0xc521d7dcal094d53773dc6lfaecla95273d8ef2b681c5¢c50c94cde55263015c7
BlockNum: 11

Result: create a htlc proposal successfully

# B EHREESIE

[WeCross.org2-admin]> quit

o FabricBE ¥ ¥ (orgl-admin) ERZE
- FISCO BCOS 5t
« FRMKEE: 700

% KiEF: org2-admin (bcosBEMK/: 0x4305196480b029bbecb071b4b68e95dfef36a7b7)

x FEWCE: orgl-admin (bcosHEMK7: 0x2b5ad5¢4795c026514£8317c7a215e218dccdécf)

— Fabric &%
« BRIREH: 500
* K154 orgl-admin (FabricBElk/: Admin@orgl.example.com)
x HCE: org2-admin (FabricH¥lkF: Userl@org2.example.com)

- BBFP: bea2dfec011d830a86d0fbeeb383e622b576bb2c15287bla86aacdbala38ell

« RERRET: B
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* fEBIRLE: (IR AT TERLE)

H

cd ~/wecross—-demo/WeCross—-Console
bash start.sh

# HRHEE R
[WeCross]> login orgl—-admin 123456

# BEBEWTTRET
[WeCross.orgl—-admin]> call payment.fabric.htlc balanceOf Userl@org2.example.com
Result: [0]

# ORISR

[WeCross.orgl-admin]> newHTLCProposal payment.fabric.htlc |
—bea2dfec011d830a86d0fbeeb383e622b576bb2cl15287bla86aacdbala387ell null false
—0x4305196480b029%bbecb071b4b68e95dfef36a77b7 |
—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbct 700 2000010000 Admin@orgl.example.com,
—Userl@org2.example.com 500 2000000000

# it

Txhash: bbbe3c65a54£883151075129d4666a5bad40896bf75a3be09cfb96ef0354cc55f
BlockNum: 10

Result: create a htlc proposal successfully

# RN HFIES &

[WeCross]> quit

o

S BRI E RO STEIR RS, route TIATAT R, H 2 MBS HERRIK . —IREERERRIK A7 AE5-255 )
R oRIHE, T ERUR T A DL AL HOTERE -

BIEKE R
FE3H 1 WeCrosst2 /il 5 B 57 & B 2k -

cd ~/wecross—demo/WeCross—Console
bash start.sh

# OB
[WeCross]> login orgl—-admin 123456

# BEFISCO BCOSHEWUT&E, W& 700

[WeCross.orgl-admin]> call payment.bcos.htlc balanceOf
—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbet

Result: [700]

# THFabricBEWTTREL, E500
[WeCross.orgl-admin]> call payment.fabric.htlc balanceOf Userl@org2.example.com
Result: [500]

# B HEIES G

[WeCross.orgl-admin]> quit

4.2.4 BEEEHUE

WeCross 3 17 2 P 3 S HLH b B8 BE 2 K Ademos® W1 I BE H S5 HLH] (2PC) A2 5] - WeCross#: T
HOPCHEZELSLHL T My 8 2 [BIE SR R R BTN, 20 N PR
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evidence0 evidence0 E_?ﬂl
1 FIBS A 1 HIEAY

-

FISCO BCOS I'm Tom I'm Jerry Hyperledger Fabric
E5ZAMSI
(T==- H—— \ REREEREEEEE -
i Routerl | - i Router2
TR BB iEdemoll A 4

F—BERIA . ZEFISCO BCOSHFabric_I 43 HlI3 B 17 UE 5 5% ) D 17 IEdemo &2

cd ~/wecross—demo/
bash xa_config_evidence.sh

HRERT), BWAYIEALEH G

[INFO] SUCCESS: 2PC evidence example has been deployed to FISCO BCOS and Fabric:

FISCO BCOS Fabric
(payment .bcos.evidence) (payment . fabric.evidence)
| |
| |
WeCross Router <—-————————- > WeCross Router
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501)

WeCross Console

Start WeCross Console to try? [Y/n]

HAERG, EEEREEEIKS . (DemoF EAELEH — MK : orgl-admin, 5. 123456)

[WeCross]> login orgl-admin 123456
Result: success

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

KBRS (start)
RE— 1 BEHEESS, fREFHFW MBI, HLALFISCO BCOSHFabric_£4— 1 BR
* payment.bcos.evidence

» payment.fabric.evidence
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# RAEFES

[WeCross.orgl-admin]> startTransaction payment.bcos.evidence payment.fabric.
—evidence

Result: success!

# BEYHIFIEevidence 0MINE
[WeCross.orgl-admin]> call payment.bcos.evidence queryEvidence evidenceO
Result: [] # A, &

[WeCross.orgl-admin]> call payment.fabric.evidence queryEvidence evidenceO
Result: [] # RfFA, =

KRBEFLS (exec)

5”‘%11“)2 i jJexecTransaction X i£ H S5 FH B M LB Z W MITEIR, XHESWRHFENESZL 5B
7E N —2F commithsf 1L FTE 22 5 [BI B # A -

# FEFISCO BCOSHE FiHATHAE, WEHES: evidence0, W%: I'm Tom
[WeCross.orgl-admin]> execTransaction payment.bcos.evidence newEvidence evidenceO
—"I'm Tom"

Txhash : 0xa5bdd60240622438bela99b8cca70bba7laa3cfadddeefacd05b22febfbcedc9
BlockNum: 8
Result : [true]

# FErabrichE LHTHAIE, WETEA: evidence0, NZ: I'm Jerry
[WeCross.orgl-admin]> execTransaction payment.fabric.evidence newEvidence,,
—evidence0 "I'm Jerry"

Txhash : c01809f3cf9154d09fbla057c743a07dbb0ab2f0c544a9£9d644eb55fb384604
BlockNum: 10

Result : [Success]

# Al RIEFE L HIERAE

IABHEES (commit)
Tﬁt%%F%TT WHIMEST S )G, BT commitTransactionih iTH 453 5 RN #EARIA, Z5R L E

j:' o

# HAES, BHER

[WeCross.orgl-admin]> commitTransaction payment.bcos.evidence payment.fabric.
—evidence

Result: success!

# BEYFFAIENE, PR C TR
[WeCross.orgl-admin]> call payment.bcos.evidence queryEvidence evidenceO
Result: [I'm Tom]

[WeCross.orgl-admin]> call payment.fabric.evidence queryEvidence evidencel
Result: [I'm Jerry]

EREFEES (rollback)

Tecommith, & AKELEES A4, N HrollbackTransactionFliR M ESS, TEEGEHNESLHWER, B
FEARELRB|ESAEAPRES, BHHER . (B1FESSE Lcommit, E Zrollback)

# BEYFIFiEevidencel AR
[WeCross.orgl—-admin]> call payment.bcos.evidence queryEvidence evidencel

Result: [] # KREFEA, &

[WeCross.orgl—-admin]> call payment.fabric.evidence queryEvidence evidencel

Result: [] # KEA, &
¥ REEAH—1ES, FH5101

(continues on next page)
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[WeCross.orgl-admin]> startTransaction payment.bcos.evidence payment.fabric.
—evidence
Result: success!

# [AIFISCO BCOSHEREHHA S, WHevidencel, WA NI'm TomGG

[WeCross.orgl—-admin]> execTransaction payment.bcos.evidence newEvidence evidencel
—"I'm TomGG"

Txhash : 0x1£81a63a3986702a6clb532c1d94074£2771a825¢c3beflb9dffc73321b45che2
BlockNum: 11

Result : [true]

# [MFabriclERIXESEL S, WHevidencel, WA NI'm JerryMM
[WeCross.orgl-admin]> execTransaction payment.fabric.evidence newEvidence
—evidencel "I'm JerryMM"

Txhash : fdl8cbecaa3f2528e865ece6ea243cl1f18c37e306ee6a59c56407476cce6bee37
BlockNum: 13
Result : [Success]

+ BEELHTESRE TR

[WeCross.orgl—-admin]> call payment.bcos.evidence queryEvidence evidencel
Result: [I'm TomGG]

t BEELFFESRETHESE
[WeCross.orgl—-admin]> call payment.fabric.evidence queryEvidence evidencel
Result: [I'm JerryMM]

# FXA AT BT S ERES TR, BTHERCAERESRES, #%BE, R
[WeCross.orgl-admin]> sendTransaction payment.bcos.evidence newEvidence evidencel
—"I'm TomDD"

Error: code(2031), message (evidence is locked by unfinished xa transaction:
—b04a651171644b£f591£2047c2a0a79%eb)

+ AEYRFFSINETHEE, REMh, FEZHBEBCRW, 56T
[WeCross.orgl—-admin]> call payment.bcos.evidence queryEvidence evidencel
Result: [I'm TomGG]

# EVREME! BRI ESZS AT, FEREBFSIREIPRE, BT N e TER, FH55H
[WeCross.orgl—-admin]> rollbackTransaction payment.bcos.evidence payment.fabric.
—evidence

Result: success!

# BIREEHAfFiEevidencel HE
[WeCross.orgl—-admin]> call payment.bcos.evidence queryEvidence evidencel

Result: [] # CEEREFIHRE

[WeCross.orgl-admin]> call payment.fabric.evidence queryEvidence evidencel

Result: [] # CEEREFIHRE

# B RS

[WeCross.orgl—-admin]> quit

$tdemoZE T2PCHEZESEEL, I ATARIE L 55/ ZETHEIRTT & B CHIBSHERNIH,  SCIUBE R SR 741 -

4.25 PRI ERS

WY esifElrouter-8250 M TIEH G

’ http://localhost:8250/s/index.html#/login

Fdemo B ELEMK FH#HITEE: orgl-admin, ZiE: 123456
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)~ WeCrossEMH¥Fey = WeCrossBEFS £ 2 | orgl-admin

XihaE — fizi::] XEsEHEE O R
B 0—0) BREAES oo
ERE B3 RIRFEE
2= 24
payment fabric Fabric1.4 7
payment.bcos BCOS2.0 5
=R = RERE
=iz = =FEskal
4. » ENRSE
1 « HTLC
TIESEE AleEEmEE
EEESEER: Linux ErtRaER 1.0.0
BIEESE: amde4 [Ehi= it BCOS2.0,GM_BCOS2 0,Fabrici 4
EEREsES: 4.19 84-microsoft-standard RPCENEE: 0.0.0.0:8250
JVMERR: OpenJDK 64-Bit Server Vi P2PENELE: 0.0.0.0:25500
JYMERES: Qracle Corporation EESKS: org1-admin
JVMAEE: 11.02+9
ERFESE: SUN
ERFEREE 1.0
EESMEEESE: secp256k1

EEFEHTEES SUN (DSA key/parameter generation; DSA signing; SHA-
1, MD5 digests; SecureRandom; X.509 certificates;
PKCS12, JKS & DKS keystores; PKIX CertPathValidator:
PKIX CertPathBuilder; LDAP, Collection CeriStores,
JavaPolicy Policy; JavaLoginConfig Configuration)

FHEFEGW TN, SEEEE AERERS -
o BTN
s FEET

ik P S

geek=giil

B

o XoHEH

o HEEH

A
o EH W B B, 1F & Srouterf) = AL & (W : ~/demo/routers-payment/127.0.0.1-8250-

25500/conf/wecross.toml) , ¥f [rpc] F5% N Y address BT Fip (41: 0.0.0.0) - R7F
J&, E/GrouterBlA] -

4.2.6 &% Demo

NI AL EETEER, AR AR Demolf B -

cd ~/wecross—demo/
bash clear.sh

mysqgl -u <your—username> -p # ‘o iAUEE, {HHdb

mysgl> drop database wecross_account_manager;
mysqgl> exit;

ZEit, RER, PREFEZR! TAEATHAMETIRA T EELZAY .
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4.3 BEHFAE

HDemotE T — 1 M"WeCrossFEHEM 4%, 7EHEFISCO BCOS W MEEZH « FH - Al T WeCrosst2E il &, Xf
7Tj ﬁﬁféjﬂ%sf IRFEATHRAE - SEPRIEL T, WeCrossEE ANFERIS AR RS, F P ATELEHR AL FHAFR
TR X B e -

_______________________________________________________________

[ h s RN
! zone: payment i e A
: :I __________________________ : :’ __________________________ : i : . o i i
: : : : ¥ i - orgl-admin :
: i ! E | i i P KeyO i
x : ! D i @ Keyl :
¥ FISCO BCOS Groupl ! : FISCO BCOS Group2 ! | @ Key2 :

[ I’"""""“. [ I__'_'_______‘. S t _________ ]

i router-8250  G— router-8251 @mmmp  account manager |

4.3.1 MIKIE
T2 N A demo H 5 N TIERAE

cd ~/wecross—-demo

#HEFRIH demot %
bash clear.sh

# BITEREMEA, MAEIREKRSHE, H—UGETHREN 10-300 8 EH
bash build_cross_groups.sh # HHES, ATH bash clear.sh HHEGER

HE:

o #Z I “command not found”, ARG IMKER, 1555 P 2K LSRR FARKHN
MacOSH P # HER<TEIEF T, “TEiEREF 2B B, "15% FAQIRIEI3 B =ik
ENBWEEEIPES, #£7127.0.0.17°TC1ERLTD, 18 2306 A localhost”

o HHME BN, 1ES%H WREUA FAQ
TR B AT 5 & H H Demo B 4% 2844 . FISCO BCOSFFabricif it % H ) WeCross RoutertHi% - (BijAY,
[BZ, 3 AWeCross¥E il &)
[INFO] Success! WeCross demo network is running. Framework:
FISCO BCOS
Group 1 Group 2
(HelloWorldGroupl) (HelloWorldGroup2)
| \
| \
| \
WeCross Router <—————————- > WeCross Router <-————————- > WeCross Account,
—Manager
(continues on next page)
30 Chapter 4. R &L



../env.html#id4
../../faq/faq.html#id3
../../faq/faq.html

WeCross Documentation, % #i v1.0.0

[Ca)
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501) (127.0.0.
—1:8340)
/ \
/ \
/ \
WeCross WebApp WeCross Console

Start console? [Y/n]

4.3.2 BIEEHEBIR

TR K
HAEH G, EEEREBEKS - (DemoH CELEI— MK : orgl-admin, #E: 123456)

[WeCross]> login orgl-admin 123456
Result: success

Universal Account:
username: orgl-admin

pubKey : 3059301306...
walD : 3059301306. ..
BEKF

MlistAccountin@EFILEHEIK, T, [AAFREAIEE A3 5 HIHENK -

[WeCross.orgl—-admin]> listAccount
Universal Account:

username: orgl-admin

pubKey : 3059301306...

ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID N
type : BCOS2.0
address : 0x64a0494cl6c4bd6d7e3bb0cf0b90d6949b65500d

isDefault: true

BERIK
F1istResourcesfi ¥ E WeCrossiiE ML T E HIR - I ERIHZ 1 BHE:
* payment .groupl.HelloWorldGroupl
— XN T Groupl I [ JHelloWorld.sol 54
* payment .group2.HelloWorldGroup?2
— %F M. F Group2_f fJHelloWorld.sol 543

* payment .xxxx.WeCrossHub

- BN Hb S L), AT LA ERBERERN, 72% (5255)

[WeCross.orgl-admin]> listResources

path: payment.group2.WeCrossHub, type: BC0S2.0, distance: 1

path: payment.groupl.WeCrossHub, type: BC0S2.0, distance: 0

path: payment.group2.HelloWorldGroup2, type: BC0S2.0, distance: 1
path: payment.groupl.HelloWorldGroupl, type: BC0S2.0, distance: 0
total: 4
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BAEWTR: payment.groupl.HelloWorldGroupl
- 14 call path ¥BO% [SETIE]

- Rl call payment .groupl.HelloWorldGroupl get

# WHGroupl HelloWorld&#HWgetikd
[WeCross.orgl admin]> call payment.groupl.HelloWorldGroupl get
Result: [Hello, World!] // #ikget, {ENHello World!

=g7 9y
e 5h

=2
S

- fi%: sendTransaction path #HHA% [Z5F13£)

- /~ffl: sendTransaction payment .groupl.HelloWorldGroupl set Tom

# Y Groupl HelloWeCross&#HsetiEN
[WeCross.orgl-admin]> sendTransaction payment.groupl.HelloWorldGroupl set Tom
Txhash : 0xd510203cel2b0ca8c9bceca50dfd4702f64efc2eld7aal334a6cff£7988ada686
BlockNum: 6
Result : [] /] BTomfsetittE

[WeCross.orgl-admin]> call payment.groupl.HelloWorldGroupl get
Result: [Tom] // Fi{Rget, TomBset

BAIEBTR: payment.group2.HelloWorldGroup2
PEHE BT & D ANFIEE EBRIRS— AR, R ar & B ORF— 2 -
o EBHR

# WHGroup2 HelloWorld&#HWgetikd
[WeCross.orgl—-admin]> call payment.group2.HelloWorldGroup2 get
Result: [Hello, World!] // ¥likget, {ENHello World!

« BY

# WHGroup2 HelloweCross&#IH H)setfHEO
[WeCross.orgl admin]> sendTransaction payment.group2.HelloWorldGroup2 set Jerry

Txhash : 0x£f5a52604750dd4a8b10df69£f238815378db9%9444fef365e102d1a5a43603£18d0
BlockNum: 6
Result : [] // FJerrythsetitt

[WeCross.orgl-admin]> call payment.group2.HelloWorldGroup2 get
Result: [Jerry] // Bikget, Jerrytset

# KB Group1BE, NEEH Group 2 BHIEH B IS
[WeCross.orgl-admin]> call payment.groupl.HelloWorldGroupl get
Result: [Tom]

# BHwecrossEiil &
[WeCross.orgl-admin]> quit # FHRHRBERE, cd®weCross—Console, HTstart.shiIT]

WeCross Consoles& 5 ﬂ:WeCross J ava SDKHT Z FIBEHENFH - % i_ IR fG FEFWeCross Java
SDKH %4 8 Z HIESEEN F, B8 — B0 D & i b A BT UR g E T4 -

4.3.3 ViRMTIEHEE

W esih ]l router-8250 M TIEH &

’ http://localhost:8250/s/index.html#/login
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Fdemo EACEMK P #1785 3R: orgl-admin, ZiE: 123456

I WeCrossEfTFe; IEXEERUCOLES- i 2o £ 2| orgl-admin

Xihiis 0—0 oge) RESEHER O BEF
EREXE 0—0) EEARR e
IR = Sic) EREE
2= 24
payment.group2 BCOS2.0 6
payment group1 BCOS2.0 6
&R = RER
EEER = =HIESHA
44 . FEhRES
T « HTLC
IBFRGFER AIBEEEES
BIERSER Linux figecicl=las v1.0.0
jeli= el amdé4 E IR BC0S2.0,GM_BCOS2.0,Fabrici 4
BiEFsHEE 4.19 84-microsoft-standard RPCIENELE: 0.0.0.0:8250
JVMETR: OpenJDK 64-Bit Server VM P2PENEE: 0.0.0.0:25500
ivi=H Oracle Corporation EERES: org1-admin
JVMRRZS: 11.02+9
EFEFAGE SUN
ERFAMGEE 1.0
EES 2 secp256k1

BREFEEFAER: SUN (DSA key/parameter generation; DSA signing; SHA-1, MDS5 digests;
SecureRandom; X 509 certificates; PKCS12, JKS & DKS keystores
PKIX CertPatnValidator; PKIX CertPathBuilder; LDAR, Collection
CentStores. JavaPolicy Policy: JavaloginConfig Configuration)

EHEHETEEUW RN, sl AR IEES .

o BIRNAEM

« FAET

o MkFEH

. BHEH

. HIREH

. THEH
. HESEH

HEfR:

o T EE R VM, iF & Huouterf) F EL E (40 : ~/demo/routers-payment/127.0.0.1-8250-
25500/conf/wecross.toml) , ¥ [rpc] FF% T HY address BT FRip (W: 0.0.0.0) - R7F
J&, E/GrouterBlH] -

4.3.4 5% Dem
BT AT = REE, AT R A Demol B ¥4 -

cd ~/wecross—-demo/
bash clear.sh

mysql -u <your-username> -p # ‘ooxildEE, HHdb

mysqgl> drop database wecross_account_manager;
mysqgl> exit;

Zit, WRER, REFERTEM! ATHATHAMETRANT BELZHT -
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4.4 BEE - FEH

HDemots & T — MWeCross#s #5 WX 4% , 3E BEFISCO BCOSHIE % X B fldk E 2 X B ek - FH P Al
1 WeCross#& il &, X AFIHERTHE B BT ITHRIE - SEPRfEUL T, WeCrossEE NSRRI R AN RS, F P
A E AL FA PRI A X HeE -

_____________________________________________________________________________

zone: payment | i P
T T : T e T @ oreladmin |
! : ! : ' i - orgl-admin :
i : | o i @™ KeyO |
! i : ¥ | @ Keyl :
Rt L ORSER i) L O Key2
[ I____________‘. (== Tttt 1____________'. S t _________ ;
! router-8250 Ed—b‘, router-8251 Ed—H account manager |
console

___________________________

4.4.1 MK E
T2 N iR demo B 3 N HITEAE

cd ~/wecross—demo

#HEFRIH demot iR
bash clear.sh

# B TEREMIA, MAERIRER S ENE, B —IKaTHREN 10-300 8 AL
bash build_cross_gm.sh # #HEE. 0 bash clear.sh HHFHI

HE:

o % ¥ “command not found”, MIEEAGRAMEKER, ES% IAEEZK LSRR AR
MacOSH P& L TCIESTH, “TEIERIEF A& BN, F125% FAQIRIH3 BT ZURHR
W NEUREIPR . 47127.0.0.1° TEIEAY), 15205 A\ localhost”

HHMEERE, 1E2% 5 IR FAQ

BB I 5 2 i Demo 252844 . FISCO BCOSHFabricif it % H f{/WeCross RouterFi%E - (HjA\Y,
EZ, 3 AWeCrossTE il 4)

[INFO] Success! WeCross demo network is running. Framework:

FISCO BCOS
Normal Guomi
(HelloWorld) (HelloWorld)
| \
I \
| \
WeCross Router <—-————————— > WeCross Router <-—————————-— > WeCross Account_

—Manager

(continues on next page)
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[Ca)
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501) (127.0.0.
—1:8340)
/ \
/ \
/ \
WeCross WebApp WeCross Console

Start console? [Y/n]

4.4.2 BIFEHEBIR

TR K
HAEH G, EEEREBEKS - (DemoH CELEI— MK : orgl-admin, #E: 123456)

[WeCross]> login orgl-admin 123456
Result: success

Universal Account:
username: orgl-admin

pubKey : 3059301306...
walD : 3059301306. ..
BEKF

MlistAccountin@EFILEHEIK, T, [AAFREAIEE A3 5 HIHENK -

[WeCross.orgl—-admin]> listAccount
Universal Account:

username: orgl-admin

pubKey : 3059301306...

ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID N
type : BCOS2.0
address : 0x8120dde72685b1ac07d0c20d0069696e42aceldb

isDefault: true

GM_BCO0S2.0 Account:

keyID 1
type : GM_BCO0S2.0
address : 0x0e5c45e9431578fd8acll4781cbdbla2ad4946e5

isDefault: true

BE IR
Fl1listResourcesfi{ & E WeCross#5 % M & HHIFTE HR - FIBEEIHZ N HIR:
* payment .bcos.HelloWorld
- XN T IEEEFISCO BCOSHE L fJHelloWorld.sol 441
* payment .bcos_gm.HelloWorld
- X RT EZEFISCO BCOSEE L [fiHelloWorld.sol 547

* payment .xxxx.WeCrossHub

- BN Hb &2, AT LA ERERERN, 712% (5255)
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[WeCross.orgl—-admin]> listResources

path: payment.bcos.HelloWorld, type: BC0S2.0, distance: O

path: payment.bcos_gm.HelloWorld, type: GM_BC0S2.0, distance: 1
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: 0

path: payment.bcos_gm.WeCrossHub, type: GM_BCO0S2.0, distance: 1
total: 4

BAERTE: payment.bcos.HelloWorld
« LBR
- fi4: call path ¥BO% [SETIE]
- Rl call payment .bcos.HelloWorld get

# VAFAAEE %S F el lowor1d& N F igetiE
[WeCross.orgl—admln]> call payment.bcos.HelloWorld get

Result: [Hello, World!] // #¥]ikget, {ENHello World!

- fi%: sendTransaction path #HHA% [ZHJF1£)]

- /~ffl: sendTransaction payment .bcos.HelloWorld set Tom

# WHIEEZSE F HelloweCross B W seti O
[WeCross.orgl*admln}> sendTransaction payment.bcos.HelloWorld set Tom
Txhash : 0x4b2d6a5f2365318b6574a02fba2dfl1f4cdba8e581513¢c8588033£f7b793afc061
BlockNum: 6
Result : [] /] BTomfsetittE

[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Tom] // FRget, TomBset

BAIEBUR: payment.bcos_gm.HelloWorld
PEHE BT & D AR BE EBRIR S — AR, FHERER ar & 2R — 23 -
o EBHR

# WHEZRSE EHelloworld&H HgetiZ A
[WeCross.orgl—-admin]> call payment.bcos_gm.HelloWorld get
Result: [Hello, World!] // ¥iKget, {HENHello World!

G4

# FHEZHE FrelloweCrossBH ) setE O
[WeCross.orgl-admin]> sendTransaction payment.bcos_gm.HelloWorld set Jerry

Txhash : 0x95d54faaca74995cbl9e7af0dafc4965676c30b136809e5957¢50d8cal7ed408
BlockNum: 6
Result : [] // FJerrythsetiit

[WeCross.orgl-admin]> call payment.bcos_gm.HelloWorld get
Result: [Jerry] // Bikget, Jerrytset

# PEIEE®EE CBIE, AeBE N EREE BRI S SO R
[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Tom]

# B wecrosstEiilg
[WeCross.orgl-admin]> quit # %*ﬂﬁddﬁf)ﬁﬁ%ﬂé cd®EWeCross—-Console, ﬂlﬁstart.shﬁﬂﬂ

WeCross Consoles& 3% T WeCross Java SDKIT & 555 R - ?‘@ﬂ B HE W 4% 5 FEFWeCross Java
SDKH A& B ZRIESEEN F, B 48— B0 D6 & i b A SR T4 -
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4.4.3 iNMTUEHEE

WY Esif Al router—8250 M TIEHE

http://localhost:8250/s/index.html#/login

Fdemo OBl BIK #1755 orgl-admin, %M. 123456

Rl PSR el = veCiossEETE £ 2 |orgl-admin

X s 00— (] n REEHER O RIsF
EEExE 0—0) BRENES
gEIRE - =i BOREE
2% 24
payment.bcos_gm GM_BC0S2.0 6
payment.bcos BCOS2.0 6
&R = BERF
2EER = FHEFESER
4. . FANEES
T  HTLC
EREGISE HEEEEEE
BIERESRR: Linux isisicz s v1.0.0
RAEEEIE: amdé4 B A BCOS2.0,GM_BCOS2.0 Fabric1 4
BT 4.19.84-microsoft-standard RPCENEE: 0.0.0.0:8250
JVMEEFR: OpenJDK 64-Bit Server VM PPEAEE: 0.0.0.0:25500
VMRS Oracle Corporation BERKS: org1-admin
= 11.0.2+9
BEFEMGS: SUN
BEFEEES: 1.0
EEE = secp256K1
EEFEHERER SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests:

SecureRandom: X 509 certificates; PKCS12, JKS & DKS keystores:
PKIX CertPathValidator; PKIX CertPathBuilder; LDAR, Collection
CentStores. JavaPolicy Policy; JavaloginConfig Configuration)

EHEPESWINE, AEBERIEAMEKERERS .
o GERAEM

N Sak-¢: !
. BHEHE
. RIRET
o XoHEH
o HEEH

o W B B, 15 & Srouterf) = BL & (W : ~/demo/routers-payment/127.0.0.1-8250-
25500/conf/wecross.toml) , ¥f [rpc] F5% N Y address BT TFip (41: 0.0.0.0) - R7F
J&, E/grouterBlA] -

4.4.4 753 Dem
NI AL TETER, AR AR Demolf 2 -

cd ~/wecross—demo/
bash clear.sh

mysqgl -u <your—username> -p # ‘oAU, {HHdb

(continues on next page)
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mysqgl> drop database wecross_account_manager;
mysqgl> exit;

ZEit, RER, REFETR! ATHEATHHMETIRA T EELST .
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CHAPTER B

FohHM

AIENMBUTF TN, —PHHER— 5 DemorH R HE5HE ML .

____________________________________________________________________________

[ ! .
! zone: payment E ' 1
T T : T e T U @ oreladmin |
(I i ! : : i a Orgl admin :
| : i o | @m Keyo0 :
P | : = I @ Keyl |
. FISCO BCOS 1 ! Hyperledger Fabric P i @™ Key2 ,
(TTTTTTTTTTr t““““““. (TTTTTTTTTT 1““““““‘. S t“““““,
i router-8250 E<—>: router-8251 i4—>: account manager
: console

___________________________

5.1 P E

INEEFE S SE RS BE s R
o Ik RS (account manager) : NESHE RTHALIK &
o BEEREEH (router) : SIXIREETYY miNTHE, JEBULEE, JERESHE X, MTEEERIEL
o BHEEHIE (console) : EIHFIL 7T 5 IR EL Ui
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router-8250

router-8251

rpc: 8250 .

rpc: 8251
p2p: 25501

[m]
o
=
17y ]
-3
M

PAELI~ /wecross/ HE N AHIHIT . ZHDemoARIEH, 15 5LIEH Demol 5 -

mkdir -p ~/wecross/ && cd ~/wecross/

5.1.1 &2 WeCross Router

NEWeCross, FHWeCross I T EANESHEME, HEohEHERH -

F#;WeCross

WeCross & & T AMBSHER A TR, BT I an &t T T (RE A R E0750, ATARYE M4 ERs
WREAER T T E) . P M EELEH FweCross/H .

bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_wecross.sh)

A P I P

KGR D ERERH - HAEAE — Mipfilell B XM, ¥REMEMNH N BHEBEEER
(ip:rpc_port:p2p_port) HITHME, REZISCHEF -

E. IEHLREI8250, 8251, 25500, 2550188 VR E M GH -

cd ~/wecross
vim ipfile

# FESHFHREALUT A
127.0.0.1:8250:25500
127.0.0.1:8251:25501

ERlFiptile X E, FRAMBIZAbuild_wecross.shA iR B HE 1 H -

# —f FoRLPISUHE A

bash ./WeCross/build_wecross.sh -n payment -o routers-payment —-f ipfile

# R TE R

[INFO] Create routers-payment/127.0.0.1-8250-25500 successfully

[INFO] Create routers—-payment/127.0.0.1-8251-25501 successfully

[INFO] All completed. WeCross routers are generated in: routers-payment/
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TEA:
« -n TREBEHE D XIRRATT (zone id), FEHES X3E 1T zone id#EAT X 7>, AT LARE 9L 254 9K -
« o TRERIHA S, FHEZEZ N ER— R -

o f Y8BT BRI WeCross 5 5E 1 %1%, AlFEipHitt, rpc¥in D, p2piiH, AHE Frouter 258
R ERACE -

TErouters-payment H 5% N AL T N ESHERS H -

tree routers-payment/ -L 1
routers—-payment/

127.0.0.1-8251-25501
127.0.0.1-8252-25502

cert

ERE R EHRNAW T, l127.0.0.1-8250-25500 51 «

# BRI ibMpagesH3, % HREBITE KA jartd
tree routers-payment/127.0.0.1-8250-25500/
routers-payment/127.0.0.1-8250-25500/
— add_chain.sh # X HUBERR & SR A A
— apps

L— WeCross.jar # WeCrossHH jarfl
—— build_wecross.sh

— conf # BCE S H=

— accounts # MePiLE Hx

— application.properties

— chains # REPBERCE H3x, ERANFEPEE, EEF T HTRE

— log4j2.xml

— ca.crt # HRUEF

— ssl.crt # BEREIEBIEP

— ssl.key # FEHERS HFAEH

— node.nodeid # B Hnodeid

— wecross.toml # WeCross Router?ﬁﬂ%iﬁ:
— create_cert.sh # R AR A

—— download_wecross.sh

— pages # WIS S TR S
— plugin # JEIEER, AR RAEE R

bcos-stub-gm. jar
bcos-stub. jar

fabric-stub. jar

— start.sh # JABhEHAR
— stop.sh # =R
ERE K P RSS

TR (BT R R A R AR B

bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—resources/download_account_manager.sh)

P& IES

cd ~/wecross/WeCross—Account-Manager/
cp ~/wecross/routers—-payment/cert/sdk/* conf/

A AL
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bash create_rsa_keypair.sh -d conf/

A&

cp conf/application-sample.toml conf/application.toml
vim conf/application.toml

RECENAWT

o admin: FpEadminlk/, BLALRTERIA, routerH Fadminllk P 7R S5 BLALKT R, FHTEFKIK RS

« db: FCE H CHIEIEEK S EY

[service]
address = '0.0.0.0"
port = 8340
sslKey = 'classpath:ssl.key'
sslCert = 'classpath:ssl.crt'
caCert = 'classpath:ca.crt'

sslOn = true

[admin]
# adminlkFECE, H—IKEINE Adb, ZEIEARSIRIETER
name = 'orgl-admin' # adminllk/4
password = '123456" 2

[auth]
# for issuring token
'orgl'
expires = 18000 # 5 h
noActiveExpires = 600 # 10 min

name =

[db]
# for connect database

url = 'Jdbc:mysgl://localhost:3306/wecross_account_manager'
username = 'root' # MIEEIEENKS
password = '123456' # PLBEHEIRERGN, N2 EY

[ext]

# for image auth code, allow image auth token empty
allowImageAuthCodeEmpty = true

[R5

bash start.sh

JE Bh B BE B

# JABI router-8250
cd ~/wecross/routers-payment/127.0.0.1-8250-25500/
bash start.sh # fF1L: bash stop.sh

# JAB) router-8251
cd ~/wecross/routers-payment/127.0.0.1-8251-25501/
bash start.sh # {F1F: bash stop.sh

By, BT

WeCross booting up
WeCross start successfully

MEEHRW, ¥Es250, 25500 &G GH -

42
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netstat -napl | grep 8250
netstat —-napl | grep 25500
netstat -napl | grep 8251
netstat -napl | grep 25501

5.2 BAXHEE

SER T WeCrossHUERE , INfILE T —SBELHX B H, HERH IR —E R -
o BEABCOSHE: S router-8250 FHEAN, 1EAIZRE

« ¥ AFabrich® : 7 B # ¥ Hrouter-s2s1b B A 3 4 #H &
O e ' emmTTTTTTTTT RN
! zone: payment i . A
: I’ __________________________ 1 gCTTTTTTTTT T 1 E : ———————— :
P i ! ! i & orgl-admin |
o I i i i ! @ KeyO i
B | : . 'l I @ Keyl i
: :\ FISCO BCOS : :\ Hyperledger Fabric ! i .\\ @™ Key2 ;
[ Ii_"""""? [ 11_""""'_7 S t _________ i
E router-8250 }4—»: router-8251 i<—h' account manager |
console
SERCIRSRBERE NS, R BN IS BE I F 0 3 O A S B TR
# HweCrossHEHEMHARIFIL, TFELEIL
bash stop.sh
# HEIED)
bash start.sh
REHE, ARSI CIMEREERIE, ctrl + ciBH-
tail -f logs/info.log |grep "active resources"
2020-12-05 21:07:30.925 [Thread-3] INFO WeCrossHost () - Current active resources:
—payment .bcos.WeCrossProxy (local), payment.bcos.WeCrossHub (local)
2020-12-05 21:07:40.940 [Thread-3] INFO WeCrossHost () - Current active resources:
—payment .bcos.WeCrossProxy (local), payment.bcos.WeCrossHub (local)
2020-12-05 21:07:50.956 [Thread-3] INFO WeCrossHost () - Current active resources:
)

—payment .bcos.WeCrossProxy (local), payment.bcos.WeCrossHub (local)

5.3 TRZWeCrossiz#l &

WeCrosstfit 751 &, AP ET BT A FER - LEE I Abuild_console. shiE&EHEHIE -
T WeCrosst=#l &

PATW R fr 23T R g GREE=F N ET 0, ATIRIE NSRS SR T N E) . TEERE
E%Eﬁai—FE&WeCross—Console Eio
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cd ~/wecross/
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
—sresources/download_console.sh)

Ao B H &

cd ~/wecross/WeCross-Console

# PEUE router TR TLSUES , WK routers-payment /cert /sdk B3R N1

cp ~/wecross/routers-payment/cert/sdk/+ conf/ # %: ca.crt- node.nodeid~ ssl.
—Ccrt~ ssl.key

# PEUECEICM:, HECEBERERHRPCIRS I LU O - MALRABOARLE, BOAERER AR 82500 -

cp conf/application-sample.toml conf/application.toml

HE:

o ETEEWeCross FITPHIY 1 AR HBRIABLE, 7 B 175 {WeCross-Console/conf/application.toml, ¥
PUEEGEI=T -

JEBhE S &

bash start.sh

JEEIRIIE I N E R, Eidhe lpFl BHEHI G #H )

Welcome to WeCross console(v1.0.0)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

AT fE

# IEHEREA, AR HAER

[WeCross]> quit

jl\
4&1
iﬂ
o
=
o
(e

LG S S ORI G a4 o

5.4 Bl E Bk

WeCross & MR OBEIK P tET TIDE,, Si— FHESHENK P T 2 - FEWeCross ™, JH /7 LABSBENK 7 &
;J_ﬁ}“‘ﬁﬂi FERIERIPBIR - ZAERERTUMEE L5, /\W%TE§&LKF$ NG EINE DRl S
Afay

HINBCOSHEMk -
o HERCAFNER
FEEH] & B H A RLFISCO BCOSHIMK P AFRANEH, MR INEEN P O &

cd ~/wecross/WeCross-Console/conf/accounts/
bash get_account.sh # FtaccountsH 3

ARSI, B A (address) | EICSR, T ESHAINEENK

[INFO] Account Address : 0x129£336960ae6632ac3de903619720dde916d922

- FEhEHIE

cd ~/wecross/WeCross—-Console/
bash start.sh
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HOBLW B 8 IK P % K. orgl-admin, % 9 . 123456-  ( Bk A Ik /7 7EWeCross-Account-
Manager/conf/application.tomlI il & )

[WeCross]> login orgl-admin 123456
Result: succ

€SS

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

o ININEERKF

?‘U%’lEﬁ’éﬁ)ﬁéE‘JE%‘%NKF%JJHFH?E?E%E’J%NKF, HHINT (BURAERBKFIEE AR, FZAE
(EZREYN

# 3. addChainAccount BC0S2.0 FANFHNE AFHNE WKL (address) =R E N KZ L5 BRI
HElK

[WeCross.orgl—-admin]> addChainAccount BCOS2.0 conf/accounts/accounts/
—»0x4e89af80184147fcddc391c64ad673512236af67.public.pem conf/accounts/accounts/
—0x4e89af80184147fcddc391c64ad673512236af67.pem,
—0x4e89af80184147fcddc391c64ad673512236af67 true

apnpzh, BHEHS

[WeCross.orgl-admin]> quit

IS INFabricHElK &~
o BEILAFAEH
FrtabricHE R AFAEAEE NI EIEH & Hx, RaSIngE = Mok

cp -r ~/wecross/fabric/certs/accounts/x ~/wecross/WeCross—Console/conf/accounts/

- BEEEHG

cd ~/wecross/WeCross—Console/
bash start.sh

FOBL N B BB BE Ik & B SR orgl-admin, 2 BS : 123456. ( EX A K P #EWeCross-Account-
Manager/conf/application.tomlFil & )

[WeCross]> login orgl-admin 123456
Result:

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

o ININEEKF
0 FTE SR B BENK S I T & 58 5 BOBER P

2

# 2%0: addChainAccount Fabricl.4 FNAMLE AHAE MSPID 2B ENK 5 EINEEK -

W

# NI fabric_admin_orgl
[WeCross.orgl—-admin]> addChainAccount Fabricl.4 conf/accounts/fabric_admin_orgl/
—account.crt conf/accounts/fabric_admin_orgl/account.key OrglMSP true

(continues on next page)
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# Ui fabric_admin_org2
[WeCross.orgl-admin]> addChainAccount Fabricl.4 conf/accounts/fabric_admin_org2/
—account.crt conf/accounts/fabric_admin_org2/account.key Org2MSP true

BE K
BE A ROEREKS TREREIKS, isDefault NtrueFm AL HHIEINKF

[WeCross.orgl—-admin]> listAccount
Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID : 0
type : BCOS2.0
address : 0x4e89af80184147fcddc391c64ad673512236af67

isDefault: true
Fabricl.4 Account:
keyID H

type : Fabricl.4
MembershipID : Org2MSP
isDefault: true
Fabricl.4 Account:
keyID : 1

type : Fabricl.4
MembershipID : OrglMSP
isDefault: false

BIERT), BHEHEG

’[WeCross.orglfadmin]> quit

5.5 HRE B5HE BT IR

WeCross X 15 H 118 15 WeCross-ConsoleZh 2 B HE B R -

’cd ~/wecross/WeCross—Console/

5.5.1 #E BCOS E&E ¥R

WeCross S #FifE1 WeCross-Console [A1$5 7€ () BCOSHE FERE G2 - BB DIRAT -
AL & &R

+ LlHelloWorld & #5151

» WeCross-Console A #FIHR: conf/contracts/solidity/
H3 T 2 HHelloWorld 5231, HHHEHLE ALY, ARSI I EHFALE -
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tree conf/contracts/solidity/
conf/contracts/solidity/
L— HelloWorld.sol

BEEhiEd 5

cd ~/wecross/WeCross—-Console/
bash start.sh

WEEN
}EﬁbcosDeploy i I THRE -
ZH0. ipath, RIBHX, 640%, KE—TMRES

#BEXx
[WeCross]> login orgl-admin 123456

# HhE

[WeCross.orgl—-admin]> bcosDeploy payment.bcos.HelloWorld contracts/solidity/
—~HelloWorld.sol HelloWorld 1.0

Result: 0x953c8f97f9ea5930e6ca8db5eabbd9dfdcbl4d2ebc

FlistResourcesA]|EHILHIR (payment.bcos.HelloWorld) EHbE

[WeCross.orgl-admin]> listResources

path: payment.bcos.HelloWorld, type: BCO0S2.0, distance: 0
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: 0
path: payment.fabric.WeCrossHub, type: Fabricl.4, distance: 1
total: 3

5.5.2 ¥ Fabric B%5 %IE

WeCross 311k WeCross-Console []#5 i€ [*Fabrich#_F#R%& chaincode -

Bt & chaincode Ui (FRFEsacc i)
* WeCross-ConsolefJchaincodefF il H3X: conf/contracts/chaincode/
o saccfUIE A H3¥: conf/contracts/chaincode/sacc (HFE%saccHchaincodef4% )
s sacc H FXH & chaincodeftfid: sacc.go (RAGZER)

WeCross-Console ! EBRINFFII [ sace, HRLEHAIT -

conf/contracts/chaincode/sacc

|: policy.yaml
sacc.go

#BZ chaincode
FANFEBIOrg 5 A% (install) #H[F] Hchaincode
# EBFEET, BEWNEEIKF, AEfFabricl. 4MEIAK 2 org2mMsph]

[WeCross.orgl-admin]> llstAccount
Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualD : 3059301306...
chainAccounts: [

BCOS2.0 Account:

keyID : 0

type : BCOS2.0

(continues on next page)
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address : 0x4e89af80184147fcddc391c64ad673512236af67
isDefault: true
Fabricl.4 Account:
keyID H

type : Fabricl.4
MembershipID : Org2MSP
isDefault: true
Fabricl.4 Account:
keyID : 1

type : Fabricl.4
MembershipID : OrglMSP
isDefault: false

# fEMorgli#f Tinstallfi, W& Fabricl. sfEIANKF Norgimsp, S5 setDefaultAccount,
—Fabricl.4 keyID
[WeCross.orgl—-admin]> setDefaultAccount Fabricl.4 1

# thorglf¥isace, B3 path org BEWGNE RAS HEHES

[WeCross.orgl—-admin]> fabricInstall payment.fabric.sacc Orgl contracts/chaincode/
—sacc 1.0 GO_LANG

path: classpath:contracts/chaincode/sacc

Result: Success

# FEWorg2itiTinstallfl, WHFabricl. 4ME0AK P Norgomsp, 3. setDefaultAccount,,
—Fabricl.4 keyID

[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 2

# thorg2%sace, BE: path org HEWGNE AT HEEES

[WeCross.orgl-admin]> fabricInstall payment.fabric.sacc Org2 contracts/chaincode/
—sacc 1.0 GO_LANG

path: classpath:contracts/chaincode/sacc

Result: Success

SEHIML, (instantiate) F8%Echaincode

ZHL: ipath, XTRF)JL1Org, chaincodeftUid THEHX, FfEERIMZA, chaincodeitd, B
RS (WL BN | VIR SEL

[WeCross.orgl-admin]> fabricInstantiate payment.fabric.sacc ["Orgl","Org2"]
—scontracts/chaincode/sacc 1.0 GO_LANG default ["a","10"] # fabricInstantiate EREIN
INOrg1MSPEOrg2MSPIEENK T #L AT, Bt RIorg2Msp

Result: Instantiating... Please wait and use 'listResources' to check. See router
—'s log for more information.

instantiateV§ K5, FEFIDAL - FHlistResourcesBE T MITN - Hinstantiate KT, A E1HF]
%ﬁpayment .fabric.sacco

[WeCross.orgl-admin]> listResources

path: payment.bcos.HelloWorld, type: BCOS2.0, distance: 0
path: payment.fabric.WeCrossHub, type: Fabricl.4, distance: 1
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: 0
path: payment.fabric.sacc, type: Fabricl.4, distance: 1
total: 4

[WeCross.orgl-admin]> quit # BEHEH G
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5.6 HRIEESHEEHIR

%

BRGNP B BE K P OB R . orgl-admin, Y : 123456. (2K i K P ZEWeCross-Account-
Manager/conf/application.toml ¢ &)

[WeCross]> login orgl-admin 123456
Result: s ;

Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualb : 3059301306...
BE B

F1istResourcesfi ¥ B E WeCrossEHE M 45 T E B - I EEIHZ 1 5HE:
* payment .bcos.HelloWorld
- %R FFISCO BCOSHE L fHelloWorld.sol 5%
* payment.fabric.sacc
— XN FFabrick I Hsacc.go B4
* payment .xxxx.WeCrossHub

- BN Hb S, AT LA ERBERERN - 72% (5255)

[WeCross.orgl-admin]> listResources

path: payment.bcos.HelloWorld, type: BCOS2.0, distance: 0
path: payment.fabric.WeCrossHub, type: Fabricl.4, distance: 1
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: 0
path: payment.fabric.sacc, type: Fabricl.4, distance: 1

total: 4
BEKF
F1listAccount i@ EE 4 IR T -+ O SR E K -
chainAccounts: [
BCOS2.0 Account:
keyID : 0
type : BCOS2.0
address : 0xe011a210f24f1078a423458cb53eed49fc5feb342

isDefault: true
Fabricl.4 Account:
keyID H

type : Fabricl.4
MembershipID : Org2MSP
isDefault: true
Fabricl.4 Account:
keyID : 1

type : Fabricl.4
MembershipID : OrglMSP
isDefault: false

BAEBUR: payment.bcos.HelloWorld
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- f14: call path ¥EHA% [ZEIIE)
- ) call payment .bcos.HelloWorld get

# VM Hellowor1dE N Hgetiz O
[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Hello, World!]

- fii®: sendTransaction path ¥ M4 [ZHJFIFE]

- /~jl: sendTransaction payment .bcos.HelloWeCross set Tom

# WHHelloweCross B NH ) setiE

[WeCross.orgl-admin]> sendTransaction payment.bcos.HelloWorld set Tom
Txhash : 0xd9cefb8c3ba28084583ba340e1d73a37574e1661926c311672901ec029£59828
BlockNum: 6

Result : [] // BTomBsetift:

[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Tom] // FiKget, TomiDset

BAERTR: payment.fabric.sace
FEBE IR B A FEE E IR — g, UL BRIER & B R —20 .
o BLHTIR

# HHmyccBNHFHiqueryi 0
[WeCross.orgl-admin]> call payment.fabric.sacc get a
Result: [10] // ¥likget, affEHN10

- HHIR

# MHAsaccBIF ) setiEO

[WeCross.orgl-admin]> sendTransaction payment.fabric.sacc set a 666

Txhash : aa3a7cd62d4b4c56b486f11fae2d903b7£f07c2a3fal315ee2b44d5£5c43f5a8dc
BlockNum: 8
Result : [666]

[WeCross.orgl-admin]> call payment.fabric.sacc get a
Result: [666] // FRget, afIHZM 666

# R wecrosstEiil &
[WeCross.orgl-admin]> quit # FHEFREIERIG, cd®WeCross-Console, HTstart.shRIT]

5.7 iMITEHES

WEEEe Al router—8250 MM TIEH &

’ http://localhost:8250/s/index.html#/login

Fdemo O AL EMK #1755 orgl-admin, #ig: 123456
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= WeCrossEHFE =i WeCrossEEFS £ 2 | org1-admin

EihaE i fizi::] Xth5EEE O RIER
B O— BREAES oo
ERE B3 RIRFEE
2= 24
payment fabric Fabric1.4 7
payment.bcos BCOS2.0 5
=R = RERE
=iz = =FEskal
4. » ENRSE
1 « HTLC
TIESEE AleEEmEE
EEESEER: Linux ErtRaER 1.0.0
BIEESE: amde4 EonsEaaiEE:: BCOS2.0,GM_BCOS2 0,Fabrici 4
EEREsES: 4.19 84-microsoft-standard RPCENEE: 0.0.0.0:8250
JVMERR: OpenJDK 64-Bit Server Vi P2PENELE: 0.0.0.0:25500
JYMERES: Qracle Corporation EESKS: org1-admin
JVMAEE: 11.02+9
ERFESE: SUN
ERFEREE 1.0
EESMEEESE: secp256k1
EEFEHTEES SUN (DSA key/parameter generation; DSA signing; SHA-

1, MD5 digests; SecureRandom; X.509 certificates;
PKCS12, JKS & DKS keystores; PKIX CertPathValidator:
PKIX CertPathBuilder; LDAP, Collection CeriStores,
JavaPolicy Policy; JavaLoginConfig Configuration)

FHEHESWTANZ, s M RIERS -
o BTN
s FEET
N Sak-¢: !
. BEHEH
. FIRET
o XoHEH
o HEEH

Ep] ﬁﬁ

T E o F2 15 m . 8 FErouterfconf/wecross.toml® & M[rpc]¥r % T HJaddress T
frip (ﬂﬂ 0.0.0.0) - fRfEfE. E/FrouterfI ] .

RE, REZTEA T B 1WeCross 4 FIARLE - MIE LTS IR 2% WeCrossH T KEHY T fifE . BETOR,
/RA] J\%TWeCross Java SDKH X B L EEHEN H, Bids— E’J?% 10 & AR EE _E A BT R THRAE -
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PSHREEN

6.1 #: AFISCO BCOS 2.0

WeCross-BCOS2-Stub{E A WeCross {4, 1L B HE M B B 45 AFISCO-BCOS 2.00988 7] - ARETTR /44
W E=FBCOSTE £ AFISCO BCOSEE, N AHE:

. R
« TR
- B
- WBRILAL)

HE:
* FISCO-BCOSIRATHFE >=v2.6.0
o BHILRTEH WeCrosstE i, 155% M E 1
o DUNERER) HREEMET A2 TR FEE AT WeCross IR IEN 44

6.1.1 FEEXHEE

R CAA{EFISCO BCOSHE, NHRIEEHEE, Al AR TINE -
FISCO BCOS'E /7 #&Ht T —HEHERIBAE, 1 I FAFZHFISCO BCOSHK 23 B (145
AR T -

o JHIZAFEEE

# QUEERIER X

mkdir -p ~/wecross/bcos && cd ~/wecross/bcos

# T#build chain.shiA
curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.7.1/build_
—chain.sh && chmod u+x build_chain.sh

(continues on next page)
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# TEEEARE 47T B RE

# {Efisco FETHUT NHEMIES, Eal—FBHE 41 S rIscost - BANLERA030300~30303, 20200~
20203, 8545~8548¥%kIIHE W SH -

# WAHITH IS MM ALL completed. WIHRHATHEE, B Enodes/build. log 3UHFHFEERIER -
bash build_chain.sh -1 "127.0.0.1:4" —p 30300,20200, 8545

s BRITET A

bash nodes/127.0.0.1/start_all.sh

EE RIS R NN AW - 5N 3E # Fnetstat —an | grep tcpfh & ¥l 2
f130300~30303, 20200~20203, 8545~8548% EE# HH -

try to start node0l
try to start nodel
try to start node2
try to start node3
nodel start successfully
node2 start successfully
node0 start successfully
node3 start successfully

6.1.2 LM

ET U B R IE B I WeCross, CIEMURIFRIZEE, M TEHEMANplugin 3, AT AT A%

plugin/

| -— bcos2-stub-gm-xxxx.jar # =
| -— bcos2-stub-xxxx.Jjar # AEE
L-- fabricl-stub-xxxx.jar

MPIERIATE R, FTLLETHE, BHtplugin B3 TR

TEGE

git clone https://github.com/WeBankBlockchain/WeCross-BCOS2-Stub.git

cd WeCross-BCOS2-StubWeBankBlockchain

bash gradlew assemble # £ dist/apps/ PN bcos2-stub-XxXxxx.jar M bcos2-stub-gm—
S XXXX.jar

WeCross-BCOS2-StubZ i 4 5w i -
o [E 2T 1
o dEE L

dist/apps
bcos2-stub-gm-xxxx.jar # EERE
bcos2-stub—-xxxx.jar # AEEZ I
P 2%

FERSBER FHAYE A 5% N O plugin B 5%, IRJ5 R 175 DLENZ H 3R SE s -

cp dist/apps/* ~/wecross/routers-payment/127.0.0.1-8250-25500/plugin/

E: AERRATEE TR OERNES, SR, 28R EERK -
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6.1.3 BLE M
AR AL E AR
HEANBHEE BT HE, Fadd_chain.shil At cont B3 NAEMBCOSHE L EHEZE -

cd ~/wecross/routers-payment/127.0.0.1-8250-25500

# -t BERA, -n fREHART, "IRIE-nEEMLHIEA
bash add_chain.sh -t BC0S2.0 —-n bcos

PATAT), BT - WRPUTHEE, BEERETHRR .

Chain "bcos" config framework has been generated to "conf/chains/bcos"

AR H SREEF AT

tree conf/chains/bcos/
conf/chains/bcos/
— WeCrossHub
L— WeCrossHub.sol # MEEAEY
— WeCrossProxy # ALY
L WeCrossProxy.sol
l— admin # stubWEBNEMKF, BRERIE G LA S LMK~
|: xxxxx_secp256kl.key
account.toml

L— stub.toml # fEARECE S

SERACE

P8 IR

F T RENSIEFEBCOSEERI T &, T EFE DU SSDKAYIES , WEPHA T S Hnodes/127.0.0.1/sdk/
H¥-

# U H SR DLSE PR v
cp xxxxxx/nodes/127.0.0.1/sdk/* ~/wecross/routers-payment/127.0.0.1-8250-25500/
—conf/chains/bcos/

G AL E UM
AL E S stub . toml FLE W ELHE:
s BEERRER
« FESDKIEZE R, SHIHITCH
RYELFRE SR [chain] ~ [channelService] &N ELEI

[common] # EHILE
name = 'bcos' # stubBi&E&R, B [stubNmae] = bcos
type = 'BCOS2.0' # stubRB, “GM _BCos2.0 ®F BC0S2.0°, ‘GM_BCOS2.0 EHEE

. Bcos2.0 IEEBEEM

[chain] # FISCO-BCOS HERIE

groupld = 1 # S FISCcO-BCOoSEEH id, BRIAAI

chainId = 1 # EEEFIsco-BcosHEid, BN
[channelService] # F15CcO-BCOS BL'E, LA FNXE{EBCOSHERInodes/127.0.0.1/sdk B N
Il

caCert = 'ca.crt' # IR

sslCert = 'sdk.crt' # sdkiEP

(continues on next page)

6.1. # AFISCO BCOS 2.0 55




WeCross Documentation, & #i v1.0.0

(LT
sslKey = 'sdk.key' # sdkFhEA
timeout = 5000 # SDKIE KA [a]
connectionsStr = ['127.0.0.1:20200"] # TEH R

# [[resources]] WIFHIFE, BLEHECHMKIR

# [[resources]]

#name = 'htlc' # BRAW

#type = 'BCOS_CONTRACT' # WIFFEAE BCOS_CONTRACT

#contractAddress = '0x7540601cce8b0802980f9ebf7acee22bbdd73c22' # ¥kt
#[sealers] # FEIRUE, AECANGEIE

#pubKey = [] # BUEE NS

6.1.4 WWERZEH

BFPSwbTEEEM M ARGIEY, DHIRNHESNMFEGY), REGANTEHESZ LS SR
VM, HEEYHTIER ARG R . EEHER I E H R BUT U T i

JEE

# HRENEEEY
java -cp 'conf/:1ib/x:plugin/+' com.webank.wecross.stub.bcos.normal.preparation.
—ProxyContractDeployment deploy chains/bcos

# EENEEY)
java -cp 'conf/:1lib/+:plugin/+' com.webank.wecross.stub.bcos.normal.preparation.
—HubContractDeployment deploy chains/bcos

# BRI ARG ANNTER, EEEicont/chains/becos FHIRR AL KGRk &
—deploy BN upgrade, HUTIEJZEEHEEH

BT, NS . HRWATEERREEMERH -

SUCCESS: WeCrossProxy:xxxxxxxx has been deployed! chain: chains/bcos
SUCCESS: WeCrossHub:xxxxxxxx has been deployed! chain: chains/bcos

# HERIEEN
java —cp 'conf/:lib/*:plugin/+' com.webank.wecross.stub.bcos.guomi.preparation.
—ProxyContractDeployment deploy chains/bcos

# WETESN
java -cp 'conf/:1lib/+:plugin/*' com.webank.wecross.stub.bcos.guomi.preparation.
—HubContractDeployment deploy chains/bcos

EEERER AR ANNITR, BB conf/chains/bcos FRIRG ARG, REH LiRimLH,
Hdeploy B upgrade, HUTH E R BB 5

PR, MR A - HRMATEERRE MR H & -

SUCCESS: WeCrossProxy:xxxxxxxx has been deployed! chain: chains/bcos
SUCCESS: WeCrossHub:xxxxxxxx has been deployed! chain: chains/bcos
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6.2 #: AHyperledger Fabric 1.4

WeCross-Fabric1-Stub{E -} WeCrossfffi {4, 1k 4% % FH B & AHyperledger Fabric 1418877 - ARETTH
S4B UNAI 2 T Fabrictdi {32 AHyperledger Fabrict, N2 ELHE:

o ERXEREE

.« LI
BCE N ENK
AL E

< ERGEY

B

o HHI S FFHFabricBERAS 1.4
o FILRTEM WeCrosstE &, 1B5% W B4
o LUNHURER H REMET T E 157 A WeCrossEM R IEN 24

6.2.1 FEEXHEE

W B FfEFabricht, NRREEPHE, TTELEARTINE .
jj 77 ffFabrictE i$5 %, WeCross Demof) L | FabricHE 5 i IIA . & N EEE

o

. ANEFERH NS

mkdir -p ~/wecross/fabric && cd ~/wecross/fabric

# TtiﬁDemofﬂ, PENLE AP Fabric demoBEifts
bash <(curl -sL https://github.com/WeBankBlockchain/WeCross/releases/download/
<~ resources/download_demo.sh)
cp wecross-demo/fabric/* ./

# e

bash build.sh # #HEE,

HIT bash clear.sh JGEH bash build.sh

PR, BB FabriclE & M ASHE TR -

docker ps

B BB B HPIRE:

CONTAINER ID
—CREATED
11c7358b5£59
—minutes ago
63bb98el6c20
—minutes ago
—example.com
823f2c4034b7
—minutes ago
—example.com
1468956a60c6
—minutes ago
—example.com
1b3£f50ed07ad
—minutes ago
—com

IMAGE
STATUS

hyperledger/fabric—

Up 2 minutes

hyperledger/fabric-

Up 2 minutes

hyperledger/fabric-

Up 2 minutes

hyperledger/fabric-

Up 2 minutes

hyperledger/fabric-

Up 2 minutes

COMMAND
PORTS
tools:latest "/bin/bash"
peer:latest "peer node
0.0.0.0:10051->10051/tcp
peer:latest "peer node
0.0.0.0:8051->8051/tcp
peer:latest "peer node
0.0.0.0:9051->9051/tcp

orderer:latest "orderer"
0.0.0.0:7050->7050/tcp

[

NAMES
2.,
cli
start" 2.,
peerl.org2.
start” 2.,
peerl.orgl.
start” 2.,
peer0.org2.
2

orderer.example.

(continues on next page)
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(2]
18747185608f hyperledger/fabric-peer:latest "peer node start" 2.,
—minutes ago Up 2 minutes 0.0.0.0:7051->7051/tcp peerO.orgl.
—example.com
P
6.2.2 LA
T E TR E R WeCross, CIEAdlFRIZEE, UTEERHMplugin B3, AIBMIATANE .

plugin/

| -— bcos2-stub-gm-xxxx.jar

| -— bcos2-stub-xxxx.jar

L fabricl-stub—-xxxx.jar # Fabricl@tf

HPIERRER, ATLLBfTHRE, B¥fplugin B3R FAUEM

R R

git clone https://github.com/WeBankBlockchain/WeCross-Fabricl-Stub.git
cd WeCross-Fabricl-Stub
bash gradlew assemble # fE dist/apps/ NAEM fabricl-stub-XXXXX.jar

B2

FEBSBER FH Y E B 5% N Ol plugin B 5%, IRJ5 R P8 DUENZ B3R SE s -

’cp dist/apps/* ~/wecross/routers—-payment/127.0.0.1-8251-25501/plugin/

E: HBRERETEER A IERNES, SR, 2SRERERERIRK .-

6.2.3 FLENEMKS

TEEHE M H P HECE T S5FabricBE A T X BN EKF - WEIKAFIEZ
o adminlk 7: DL, —PadminlkF, T H ALt FabrickE
o Hlitadminfcf . LA, %1 Fabricf)OrgiLE—adminlk 7, HTE®MOrg LHE RGI G

A ik P B B AEZR

# DRI RS RS R B 3R
cd ~/wecross/routers—payment/127.0.0.1-8251-25501/

# FHBIASE RS Fabri P ELE: KPR (Fabricl.4) , KP4 (fabric_admin)

# BEAFabrich, FEEE—1TadminllkF

bash add_account.sh -t Fabricl.4 -n fabric_admin

# NFabricBERIE T orgfBilE — ~adminlk P, WHEM Norg (orgiflorg2) , S HIEH KM

# ftorgifadmin
bash add_account.sh -t Fabricl.4 -n fabric_admin_orgl

# fitorg2Madmin
bash add_account.sh -t Fabricl.4 -n fabric_admin_org2
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SEAKEL B

Bk BCE

ARBEFIIKFECE, BAInspid HOrgIMSP, FROrg2flk - Hmspi dBLE N Org2MSPHY - thah HFE
2 fabric_admin_org2Jtk /1 AR E

vim conf/accounts/fabric_admin_org2/account.toml

# BMmspid, ¥ r'orgimsp' BMN 'org2Msp’

¥ ULUE 5 34
FabricBEAUIE A, Terypto-configB R, 1S LT i & HARTE SEFR1E L 58 AU S IE 5 O#5 TL -

# (B F LT B RS A H 3

# BCE fabric_admin

cp xxxxxx/crypto-config/peerOrganizations/orgl.example.com/users/AdminQ@orgl.
—example.com/msp/keystore/*_sk conf/accounts/fabric_admin/account.key

# PEULES

cp xxxxxx/crypto-config/peerOrganizations/orgl.example.com/users/AdminQ@orgl.
—example.com/msp/signcerts/Admin@orgl.example.com-cert.pem conf/accounts/fabric_
—admin/account.crt

# W E fabric_admin_orgl

# ¥5 ULRLNER

cp xxxxxx/crypto-config/peerOrganizations/orgl.example.com/users/Admin@orgl.
—example.com/msp/keystore/*_sk conf/accounts/fabric_admin_orgl/account.key

# PEULES

cp xxxxxx/crypto-config/peerOrganizations/orgl.example.com/users/Admin@orgl.
—example.com/msp/signcerts/Admin@orgl.example.com-cert.pem conf/accounts/fabric_
—admin_orgl/account.crt

# BB fabric_admin_org2

# ¥5IFAH

cp xxxxxx/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.
—example.com/msp/keystore/*_sk conf/accounts/fabric_admin_org2/account.key

# PEILES

cp xxxxxx/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.
—example.com/msp/signcerts/Admin@org2.example.com—-cert.pem conf/accounts/fabric_
—admin_org2/account.crt

SERIERFEIUE, P HREWIT:

tree conf/accounts/
conf/accounts/

—— fabric_admin

— account.crt
—— account.key
— account.toml
—— fabric_admin_orgl
—— account.crt
—— account.key
— account.toml
-— fabric_admin_org2
— account.crt
—— account.key
— account.toml
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6.2.4 FLETHM:
A R IR B B AE SR
FANEBHEREBMTE HE, Fadd_chain.shl ARt cont B3¢ N4 AiFabricBE B BEHEZE -

cd ~/wecross/routers-payment/127.0.0.1-8251-25501

# -t BERT, -n FREHERT, TRIE-nEE AU
bash add_chain.sh -t Fabricl.4 —-n fabric

PATRED, IS o RPUTHEE, AR REITHIRR -

SUCCESS: Chain "fabric" config framework has been generated to "conf/chains/fabric"

AR H R G T

tree conf/chains/fabric/
conf/chains/fabric/

chaincode
WeCrossHub
L hub.go # WAy
WeCrossProxy
L— proxy.go # {HEY
stub.toml # TR E S
SERECE
¥ ILE+

MRIEBFRFEN Ferypto-configh %, EZSH LT & HRIELFRE BLoS A AL B 7% I -

# (B BT B B FH A 2 3R

# ¥ lordererit$

cp xxxxxx/crypto-config/ordererOrganizations/example.com/orderers/orderer.example.
—com/msp/tlscacerts/tlsca.example.com-cert.pem conf/chains/fabric/orderer-tlsca.
—crt

# £ orgliE+
cp xxxxxx/crypto-config/peerOrganizations/orgl.example.com/peers/peer0.orgl.
—example.com/tls/ca.crt conf/chains/fabric/orgl-tlsca.crt

# ¥l org2iE$
cp xxxxxx/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.
—example.com/tls/ca.crt conf/chains/fabric/org2-tlsca.crt

SRR E
B E U stub . toml BLE W ELHE:

- BLEFIFER

- L ESDKEKGR, S8#HTZE
RIESEFRE IR [fabricServices] ~ [orgs] FI&MALE N -

[common]

name 'fabric' # FREERRERAY, 5%0CE AT
ERHFREL 8, Mhipath¥ ] {zone}/{chain}/{resource}f]chain

type = 'Fabricl.4' # THAR A
[fabricServices]

(continues on next page)
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&L

channelName = 'mychannel'

orgUserName = 'fabric_admin' # f8E MW adminlkr, AT 5ordererififs

ordererTlsCaFile = 'orderer-tlsca.crt' # ordereribBZF, F&I5IEE CHHEE R TH
It

ordererAddress = 'grpcs://localhost:7050' # ordererfurl

lorgs] # WLTTHFIFE
l[orgs.Orgl] # Hlf1: orgl

tlsCaFile = 'orgl-tlsca.crt' # OrglfJiET
adminName = 'fabric_admin_orgl' # OrgJE/‘]adminWﬁ)ﬁ', ET*%%@@EE
endorsers = ['grpcs://localhost:7051'] # endorserflip:portd|F, AIELEZ

[orgs.Oorg2] # Hli2: orgz

tlsCaFile = 'org2-tlsca.crt' # Org2fJiE+
adminName = 'fabric_admin_org2' # Org2Badminlikf, & F— S EFEE
endorsers = ['grpcs://localhost:9051'] # endorserﬂ"]ip:portﬂ%, AlELE L

6.2.5 TERGEN

B SubFEEEN ARG AN, BHIRRESAMNHESL), REGNNFTEHES ULLF S
M, HEREVHTICREABEHEIER . AR EHRHT U T4

# HRENH S
java -cp 'conf/:1ib/x:plugin/+' com.webank.wecross.stub.fabric.proxy.
—ProxyChaincodeDeployment deploy chains/fabric # deploy conf NHIBERLEN &

# HEHHESY
java —-cp 'conf/:lib/*:plugin/+' com.webank.wecross.stub.fabric.hub.
—HubChaincodeDeployment deploy chains/fabric

# HIEEETEHARLAOINTR, HEEH conf/chains/fabric FINAGALIRIG, RIGH ik &1,
—deploy B upgrade, HATIH E S B HEE H

BT, NS . HRWATEERREEMERE -

SUCCESS: WeCrossProxy has been deployed to chains/fabric
SUCCESS: WeCrossHub has been deployed to chains/fabric
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CHAPTER /

PHEERSS

7.1 WM BESS

PR B 55 o A AR A A ARG W SR, PR B S5 ORI h L & B 55 AR AN I
REHBREL T AE.
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e e e e mm e e e e mm mm mm e e e e e e e mm mm mm mm e e e e e e e e mm mm mm e e e e e e e e e

: PR ERERS ‘

REETER TREER FREERS2

1
: |
! |
| i
! |
! i
! |
! |
! |
! |
1
! startTransaction :
1 L :
| i
1
: startTransaction :
1 T :
! |
1
! tx1 |
1 = :
! |
1
1 tx2 :
: > |
| i
! |
| tx3 |
: > !
! |
| i
1
1 tx4 :
: 2 !
! |
| i
| commitTransaction !
| . |

|
! |
! |
I - -
! commitTransactian |
\ P ,’
\‘- ’

e e e e mm mm e e mm e mm mm mm mm mm mm mm e m mm e mm mm mm mm mm mm mm mm mm Em  mm e mm mm mm mm mm e mm mm  mm mm mm m=

TEWeCross SR F, RIS M BT EH B SIS LI BIRAIE S w6, S5 8 HEHEN B
S2H

/Eﬁ)i'ﬁiriffﬁﬁWeCross SDK, FIRLLZ BB HME Mo F I BIES 555, DUREN &4 B IE
IR 1
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-
— -_.{:} —
) ;
y / -
‘| |J ]

ﬁiﬁ.‘:‘.‘ﬁi E;ﬂ,%mazq ﬁsﬁ'azgz

ey -@

‘m Bk - """"""" Rttt

Eﬁﬁml Eﬁﬁmz

WeCross SDK
WecCross IE§I&

711 HWEFITE

TR RE S LIBEER, £ 5EAR P BLEHE S IER AR ER A HUES . BIRESFFHMBES
HIERERIE, 25355 M BTIREE ML S B8 2 -

1E[a#E O R
PISolidity GE &I N, [JRENEE— M 5D, k.

function transfer (string memory from, string memory to, int balance) public {
// balance check...

balances[from] —-= balance;

balances([to] += balance;

}

wrlE, e R T REFLE SR EAZE, P T IER S ORI #ZH
35 W) R B

HTEXFFENR, TR —MEmED . EMEONSHE R SEAMER, REAMEN_revert]
ER, FHXE—1THTHMEESERED . YN EESTEBRE, WeCrossz H 3 il
fTSolidity &R A1 #Z -

SN

function transfer revert (string memory from, string memory to, int balance) public
—{

// balance check...

balance[from] += balance;

balance[to] —= balance;

}

ﬂuﬁﬁjg, FEARREIASEEORE O T3 3% A BT BT S R S IEME O MR, DIRE RIRIITHSS
Z B PR -

7.1.2 JFEH
HIHRFESE, Z25RFSHFR PR GLICTHBUE - 2RI ER LR BN I FESSIDA B
AETHINLT - fﬁi/\?’h{/z\%ﬁ$%*ﬂ*A?ﬂﬁy?ﬁ%E’J IR FHTEERIS S5 -

WeCross[EVRZF 5, R MIEmE OHUTHIINT, DR AR RA S RO . 256, F53H
FT—RINERMR S ELWT:
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transferl('froml', 'tol', 100)
transfer2 ('from2', 'to2', 200)
transfer3 ('from3', 'to3', 300)

[EIVRET, WeCross2 LA i FF RT3 /) 22 5 42 1 -

transfer3_revert ('from3', 'to3', 300)
transfer2_revert ('from2', 'to2', 200)
transferl_revert ('froml', 'tol', 100)

7.1.3 £/

JavaZil H 7] 8 13 8 FJava-SDKF 55 55 1 0 82 [ SE IR S 55 e, HBHE 5 p9% H vl B JSON-RPCH: 1 578
RS VE R -

WeCrossZ il & tHIR ML T EHHH R AT S, BIERFIWT:
an LN E
{# FstartTransactionfii &, FFIA MBI H S5

startTransaction [path_1] ... [path_n]

SRR

* path_1 ... path_n: Z5RSAFIREEIIR, BEFIRD TR BARFFBE, BE R RA
IS 5 R X VIR R AR SR E, IR (T S5 MR B & B

i+
FE— 145, ¥R zone.chainA.resl ~ zone.chainB.res2

W)

startTransaction zone.chainA.resl zone.chainB.res2

KBEFZH

{# FexecTransactionfii %, XEEFEH 5, execTransactionfii % 5 sendTransactionfii & 2L -
FEREIRE— B2 5 T3S, B HsendTransaction e ML IR K 1EAL 5, W/ {# FHexecTransaction

execTransaction [path] [method] [args]

SHIEHT
o path: FIREEE
» method: #14%, [FsendTransaction

PR .
o args: Z%f, [FlsendTransaction

245 EtE#E, A transferiZ 1

#EAES K zone. chainA. res1ftransfertz O
execTransaction zone.chainA.resl transfer 'fromUserName' 'toUserName' 100

#EASES K zone. chainB. res2transfertz 0
execTransaction zone.chainB.res2 transfer 'fromUserName' 'toUserName' 200

*;E FEANRSHPREAE L E, TFERIES FIFEE BIRE SN A S i Blgas 2 S BT R
ik -
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RAES
{# FcommitTransactionfif &, $20H55, HHIARSHUTIREY G5 .

# FEHIGIDE TZESH LTI, FRREHRNEATEEASE

commitTransaction

BEER G, PP EBNES PR

#T RS

startTransaction zone.chainA.resl zone.chainB.res?2

#EHES K zone. chainA. res1ftransfertf O
execTransaction zone.chainA.resl transfer 'fromUserName' 'toUserName' 100

#EHES K zone. chainB. res2ftransfertz 0
execTransaction zone.chainB.res2 transfer 'fromUserName' 'toUserName' 200

HEL RS
commitTransaction

VRS S5
HESHFE D PTIIT RN, FERBEARESZWPEZER, EHrollbackTransaction i<

# FEHIEICE TS LTI FHIERN AR EE AL

rollbackTransaction

2, EEEH G, PIT - EBRNES DR

startTransaction zone.chainA.resl zone.chainB.res2 #/TUA555

# WHES TR zone. chainA. res1ftransferf% M
execTransaction zone.chainA.resl transfer 'fromUserName' 'toUserName' 100

# WHES TR zone. chainB. res2ftransferfZ ™, BRI, MESFEENR
execTransaction zone.chainB.res2 transfer 'fromUserName' 'toUserName' 200

# [MNRESS
rollbackTransaction

7.2 WA EBIE 2

N5 75 B (A 852 (hash time lock contract, htle) HEWSSEHLMN A% Ao BE 2 [A] BF 7= (9 [ 7 2c 4, B S HE L
Jik -

AR R AR AB PR A B0 B HE R I AT LU 2% (140 WeCross »

WeCross# T Solidity AN FAGolanghit A IhtleH& R -5 2Y, T hiledE G L AT VAT & 0&E FH T AN A 5%
FE R htc N H A2 -

7R 77 LIFISCO BCOSFHHyperledger Fabrici!) 7= B 7= & 2R 61, {8 7 4 4] SEE ) 5% S 449 B 1) 1 72 L
e o

7.21 HEFTIE

BOEMR T H M, HEAR B LR R A LI AR IS LY, IR 5l IE WeCrossTEH & QI
BEFRIKIRZE, BSHERS RS RIERRIEE Ao 5E Ak s BRIk -
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ERE WeCrossFliEHlI &
o DUZH 77 =CHE R 1 B HE 8 E
o EEWeCrosstsfil &, HEEBEREREH

BCOSHERjHAMESR

HERH
B CHFE— BRI~ org2-admin, BRI T —1BCOS2.08% F L\ J¢Fabricl 45EMK -
1 ABCOSHEHWeCrossTZ | &

bash start.sh

Fﬂﬁ

# 7:%

[WeCross]> login org2-admin 123456

# RATH™, B & hntlc, HNEfL1, EITEE 100000000

[WeCross.org2—-admin] > bcosDeploy payment.bcos.ledger contracts/solidity/
—LedgerSample.sol LedgerSample 1.0 token htlc 1 100000000

# OB E LR B TR
Result: Oxf4fdcdfe0184644f09%9alcfal6a945cc71a5d44ff

# TEBEht1cED

[WeCross.orgZ admin]> bcosDeploy payment.bcos.htlc contracts/solidity/
—LedgerSampleHTLC.sol LedgerSampleHTLC 1.0

# htlcB?BMNEFFEIDT IR
Result: 0x22a83719f748da09845d91fela2f44437£0adl3b

B 1A
FoE RS RERE N, BY A B T R B R R AUR A A M A B R A
# ABCOS 5 fJWeCross¥ il &

bash start.sh

# BR

[WeCross]> login org2-admin 123456

# approve [HIZRAUGEMNE] (LLALH B ORIRSARHSIALMAE) | A&
[WeCross.org2-admin]> sendTransaction payment.bcos.ledger approve,,
—0x22a83719£748da09845d91fela2f44437£0adl3b 1000000

Txhash : 0x718e948b0ab55697¢c61675253acfd580104e539¢c85e0fcb23c0686457ea429d4
BlockNum: 46
Result : [true]

I A B 1] B A A RT IR AL
TR B A A R R RI N TF 7 FIRA A B R B A bR AF R B RIS A B IR A4 .
7 ABCOSHE ) WeCross2 ] &

bash start.sh

U>

# =
[WeCross}> login org2-admin 123456

# init [CHETELHLE]

(continues on next page)
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[WeCross.org2—-admin] > sendTransaction payment.bcos.htlc init
—0xf4fdcdfe0184644£f09%alcfalba945cc71abd44ff

Txhash : 0x7df25ce20e7db6f6bba836bf54c258bb5386873e14b57e74a2371ec367b31779
BlockNum: 51
Result : [success]

# EEEZITHE owner il

[WeCross.org2-admin]> call payment.bcos.htlc queryAddress

# IZHIETREACR TR, KRR RN
Result: [0x55£934bcbele9aef8337£5551142a442fdde781c]

# BFEowner® M, REZTUIIHLAI
[WeCross.org2-admin]> call payment.bcos.htlc balanceOf

—0x55f934bcbelef%9aef8337£5551142a442fdde781c

Result: [100000000]

Fabric#% iij #i &

% CFE— P EHIK Forgl-admin, H BRI T — 1"BCOS2.088 Ik /= LA B B A A R AL
FJFabric1 450K 7 -

13 N\ Fabric#%#JWeCross#& il &

HE AL

bash start.sh

BoR

WeCross]> login orgl-admin 123456

Fﬂ>

#
(

# UIHEOAR

[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 2

# TENI 22 R BT 7 A 2 BETY)
[WeCross.orgl-admin]> fabricInstall payment.fabric.ledger Org2 contracts/chaincode/
—~ledger 1.0 GO_LANG

path: classpath:contracts/chaincode/ledger
Result: Success

# AEAUAE 225805 A I [R]85 2 BE RS
[WeCross.orgl—adm1n]> fabricInstall payment.fabric.htlc Org2 contracts/chaincode/
—htlc 1.0 GO_LANG

path: classpath:contracts/chaincode/htlc
Result: Success

# UHREOAK P

[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 1

# TR 122657 & ) HERD
[WeCross.orgl—-admin]> fabricInstall payment.fabric.ledger Orgl contracts/chaincode/
—ledger 1.0 GO_LANG

path: classpath:contracts/chaincode/ledger
Result: Success

(continues on next page)
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&L

# TENLM 1 2R IA TR I (7 B A £ BE RS
[WeCross.orgl-admin]> fabricInstall payment.fabric.htlc Orgl contracts/chaincode/
—htlec 1.0 GO_LANG

path: classpath:contracts/chaincode/htlc
Result: Success

# SEBILEEY, ZATH100000000
[WeCross.orgl-admin]> fabricInstantiate payment.fabric.ledger ["Orgl","Org2"] |,
—scontracts/chaincode/ledger 1.0 GO_LANG default ["token","htlc","100000000"]

Result: Query success. Please wait and use 'listResources' to check.

# H4listResourcesﬁﬁApayment.fabric.ledger[ﬁiﬁﬂﬂﬁﬁhﬁ (A 15758h)
[WeCross.orgl-admin]> listResources

path: payment.fabric.ledger, type: Fabricl.4, distance: O

# KBS AR RBIEY), FEEAN CH RG24, channel]

[WeCross.orgl—-admin]> fabricInstantiate payment.fabric.htlc ["Orgl","Org2"]
—contracts/chaincode/htlc 1.0 GO_LANG default ["ledger", "mychannel", ]

Result: Query success. Please wait and use 'listResources' to check.

# H1listResourcestfii\payment. fabric.htlcBSLHIMLTER (£ 1558)
[WeCross.orgl-admin]> listResources

path: payment.fabric.htlc, type: Fabricl.4, distance: 0

B
fabric )7~ B 7= & 2 O i — R R P SEELEE 2 B3R
17 A\ Fabric% ')'WeCross#Z il & -

bash start.sh

ey

al

# R
[WeCross]> login orgl-admin 123456

# O —FEENMK 7 SERIRAN
[WeCross.orgl—-admin]> sendTransaction payment.fabric.ledger createEscrowAccount,,
1000000

Txhash : d6a624lcbaac9cad768465213£3462£54c62e32£168c26bcce23d060315£0751
BlockNum: 1097
Result : [HTLCoin-Admin@orgl.example.com-EscrowAccount ]

# BERT LTH ownerfHil:
[WeCross.orgl-admin]> call payment.fabric.htlc queryAddress

Result: [Admin@orgl.example.com]

# BB owneriZ UG WA

[WeCross.orgl-admin]> call payment.fabric.htlc balanceOf Admin@orgl.example.com

# BT EEE 10000008 EE K
Result: [99000000]
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7.2.2 WA EIBIAARCE
AL EFISCO BCOSH &% 88 % H 7£ £ L E W ffwecross . toml FELEhtlcfE:55 -

[[htle]]
#ELVE BRI MG 7 I B B BT R B 12
selfPath = 'payment.bcos.htlc'

#0577 B A BN (R B B A2

counterpartyPath = 'payment.fabric.htlc'

HE:
o htlc F RSB & LPrE L E -

fi. & Fabrici 5% % H
FEFOE VHwecross. toml FELEhtlcf TS -

[[htle]]
# LB I P A I (A B BT R AR
selfPath = 'payment.fabric.htlc'

#XF T 7 HRRG A BR [R B B R 12

counterpartyPath = 'payment.bcos.htlc'

HEM B H

’bash stop.sh && bash start.sh

7.2.3 RiEEHEFK

B BS BE BRIk & 2 77 BFISCO BCOSHIH ', KL /%5 — 1 secret, 5 $$ hash = sha256(secret) $$
HE|hash, SR/EFFabricfIf RIS 5 F IR T4 BEIKAD & A < K DU [A) 8, -

YIRS
« FISCO BCOSHIF MK/«
- W HIE: org2-admin(BCOSHE R 1T ¥ AMbIE: 0x55f934bcbele9acf8337f5551142a442fdde781c)
- WP HNE: orgl-admin(BCOSHEMK F':  0x2b5ad5c4795c026514f8317¢7a215¢218dced6ef)
FISCO BCOSF: Mk 4t: 700
Fabric M F
- B HIAE . orgl-admin(FabricHE & 1T B fUHIHE:  Admin@org]1.example.com)
- WA org2-admin(FabricElk 7 : Userl @org2.example.com)
Fabric# Ik 4: 21500
o I5F: 2afe76d15f32c37e9f219ffd0a8fcefc76d850fa9b0e0e603cbd64a2f4aa670d

o A7 FA%: e7d5c31dccbacae547bb0d84c2af05413994¢92599bff89c4abd72866f6ac5c6 (1l if HH &
HL T SNE)

o WFEELO: AR HIRBIS AR, B
o BFRE: Z5T7R0AEE, BT

Hf#:
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o WA JEARANNG A AT T 5 ] B 7 4 genSecretAndHash AE Y, -
o PN TR B AT B i 2 5 2 genTimelock A2 AK -
o BRI EEH 2 5514 10 - 300 > t1 > now + 600

OB IRIE R
P S5 BE 1 B T H o i WeCross 2 & O BE HERRIKIR 2R, RiPh BT RVAR IR (S B 5 A& B I X HREE -
. LN
- fi%: newHTLCProposal

- 725%1 path,hash, secret, role,
o EEFEI
- HAE R IRROMZSERE LR T E R -
- Rt fisecret B ARERE, roleff Atrue; 5 isecretf& Anull,
- AEhEH G
o KT OIEERKIRR
AR &R T BT BCOSHE 15 7= 4% Hh & SE K. -
2 ABCOSHE ) WeCross ¥l &

roleff Afalse -

sender(0, receiver(0, amountO, timelockO,

senderl,

bash start.sh

iR

# B
[WeCross]> login org2-admin 123456
[WeCross.org2—admin]> newHTLCProposal payment.bcos.htlc

—~edafd70a278870b361174ba5b831777c761eb34ef23ee7343106c0b545ec1052f

—049db09dd9cf6fcf69486512cl1498alfbealld33b271laaadl893cd590cle542a true
—0x55f934bcbelef%aef8337£5551142a442fdde781c |

—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbect 700 2000010000 Admin@orgl.example.com
—Userl@org2.example.com 500 2000000000

« 257 QIR ERIKER
122 5 77 Bl FabricBE B8 7= 8% 28 5215 -
13t N\ Fabrict#JWeCross#Z il &

bash start.sh

=

B

[WeCross]> login orgl-admin 123456

[WeCross.orgl-admin]> newHTLCProposal payment.fabric.htlc

—edafd70a278870361174ba5b831777c761eb34ef23ee7343106c0b545ec1052f null false
—0x55f934bcbele%9aef8337£5551142a442fdde781c,,

—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbef 700 2000010000 Admin@orgl.example.com
—Userl@org2.example.com 500 2000000000

LRI
M AT R B A AR T AR RFIEE D, W
« FISCO BCOSHF|MKHAIA

i3 WeCrossZ I G M, BH W7 HIENCE B R EK -
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[WeCross.org2—admin]> call payment.bcos.htlc balanceOf
—0x2b5ad5c4795c026514£8317c7a215e218dccdébct

Result: [700]

o FabricZ/| KA

[WeCross.orgl—-admin]> call payment.fabric.htlc balanceOf Userl@org2.example.com

Result: [500]

O BHERIKAAEL SN, BURT M REE LML ESHITERE, — MR 2E5~25s 8 A% K - FabricHE B 55
Hi % Admin @org1.example.comZEFZ AN FINS 5 O SRR R R THEMR S, Fthdc NP2 IEER S, b

HIRBIANZ KL -

7.2. BREEEBIEN
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CHAPTER 8

Epistils,

WeCross[¥ T1 & H °F 5 & Y& WeCross¥Z il & AR, BEINMEHE - KIFM A E rm T E, @itk
AHTTPIE 3K 5 WeCross JSON-RPCHZ [0 77 17 5 8 % HH % 8 5@ (5, LI 85 55 SR A0 5 15 [n] 551
3K WeCross M TUE B G IHE ZHFERIE, Rk ER . BREH . BRHEHE .. THEHEDLE
FEBEL N EHEET

I R ERE F RN R, BB F 4 WeCross W T FEF- & WIS B B sh =, 3 F it
S4B WeCross W TUE ¥ & 1Y SEBrig BRI A 7 =X

8.1 ¥EFM

K;@gi?ﬁ%wwrosslﬁ]ﬁ%féﬁﬂjéﬁﬁﬁﬁ FYIE IR E K « BFE 81 = DLRGIR R 15 1a) 85 6 B
B

8.1.1 IASHEK

o N T A RFHBRIERLE, EREMHChrome| W5, B F SCFFECMAScript 2015181 N B
gy, AIZEYERE. caniuse. AHHHEN AN TS, B RES HINER > ThREAN AT FH A TRIREE +(

o BERHEEHATFNRBRFNTVEE V6, BEHEAEBENIRIFEILNE Fnode . JsFlnpmilt 4 32
FFECMAScript 2015%7%, Al 2 % 8EHE: node.green. MEFER A Nnode. s >= 8.10, npm >=
6.4.1-

node.js XnpmhU A& E J7 3

# node version
node -v
v8.16.0

# npm version
npm -v

6.4.1

8.1.2 B A=
W TS T & RS 2 R T2 Hosikds . Fahdmik.
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https://github.com/WeBankBlockchain/WeCross-WebApp
https://www.google.cn/chrome/
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Fi 15Z MWeCross PRIE (R SFE R §EDemo, A 4 fEDemo BN SE RN [ TUE HLF- & 19 T 850 &
TAE, fn] IR E N B8 f A\ LU R ik BT 5]

http://localhost:8250/s/index.html#/login

Hlocalhost A BEHERH HIFTEC B RIIPHIAL, 82507 B s ln] A BE BERS IR O 5, 785X B AYURL A ER
WBCE, WIARIE A H A BT IR -

BJERTLLE ST S

3T WeCross Web App X +

@ localhost:8250/s/index.htmi#/login?redirect=%2Fhome B &+ BE B C*E 1 88 ..

& F WeCross

ERBIEES?

FEREA DemoY, EEEIIAKSorgl-admin, AIfIAZIE1234563F 7B R -
FohgmiF
HIGHR TR B BB T, EIABRER AR 1. 0. 0 BLE, RIAT#AT FahiRI M

TWEHYE, HTBRERETIR - EEPRIT:
LAGTEAE € R B AR

git clone https://github.com/WeBankBlockchain/WeCross-WebApp.git

2.npmZFAHRAMKI, IEEBIRIFIATIER,

cd WeCross-WebApp
npm install

3 ZFSEMH UG, AT npmdm BERICHD, Rl iR AS S AR QL st 301 R

npm run build:prod
cd dist
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4E B BE B R BT AE UM, O #pagesUF R, HER: X H Plrouters-payment/127.0.0.
1-8250-255001FH W TUE FF & U [ RS HERS FRFTAE SR, SEFRIRAETE LISEPRE L v

cd ./routers—-payment/127.0.0.1-8250-25500
mkdir -p pages

5.0 a1 st SRR A g LT BRSO 2 8% DL ZE N0 fIpage s U,

cp -r ./WeCross-WebApp/dist/x ./routers-payment/127.0.0.1-8250-25500/pages/

6.fEN T as RN [BSRERR TP « (ESHERS FHY% M ) /s/index . html i (W] WeCross W TUE B &, 1HTE
BB A AELK -

8.1.3 R in]

EREMIVEHEY 6 H#H T BB E, SRR HEHRR conf/wecross . toml X,
B [rpc] I N MaddressFENMFIP (W0: 0.0.0.0) , FESUTNHLERDYAINBEER, 7
P T A AR TP T 1 (]

’bash stop.sh && bash start.sh

8.2 fFHFt

AT FEZLS 25 WeCross [ TUE B 5 BT REREER, DL DIRERIFEA 7 1% -

8.2.1 IhEERH:

WeCross ¥ T & HF & 461 & DL N Thagis .
o BRE M. R T Universal Account (UA) ROVEMAIE R, UARIEMNER 5%, b

7
o FEEIURRER: AIRIEE B RIE B KE T % T &8 E WeCross 5 HE P 48 F B A E s
o MkPETRER. HP AL IZERE R SATUAKPE R, JRfiTEEnk - i 7
o BEHETREIR. AE DTSR HPeer HIE B
o WIREHMR. AR RITETEE - W - WHEEHRE,
o XOEWESR. BETEEERENG—ETHHE, ARETERERIRAA,
o HSETER. AEMAERESIEE, EEFBMITSARES,
o AR BESE M PRidRIssue - K55 H M 7155

8.2.2 B3R5 1F MR

FEEMER, HPA BT EEEM— MUARKS, FEa T~ EFR, BAEARPAES, HEALE
FRRISSIERS BT « 25 HINAERD ANRE R RO RIRE, 1 25l TR, B SR e RS T BT -
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RiDEA WeCross

EAkES?

EREENE, AP KEI~ISTFER, IFHFEF . KANEFH . TRI% . E8EM-, BEK
FEO~181FFF, HREFE - KNG FR . FiRFR~ @#$% &*(), B/VDEE— M EFMFE: .
ECHUARF RIS, al#frEREE, FEuTE R, BrEAHPZEE, FEANERD
SOUFRG RN AT
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YRiM&EF WeCross

Fi=BIRS?

8.2.3 FHH IR
WTRERTR, EEFMIE2HENFGE TR, JRoR H SR 2 I WeCross i #E M 28 (B A fE B I UL -
B =100 (EEFCEL) -

« SRR, JRIR T WeCross M D% ] 5 AT BC & 0O X ERBESEL . B BRIR MU ES IR
SCFFS

< FEFER, RR T B-AHEMNEERGE, AFERE. REMXREE;
< FEHIR, Bon T BHEREMARGEE, BEFsTIIMNEREMAEREREHARER -
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T WeCross BT L = WeCrossEBT R £ 2| orgl-admin
1 2
XiR5E Dﬁi B j RIREEER O Rl
pe ” 000
o mpwmE BEIEXREE 0—0 BEANBE
HRRE R EREE
® BHEE
» HEE 45 24
payment.bcos-group1 BCOS2.0 5
- . payment.bcos-group2 BCOS2.0 5
R = B5%H
ERHER - HEEBEA ‘ payment fabric-mychannel Fabric1.4 7
. BHEES payment.bcos-gm GM_BCOS2.0 5
8 ~ + HTLC
RGER =3
3 swrsmme HHBHIER
Mac 08 X R AR v1.0.0
x86_64 EmEE: BCOS2.0,GM_BCOS2.0,Fabric1.4
10.16 RPCIEAERE 127.0.0.1:8250
OpenJDK 64-Bit Server VM P2PIEAEE : 0.0.0.0:25500
AdoptOpenJDK HRAKS: org1-admin
VMR : 11.0.8+10
ERPAGE: SUN
EROPAIARA: 11.0
ERENKERL: secp256k1
FFAMFRBER SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests;
SecureRandom; X.509 certificates; PKCS12, JKS & DKS keystores; PKIX
CertPathValidator; PKIX CertPathBuilder; LDAP, Collection CertStores,
JavaPolicy Policy; JavaloginConfig Configuration)

8.2.4 k& B IR

MR FEEER, HPEE S AIVARFAELR, K4 IR AL BRI, FaEElk
FUAFTROABERR 3R - ASINEERK P~ HIBREERK P F9HRIE - UANK P MBERENK P A0 EAI N AR 2% . B
o

WTNEPTR, S—MEERRAIK P H R VA —K, FIPEEIK AL E & — P BOAK S - F] R A T
HEVELAEL, FHIZBERBIRIFTRIKR; R AR PR, AR aE Ik P o xR BB « il
CLHE3 AT LAEAT HERK P S N B4R

A TEGEE 3Rl = WeCrossBHEFA | I £ 2] orgl-admin
3
B R
ps:| 5¢ 1201060 311ccf550 00 15b842b7f f7c3dcb0f7fO! b bt 182410465
8dbc
R KeylD RE
BCOS2.0 0 BCOS2.0 d016242cf1d 0xd016242cf1 dc7ba88cd26bfcd9d05c54dc6623e5 FHIATKF
GM_BCOS2.0 4 GM_BCOS2. 4 70! 7---0; b37 FRIATRF
1
Fabric1.4 1 Fabric1.4---1--- MIICKjCCAdCgAwIBAgIRANFmMW]Lt8XAvpk20+LESXNgwCgYIKoZIzj0EAwIwczE---Org1MSP ERIATRF
2
abrict.4 3 Fabric1.4---3--- MIICKzCCAdGgAwIBAgIRAMVTVK03zwg8EJz+AQQZNT4wCgYIKoZIzjOEAwlwczZE---Org1MSP @RI
Fabric1.4 2 Fabric1.4---2--- MIICKDCCAc+gAwIBAgIQMpgGKkVo3W/T86eY+OQgWjAKBggqhkjOPQQDA]BzMQs---Org2MSP RAHIA

A EEAPOEIZ 5, Fol TTmMEE, WRER - W TR R RN EEK K8, 7
TR ARG AN FIBE ST A AN R R B
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ARINEERK X

HERRF 2R

[pamaneea ]

FISCO BCOS 2.0 A

FISCO BCOS 2.0 E#%

HyperLedger Fabric 1.4

PN IIFISCO BCOSEE R IMK - /7 =N N Fron, m AT LEFRVEA, RS Nt EAHE
b, ARSI RN AR, S B B —ERE - AfAFIMNE . R FISCO BCOSIK
545 3R LR rEMIE SRR -

ARNEENK X

HEMKF2EEY

FISCO BCOS 2.0

A e ] -

————— BEGIN PRIVATE KEY—————
MIGEAgEAMBAGBYqGSM49AgEGBSUBBAAKBGOwawlBAQQgBFI2HIE+vPZ58+FsnrAnb+sPXqcO5T
U7AdtZycvEJtWhRANCAATbR1/HnjZ9tCEOFYEjoUEQoa++kDHz5hIDMF1d6Ej2UIng+e/bcpBiydu+em
LEGPdtjNZ1Jofw87erNCZ55lyU

————— END PRIVATE KEY———-

————— BEGIN PUBLIC KEY-———
MFYWEAYHKo0ZIzjOCAQYFK4EEAAODQQAE20dfx542foQhDhWBIEFBEKGvvpAx8+YSAzBdXehl9ICJ6
vnv23KQYsnbvnpixBj3bYzWdSaH8PO3qzQmeeZclA==

————— END PUBLIC KEY=-———-

address

0xc2¢c93ceabfe6c1185d9300c69dabbbaal664c149

RAERIAKF

fRiA

7N IHyperledger FabricB KR Bk - 77 a0 MBI FrzR, HETA SR BT LR - AFIER R R
PNFabricBE KA - R :  Hyperledger Fabriclk 5 A 3¢ FZPEM -« KeyStore KRB MFAEH - cRTAE
AIIES -
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AAEIF X

il i)

HyperLedger Fabric 1.4

FhiA Lf&

MIGHAgEAMBMGBYqGSM49AgEGCCqGSM49AWEHBGOwawIBAQQgYpgF3gkoB7dYRWbLS
GwzP9FXMZIiIAOMDNEyaZKujhjQw3na13kbyis5jg3fd4MB3R+0QXjGhh

PEEB i

MICKDCCAc+gAwIBAgIQb/5DCKpd5rymY6igk PPGOjAKBggqhkjOPQQADAjBzMQsw
CQYDVQQGEWJVUzZETMBEGATUECBMKQ2FsaWZvem5pYTEWMBQGATUEBXMNU2FUIEZY
YW5jaXNjbzEZMBcGATUEChMQb3JnMi5leGFtcGxILmNvb TECMBoGATUEAXMTY 2Eu
BAMCAOcAMEQCICJBKf7yh5D8dMQ4r3Zk9A71tzXZRDZIMGRgXEHeK6dsAIBTBIEI
009kZNVHIR3Y+1rasPR7gYHVmMG9kLoOdAyqCLw==

MSPID

OrgIMSP

RARAIKF

REER A HRER—1T, FTEFZEKFORAGE, mTER . TAGLEIESE AR
B AE R MBRIZ R P -
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MK X

KeylD

e i

BCOS2.0

Identity

0xd016242cf1dc7ba88cd26bfcd9d05c54dc6623e5

FISCO BCOS: address
Fabric: 22 fRiE+H KEY————

. QYFK4EEAAODQQAEgOOF7a3vX31YSMRjYL/szQ/L4icDTmd1
ic/lijKfF2fBUuOBWBTKK fgqzaFQAGBMLcelLWAY cz3xSodEGOLK+XClg==

i 1
EEO
HE
0xd016242cf1dc7ba88cd26bfcd9d05c54dc6623e5 2

HER

8.2.5 B&HIEHEIR

P RLE AR E S = RS HE B (Peerf FHIE B, INIETHPeer B TR B, LI B Peerlt FH )
fé o ERERME, H—DINLE B S R INPeertt 5 B A B, X EPeerls H1 5| & (UAEANLIASE
2

X WeCross BT A  WeCrossBRFA / HMEiE &£ 2 | orgl-admin

Peerf&B51%

1
IPIEO EREARRE RE

< R + TRINESEEERE
2
GM_BC0S2.0
KRR ©87e004d0daf9e0f46d93d79a72a70881 127.0.0.1:25501 0 BEIE
Fabric1 4

8.2.6 HIREEBIR

BHRE AR DT 20 9 R, R B PR - ZEZ RN R E IR S, MzoneFlchainkIffIREs
¥, RALTWindows ) BT E FE A - A0 EHER AR BRI RAE, 2o 20N B BE IR S — s
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48 AR E B AR EE, A IR RS R B 2 RO X BE RO BT B -

AREER 2 & org-admin

1 AR 2 | & payment beos-groupt o BRAR
FRHE HRER Eit R
payment.bcos-group1.HelloWorldGr... BCOS2.0 {"BCOS_PROPERTY_CHAIN_ID":"1","BCOS_P... ¥ A%5 © BRS
payment.bcos-group1.WeCrossHub BCOS2.0 {"BCOS_PROPERTY_CHAIN_ID":"1","BCOS_P... ¥ A%5 © BRS

FHRFI R 1 SEARRE LT R, GBS . 2 . RGRBIERTE, AT VR R
If, QERHHEREFIRIE

SR S IEE, TR, WTEPCR . ETREINNRSE, BRALH, W2
RS, RIS R, HRTRE, RN WRORSHTERE, TRELS . £
T2 AR T XA S 500 MEAT I, FTRA RO, TR 1

1

1|0 RX5 BEIRES

payment.bcos—group1.HelloWorldGroup1

set

0 Hello, WeCross!

RS EA T A ST E AL, AR ETU - URE DU & LA 05 B A LR i
ABE R TI RN AR - BRI N RREER Y. Hyperledger FabricFIFISCO BCOS -

FISCO BCOS BR#EDE T 1 N TR, #BIEF 9 HEE SLMEM G4 - ELLAEIAEATE TR
. TR ELRANXHE, LR EGIEaNXHTERzIpRABEE, HHOIHEXFREINZ
H.soli.abiIEAM . BiRZIE, LE2MENAD U TRESS| HEMEGANRINERITE &
N, EHABITER B Z S, Ml BaNEMELNA DI, FEET & A Z R, BT oL A7
E4HaANEEANOSNRPTERBIEE - £EARLTEASANADIFRIRS
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= WeCrossEETH £ 2 | orgl-admin

< mEEE  RRBENE
* EEERAR:

CRERE BBEY
1

rese mese e

ReELESHXHT BNz

B solidity.zip

*BHRE: HelloWorld

* BHRRAS: 1.0

H T H PR HARIEFISCO BCOST e, Al EvERIT 8 L4 T HIFISCO BCOS Solidity &4 6,, fit

FA P R s AR5

HyperledgerFabrlc ERE DU A N BT 7R, FabricHVRIES N LR G - EFMLEL UK REL) - 18
GIELLIET, ENKIFT B4 N 2 BTUARFabric1 428 R BRI BERK 7 BT 8 ROMLA « 762354 LI RIRT

iz, Z"ﬁiﬁ?tar.ngZﬁﬂ@E’]/\?’j, HENUTEL M Fsre/chaincode T« FlTIERFH Hasset .

tar.qgz, MREYEESCHEEMINT:

tree -L 3 src
src
L— chaincode
— assetSample.go

= WeCrossZBT & £ 2 | orgl-admin

« FREE BIRERETE

*IEFRREREL:

*IEFERAE: REEN

- RIRE: payment.fabric-mychannel. asset
1
AN SEERS 2

REE Ef&chaincode] B tar/gzX i
R GolanghRAHOEER3 L FUHF BEE3M#E ‘sro/chaincode/ HI B R TEBEEMRR R

@) asset.targz

* BLINEAS: 1.0
*BYES: Golang

AT EEXRY

[Kl Hyperledger FabricH) M, %23 B & 20 0 707 5251 A/ 2% 52 1) 46 A BE IE # #b 12 7R 78 B R 91 3%
o Hyperledger Fabric S5 4/t 2R S 9 (4, T 40 F BT HUMIB R A BT 2 5 52 L HLA O
G, W L/lJSONﬁI?HEI’]ﬁ/TiEiA, HibSHbFE . BHEBE A LAeyampg N E B30, B4 L0
RN
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= WeCrossBETE / #HilE £ 9, | orgl-admin
« pREE  BRBERH
* IEFRRERE:
SRR ZHMEEY

BRI

1
e

* BHRES: 1.0

payment.fabric-mychannel. asset

BUES Golang
2
HHRE: SRR

R#EEf&policyfyamIt& =X, = L{EBRIA o default

3
) ﬂm;gﬂ

T EERY

T H P G AR W T H P & R S Hyperledger FabricHh & i R, T A B RSN & FT 6L L 48 1T
KIFabriceR B MAE, A TCHETTEELSE T AIFISCO chaincode &2 6L, M P N AL

8.2.7 X5 E IR

ﬁﬁ)i’_fl_l_ﬁ%miﬂ‘%ﬁ%gﬁﬁﬁﬁ SRR E—EX SRS, HTEERTRRA - ﬁﬁﬁlﬂ:lﬁ)ﬁ“

RS B ERAR L, AR RER, EL"*ﬂ‘ElWﬁﬁc%&‘l%ﬁ@ BoRFTEERIBERE L AER. &
/\/\?JHA?T? TP~ XEREE - G WHAEMEHREEER, SEEE2NATEEX— ??TEJEI"JIEI?JL
FHER -

= WeCrossBEEFR / “5HE £ & | orgl-admin
" 1 » 2
S RHIIFR o) payment.bcos—groupl B £%%
payment RHEE FeBEIkF =5ID Rir@mE BREE A& Bl
bcos-groupi
bcos-group2 0x29450241f7218626¢...  orgi-admin 0 14 payment.bcos-group1.Hell get e
fabric-mychannel
beos-gm 0x65372862d4eda8te...  orgl-admin 0 13 payment.bcos-group.Hell set s
0x10f5bdc67694dc761...  org1-admin 0 12 payment.bcos-group1.Evic newEvidence i
Oxc1e78ca9908fca519...  org1-admin 0 1 payment.bcos-group1.Hell set P
0xf0b245f9f93a9335a3...  org1-admin 0 10 payment.bcos-group1.Ass  balanceOf i
0x8a48a904eb14aba7. org1-admin 0 9 payment.bcos-group1.Ass balanceOf #E
0xc803bcf0f8db0d3d8...  org1-admin 0 8 payment.bcos-group1.We( deployContractWithRegist | %1%
0x856edf232646eccSb...  org1-admin 0 7 payment.bcos-group1.We( deployContractWithRegist | %%
0Ox6e4a0ebf659e9555b...  org1-admin 0 6 payment.bcos-group1.We( deployContractWithRegist | &
0x47d5b84244f53¢516...  orgl-admin 0 5 payment.bcos-group1.We( deployContractWithRegist | %15
> F-m

8.2.8 HSEHEIR

P ES 55 EEEREE TR B RS IR, FIEEITE - BUT - R/ERRESS - Fman ~E
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PR, FUHER T 2 B WeCross W28 I 5551155 IR A& FESITIRIT A - FHHFID - BHEKF - BiE &
R BHSREHFE, 5%){j§7§\@/‘§processing\ rolledbackflcommitted =FLRE - S EHHUT
B, WEBZBESHIEMTE . FIRE Nprocessing, MATLLEHHREHITHE, MERZES L

X

X WeCrossBIEFEE =1 WeCrossEETE

FEEN

ST = siss
o KPER
FsgRi

@ HHEE

2020-12-14 21:53:58

HATRE]

2020-12-14 21:53:24

2020-12-14 21:52:32

5D

d2e282bfab7f4dedb202b492034c2cha

SREFES g

fe43c02786e347ceaec70f70bf20dd5a

de497762e6bf424dbb735eaf271c403c

R WERA BERS
org1-admin payment.beos-group1.HelloWorld1
WA WASH
ayment.bcos-group1.Evidence
payment.bcos-group1.Asset
payment.bcos-groupT.Evidence
payment.bcos-group1.Asset

2 | orgl-admin

PTSH

FEEESSE UM A AR SS, WIAT LA NS S5 0T R UUTE - 55T A DUENAN R s, o =R, 20
HEVRR T HSPPORE, AR 2 TR ESSHINER:, TURRF B8 Em — PUUIDIERZHESID, fiE
AFHE IR RIE R ETT B ES TR EM TR, SMEANKCERIRYIER, SRR AL LETT

RS -

=i WeCrossEETE

P

2. | orgl-admin

bcos-group1
bcos-group2
fabric-mychannel

bcos-gm

payment.bcos-groupi.HelloWorld1

payment.bcos-group1.HelloWorldGroup1 0>

payment.bcos-group1.WeCrossHub

payment.bcos-group1.Asset

payment.bcos-group1.Evidence

¢ B3ER | BELR 1
BB}
BEREAR, FE—RES
FRES o 2
B5ID: 1ed1b42d6962473d8ac7fed74e7e5640 © £MESID
FRRRIIR ERERRIIR
B TEERRBE
payment

e

TRESFAEANPTES DR, FEWNEFR, EAARTHRE, 5RTEHEBERNZZ 5K,
FENRNFFZPIREIER, RGP ORE. HERBERLSHES, NRY/ERYETES, AR

PSR ES I
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= WeCrossBBFA / $545 £ 2 | orgi-admin

« BEER EE5R

®

S
EARBSTRTESRS
HITES o 1 BEBWIIR 2
. LETESID: 1ed1b42d69624f3d8ac7fed74e7e5640 a
BEA®: O £%5 ERS
" BB paymentbcos-groupl. Asset T SWFS K ARG WA
< R transfer 2020-12-14 22:... 1607957843315 org1-admin payment.bcos-... transfer
2020-12-14 22:... 1607957845684 org1-admin payment.bcos-... transfer
CEESE 0 Alce ®0
2020-12-14 22:... 1607957848199 org1-admin payment.bcos-... transfer

*HRSH: 1 Oscar 0O
“EAsH: 2 20 ®0O

AmgR:  ["Success']

ERE AR EFFEANERES PR, Fm FEPrR, BoRZESHIraFAER - mlad 5 rgk
ST, IREHUTES PR, WANERER/EIRES, WESHTER

=1 WeCrossBHFAR / £545 £ 2 | orgl-admin

« BEER EESR

@ ® ®

S B2 HIR3
BIRMBAR, AR—RES ERRESPRITESRS HRBE, BELRRRES
BEEE
FrHARTE EHID SR HEHR 2E5R

payment.bcos-group1.Evidence
2020-12-14 22:25:04 1ed1b42d69624f3d8ac7fed74e7e5640 org1-admin v
payment.bcos-group1.Asset

HATHIE] SREFES it HFRE A%
2020-12-14 22:57:23 1607957843315 org1-admin payment.bcos-group1.Asset transfer
2020-12-14 22:57:25 1607957845684 org1-admin payment.bcos-group1.Asset transfer
2020-12-14 22:57:28 1607957848199 org1-admin payment.bcos-group1.Asset transfer

< BRI v RRES O ERES

HUIER, NaBROERARHESF M. EFE b fiTE - RESHHARERES, Wrad
BEHESIIRH, PREH|HSSE I -
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=1 WeCrossBHFAR / £545 £ 2 | orgl-admin

< BEER EESR

()
® @ ®

HE B2
EEFERR, FR—RES HEFRRBEPRTESRS

EARUAES

O BRE—BES Q EBESIIR

8.2.9 HfiiikHk

I R A B A RS, FIFTFcontributor FHAE .

2 | orgl-admin

)

MlssueFtia, RAESHEAA 7+

“BUGHE£™
EAEA BUG MR, IBAUORA,

TEFF s

L BUG IS,
== 0.

3‘5}@?5 1

2. hishE

2 gARBaSS

4 BIAE

VIR EARETHRER,

R
SURETT, HEHEETRAKSIEABUG,

X E

O Fig®%, 9@

XrP, R Task{E55, TR, BEESER!

HEAS%. 251X

Iy
@
8 WeBankFinTech / WeCross Contributor
<> Code © tssues 28 13 Pull requests ©® Actions. ] Projects 0 wiki © security 122 Insights 8 Settings.
y
Issue: Bug 1232
&5 (e )
Wite | Preview HB I =0 =i @ T a-

&

0
!d

© BT, RiRBug > WES, EXRH 8 g5 m, BEXK

i DB, XA TWeCross 7= fhift 1 %Issue\&EBug /TR, &AM S 58 AT

8.2. FHFM
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CHAPTER 9

LomEHl &

P 5 - WeCross B2 i LB B E T WeCross-Java-SDK 5 WeCross#5 5 I & 3% B, SEUIN 5
EEIRP IS I AE K . BRI EHEFEEMNmS, O RIESEETIRYIER, HHBERR, AEESE

i@ S HMER M ER, RIS ME MRS

o RS, R RHUTHIEREG 4 - SARR: AWMU Hab e, HAXFHERETRER
P SRRIATE S -

« OHELHRMSE: ESHARORENSH, B 52 NLUASHE SR LAY HZE® S

-

9.1.2 XHERMS

WeCrossta#l @A T A EA R, FRETRERMOER TR, Hu s wERARELTE, ¥
Gib—A%, HF . commandfI TR . R L HIHS

9.2 HHMmLHE

9.2.1 HEML

o IS HRIE
- login: TEHFIEHIGER2RKS

— logout: ¥EH|IEE
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registerAccount: JEM2BKS
addChainAccount: T£2 1 & RS HEMN— M HEKS
setDefauliAccount: BER MRS X PMERTINAL 5 A LFNKS
- listAccount: BE HHI2RIKSHIEREE
< REEW
— listResources: B& KIFIIFE
- detail: BE FIRFE
— supportedStubs: BEIEREFrouter 3L FFE A RBER A
- call: VAFBELBHR, ATEW, AL HHR
- sendTransaction: K5, FATHZRHE DHIR, A HER
— invoke: DIRESE [FlsendTransaction, TEBEFERSSHY BB N < execTransaction
— BCOS: bcosDeploy ~ bcosRegister

— Fabric: fabricInstall ~ fabricInstantiate ~ fabricUpgrade
- BHEHESS
startTransaction: FFIEMI B S5
— execTransaction: RELHEFZLG)
- callTransaction: VEHESFITREF HIEIRE
- commitTransaction: $&3LHESs, WIABFSHITIEFTERZE)
— rollbackTransaction: WEEAIRKESSHIPTH 22 B
— loadTransaction: WKEB|FENIEAEHITHIZES £ T
. BSHERRIR
— newHTLCProposal: BIEFEIKERZR

9.2.2 X HA ML

o WAL BTURSEAS: WeCross.getResource
o VA BIRUBIE O [resource].[command]

9.3 i

s Ctrl+A: EIRBEEIEITE

s Ctrl+E: JEIEEIEITTR

e Ctrl+rR: HEREAKIE S

o 1 AIETVHBEF 5 A4

o Lo [EJSDHBL B A4

s tab: BHIFME, XFr@mS - BEL - HWIFESLUKHTEEE S 2
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9.4 5 M R

HxE-NER WA, EHE R EGSPITIER, FEERRERIUTER, T4 R
F2k:

o IEBRSER: R EERPITESR, IFAT B E5E json L F0R
o BRIRGER: an L IREENRIIPUTER, PLFAF & B json LR
o REG: 25 & 162 VA FHISON-RPCIE LI, RIS %X .

=P
[=]

9.5 HHIGHLE 55T

HE: JiESM: TEWeCrossig S % il E .

9.5.1 FKEEHIE

AE AR download_console. shiRBUEHI G -

cd ~ && mkdir -p wecross && cd wecross

# REEEH S

bash <(curl -sL https://github.com/WeBankBlockchain/WeCross—Console/releases/
—sdownload/resources/download_console.sh)

WeBankBlockchain HUTAIN G, &4 WeCross—-Console H3E, MU :

— apps

L wecross—console-xxx.jar # EHE jart
— conf

|: application-sample.toml # BCE RIS

log4j2.xml # HEMCEH

— 1ib # MR jartd HR
— logs # HEXH:
L— start.sh # JEhAR

9.5.2 L BEEHE

EHIGHE N conf/application-toml, AENEH GRIHALE

cd ~/wecross/WeCross—Console
# PIEE sample

cp conf/application-sample.toml conf/application.toml

# 7 DU RIS B % FH P 7 AIE 5
cp ~/wecross/routers-payment/cert/sdk/« conf/ # f%: ca.crt- node.nodeid- ssl.
—Ccrt~ ssl.key

# ILE

vim conf/application.toml

fit B 156 & 5 H P router i7EHE

[connection]
server = '127.0.0.1:8250' # XN routerflipHlrpciid
sslKey = 'classpath:ssl.key'

(continues on next page)
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sslCert = 'classpath:ssl.crt'

caCert = 'classpath:ca.crt'

sslSwitch = 2 # disable ssl:2, SSL without client auth:1 , SSL with client and_
—server auth: 0

# ATEEERKSEN, PUTHS  login B ANEIAIKS B

[login]
username = 'username'
password = 'password'

9.5.3 EBhEHA
TERSHEB DA REINER T, B A

cd ~/wecross/WeCross—-Console
bash start.sh
# HiH ARG B RS SR

Welcome to WeCross console(v1.0.0)!
Type 'help' or 'h' for help. Type 'quit' or 'qg' to quit console.

HE: DUNTR BB K an < BT AE SR LASEPRBC E e, Ak R -

9.6.1 help

B AhelpEiEh, BEEEHGIIERMS .

[WeCross]> help

S

quit Quit console.

registerAccount Register a Universal Account.

login Login SDK if you have already registered.

logout Logout SDK.

addChainAccount Add a Chain Account to your Universal Account.
setDefaultAccount Set the chain account to be the default account,
—~to send transaction.

supportedStubs List supported stubs of WeCross router.
listAccount List your Universal Account's information.
listLocalResources List local resources configured by WeCross server.
listResources List all resources including remote resources.
status Check if the resource exists.

detail Get resource information.

call Call constant method of smart contract.

invoke Call non-constant method of smart contract, will
—auto-transfer to command execTransaction during transaction.

sendTransaction Call non-constant method of smart contract.
callTransaction Call constant method of smart contract during
—transaction.

execTransaction Call non-constant method of smart contract during
—~transaction.

startTransaction Start an xa transaction.

(continues on next page)
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(£ ET0)
commitTransaction Commit an xa transaction.
rollbackTransaction Rollback an xa transaction.
loadTransaction Load a specified transaction context.
getXATransaction Get info of specified XA transaction.
listXATransactions List XA transactions in route.
bcosDeploy Deploy contract in BCOS chain.
bcosRegister Register contract abi in BCOS chain.
fabricInstall Install chaincode in fabric chain.
fabricInstantiate Instantiate chaincode in fabric chain.
fabricUpgrade Upgrade chaincode in fabric chain.
genTimelock Generate two valid timelocks.
genSecretAndHash Generate a secret and its hash.
newHTLCProposal Create a htlc transfer proposal
checkTransferStatus Check htlc transfer status by hash.
getCurrentTransactionID Get Current xa Transaction ID.
WeCross.getResource Init resource by path, and assign it to a custom
—variable.
[resource] . [command] Equal to: command [path].
S

* help BoRERFM LIS S8 s L IIRERIA

4
- BEEFMLIERN AN, BAGS -hSi-helpBF - 40

[WeCross]> detail -h

Get the resource information
Usage: detail [path]

9.6.2 supportedStubs
T rrouter ™ B SCRFFTE RS -

[WeCross]> supportedStubs
[BCOS2.0, GM_BC0OS2.0, Fabricl.4]

9.6.3 login
FELRHER G 2R ERIKS -

ZHL
o username: (A[1%) CEMFIEFES -
* password: (A1) K5 20 -

[WeCross]> login orgl-admin 123456
Result: S S

Universal Account:
username: orgl-admin
pubKey : 3059301306...

(continues on next page)
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(B2 7))

ualD : 3059301306...

# HFfEconf/application.tomlBANE [login], FIEHERIA loginin 2T ER, TR

[WeCross]> login
Result: success

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

# YUfEconf/application.tomlRELE [login], WATEEMA loginfi&#HITER, FITRAIKS D

[WeCross]> login
username: orgl-admin
password:

Result: success

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

# BRWIIG wecros st B HIPrompt 2N E A& RHIIKS &
[WeCross.orgl-admin]>

9.6.4 logout

FEHHIE B K -

[WeCross.orgl-admin]> logout
Result: success

9.6.5 registerAccount

FMeREkS -

S
e username: (AJi%) CIFEMAILFKS -
* password: (A]i%) K5 20 -

[WeCross]> registerAccount org2-admin 123456
Result: success

#ﬂﬂﬁ%%ﬂmgwwﬂwwwwﬁéﬁr%%‘ﬁﬁﬁﬂ%%%@
[WeCross]> registerAccount

tips: username can contain alphabet, digit and some special characters: [—_]

and the length is in range [4,16].
username: testl

tips: password can contain alphabet, digit and some special characters: [Q@+!$x#7?]

and the length is in range [1,16].
password:
Result: success

9.6.6 addChainAccount

FEHHI 2 RS IR — R -

96
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s chainType: H¥2:%, HAEjE$E [Fabricl.4, BCOS2.0, GM_BCO0S2.0] =FEA .
o firstKeyPath: S5—NEHAED S, DUEAREERBHITX 5
- & ZFISCO BCOSEKA PN S, B—RHRBIENEBCOSHENMK S FIA%H (X/HEN) B

(&

- #if=Hyperledger Fabric KB FIBENK S, 55— MIEF BE 12N & FabricHEMK 5 FIES (48X /AHXT)
BAZ;

» secondKeyPath: 55 " AR, DUAARBERELETX 4

- % EFISCO BCOSEMHENK 5, % M E RN ZBCOSHENK S HIFAH (HaXI/AHXT) B
125

— #s=Hyperledger Fabric BRI IHENK 5, 25 A BE 2 SE FabricBENK 5 OB EA (XS /AR )
Az,

o extraData: #/MEGE, DR ARIEERAIHITX 70
- F#/ZFISCO BCOSKAMHENKS . W/MIHENIFEBCOSHENK S b (address)
- #if&Hyperledger Fabric R EENKS , BUIMNEIE N2 FabricBEMK 5 BT 8 FOALAA ;

« isDefault: 2 RFHTHIHENK 5 ENIZ R RIEONK S -

# UNIIBCOSEENK S

[WeCross.orgl-admin]> addChainAccount BCOS2.0 conf/accounts/bcos_user/
—0xd06636e57de535c8d148662189cb6c3dlee’ad’b.public.pem conf/accounts/bcos_user/
—0xd06636e57de535¢c8d148662189cb6c3dloe7ad7b.pem
—0xd06636e57de535c8d148662189cbbc3dlee7ad7b false

Result: success

Universal Account info has been changed, now auto-login again.

Result: succes

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

#NINFabri cBENK S

[WeCross.orgl—-admin]> addChainAccount Fabricl.4 conf/accounts/fabric_admin/account.
—crt conf/accounts/fabric_admin/account.key Orgl true

Universal Account info has been changed, now auto-login again.

Result: success

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

9.6.7 setDefaultAccount

BB MRS XN BERTRAL 5 LR EAKS -
o chainType: KM, HHIEFE [Fabricl.4, BCOS2.0, GM_BCO0S2.0] =FhZ % .
 keylD: FEEMKSMIID, Wil listAccountn 2 HREL -

[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 2
Result: success

(continues on next page)
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Universal Account info has been changed, now auto-login again.
Result: success

Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualbD : 3059301306...
listAccount

BEAHERKSHFAER -
ZH
o -d: (AD%) FLREIEFBIKS WENFEAERNGEE, A/FEKSAHAESEER, 2RKSAHER

[WeCross.orgl—-admin]> listAccount
Universal Account:
username: orgl-admin

pubKey : 3059301306...
ualD : 3059301306...
chainAccounts: [
BCOS2.0 Account:
keyID : 0
type : BCOS2.0
address : 0xe6a68370212863821a5c209c5b66f4bad40e7c80e

isDefault: true
Fabricl.4 Account:
keyID HE

type : Fabricl.4
MembershipID : OrglMSP
isDefault: true
Fabricl.4 Account:
keyID : 3

type : Fabricl.4
MembershipID : OrglMSP
isDefault: false
Fabricl.4 Account:
keyID HE

type : Fabricl.4
MembershipID : Org2MSP
isDefault: false

# k- -a
[WeCross.orgl-admin]> listAccount -d
Universal Account:
username: orgl-admin
pubKey : |
—3059301306072a8648ce3d020106082a811ccf5501822d03420004a313bc3d08a93a837d81b8d38fb9]
ualD .
—3059301306072a8648ce3d020106082a811ccf5501822d03420004a313bc3d08a93a837d81b8d38£b9]
chainAccounts: [
BC0OS2.0 Account:
keyID : 0
type : BCOS2.0

| 72fa34clc71d

| 72fa34clc71d

(continues on next page)
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pubKey i BEGIN PUBLIC KEY-———-—
MFYWEAYHK0ZIz JOCAQYFKAEEAAODQQAEdf3y930w4P/1icg+X0ghrK7DOpCwzug]j
ZS+aX5110BYULVeSihr5dns10uNHpIhG6g6TSYDnNKFO0UxgccbhbZKy/g==

address : 0xe6a68370212863821a5c209c5b66f4bad0e7c80e
isDefault: true

Fabricl.4 Account:

keyID 1

type : Fabricl.4

cert T - BEGIN CERTIFICATE————-
MIICKTCCAJCgAWIBAGIRAP1ePqCuLUSYTOpmETITIkicwCy. .. #&MH%

MembershipID : OrglMSP
isDefault: true

Fabricl.4 Account:

keyID HENC]

type : Fabricl.4

cert R BEGIN CERTIFICATE-——--
MIICKzCCAdGgAwWIBAGIRAN44JEay7bkhHKCbDInOkKUwWCy. .. #&0%

MembershipID : OrglMSP
isDefault: false

Fabricl.4 Account:

keyID 2

type : Fabricl.4

cert i BEGIN CERTIFICATE-————-—
MIICKTCCAJCgAwWIBAGIRAPyucC+VKEnYg+HT15PvUn9EwCy. .. #&HE

MembershipID : Org2MSP
isDefault: false

listLocalResources

S Rrouterfit B A B HE B -

[WeCross.orgl-admin]> listLocalResources

path: payment.bcos.HelloWorld, type: BCOS2.0, distance: 0
path: payment.bcos.htlc, type: BC0S2.0, distance: 0

path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: O
path: payment.bcos.evidence, type: BC0S2.0, distance: 0
path: payment.bcos.ledger, type: BC0S2.0, distance: 0
path: payment.bcos.asset, type: BC0S2.0, distance: 0
total: 6

listResources

T WeCross iP5 55 [CHELA I B 1 15 5 B AN BT A RE SR -
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[WeCross.orgl—-admin]> listResources

path: payment.fabric.WeCrossHub, type: Fabricl.4, distance: 1
path: payment.bcos.htlc, type: BC0S2.0, distance: 0

path: payment.fabric.ledger, type: Fabricl.4, distance: 1
path: payment.bcos.WeCrossHub, type: BC0S2.0, distance: O
path: payment.fabric.htlc, type: Fabricl.4, distance: 1
path: payment.bcos.evidence, type: BC0S2.0, distance: 0
path: payment.bcos.ledger, type: BCOS2.0, distance: 0

path: payment.fabric.sacc, type: Fabricl.4, distance: 1
path: payment.fabric.evidence, type: Fabricl.4, distance: 1
path: payment.bcos.asset, type: BC0S2.0, distance: 0

path: payment.bcos.HelloWorld, type: BCO0S2.0, distance: 0
path: payment.fabric.asset, type: Fabricl.4, distance: 1
total: 12

status
ST 5 5 B VR R AR AE

23,
* path: BEE B IRARR -

[WeCross.orgl-admin]> status payment.bcos.HelloWorld
exists

detail
BE B RIRAFAEER -

S

o path: FEHEGIRIRIA -

[WeCross.orgl-admin]> detail payment.bcos.HelloWorld
ResourceDetail{

path="payment .bcos.HelloWorld"',

distance=0",

stubType="BC0S2.0",

properties={

BCOS_PROPERTY_CHAIN_ID=1,

BCOS_PROPERTY_GROUP_ID=1

br
checksum="'c77f0ac3ead48d106d357ffe0725b9761bd55d3e27edd8ce669ad8b470a27bc8"
}

[WeCross.orgl—-admin]> detail payment.fabric.sacc
ResourceDetail({
path="'payment.fabric.sacc"',
distance=1",
stubType='Fabricl.4"',
properties={
ORG_NAMES=[
Orgl,
Org2
] 4
PROPOSAL_WAIT_TIME=300000,
CHAINCODE_VERSION=1.0,
CHANNEIL_NAME=mychannel,
CHAINCODE_NAME=sacc

(continues on next page)
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by
checksum="'058b239a9f10dc2b1154e28910861053¢c376beb6lcbbfd539b71£354b85ed309b"

HRERESAINTE, AP IRERER, NELS -

o path: BEBEBTYRARIA -
* method: A4S -
o args: SHIIFE .

[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [Hello, World!]

# EHRFZSRET, callm R HIFEZHETS callTransaction
[Transactlon running: 575905db7aab412bb476db8b89%a4c042]
[WeCross.orgl-admin]> call payment.bcos.HelloWorld get
Result: [test2]

sendTransaction

WHAEREANTIE, SHEMEE LIRS, FERLS -
ZHL

o path: BEHEGIRIRIA -

e method: AL -

o args: SZETIFE -

-

[WeCross.orgl-admin]> sendTransaction payment.bcos.HelloWorld set "Hello, WeCross!"

Txhash : 0x4e3fe01371cf2a304b0782b554399bf8643cd50e5ea9c522d9¢c846ee38ec00dd
BlockNum: 16

Result : []

invoke

TEIRESIRERS, 56 sendTransactionNBE—E EEFIREN, S L execTransactionH)HE—EK
ZH

o path: FEHEGIRIRIA -

* method: G4JT1ES -

o args: ZETIFE -

-

# EFHSRER, invokefl¥ T4 sendTransaction

[WeCross.orgl-admin]> invoke payment.bcos.HelloWorld set testl

Txhash : 0x5b925655f1668357845c1846450b47ab9%2bbelf96cdeaf9e2db98aa834536dal
BlockNum: 35

Result : [

[WeCross.orgl-admin]> startTransaction payment.bcos.HelloWorld
Result: success!

(continues on next page)
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Transaction ID is: 575905db7aab412bb476db8b89a4c042

# ggﬁ%ﬁﬁbﬁf invoke$ﬁ!§ ﬁ4> execTransaction

[Transaction running: 575905db7aab412bb476db8b8%a4c042]
[WeCross.orgl-admin]> invoke payment.bcos.HelloWorld set test2

Txhash : 0x3d22c863570696c9%9eedl121£94bd6794865286ac85c5¢c9778b147770b2a8338bff
BlockNum: 37

Result : []

[Transaction running: 575905db7aab412bb476db8b8%a4c042]
[WeCross.orgl-admin]> callTransaction payment.bcos.HelloWorld get
Result: [test2]

bcosDeploy

FISCO BCOS & 4JERE i<, HINREFE S, KGR [E R ik

Path: BEHEBTIRIIOR . HTHRCHRE G LI BTR

* Source file path: #E ) GLIBRIE, STHRPUENT BE1Z/ABXT BE S

* Class Name: ¥FZEHIA L%

* Verseion: BREALAST, HER: F—SARATHE—, FIXKFBEMHFRRRAES &KW
ZNE

[WeCross.orgl—-admin]> bcosDeploy payment.bcos.HelloWorld contracts/solidity/
—HelloWorld.sol HelloWorld 2.0
Result: 0xc3c72dce00cl1695e8£50696£22310375e3348¢ele

bcosRegister

FISCO BCOS FME B AN NEFERIR, IR EISuccess, RBGR EIE1RH A

Path: F58EBRPIOR, HTARMCEM A S LI BIR

* Source file path: &2 ABIS - FE 1280 E & 2 TRIS B Z

* Contract address: {E/f A& £tk

s Version: B2URAT, EE: F—MESAMASHE—, FXTFEHRMRASKEAS KK
ZNE

[WeCross.orgl-admin]> bcosRegister payment.bcos.HelloWorld contracts/solidity/
—HelloWorld.sol 0xc3c72dce00cl695e8£50696£22310375e3348ele HelloWorld 3.0
Result: success

fabriclnstall

Fabric Z3EHERG in &, 243 J5 FafabricInstantiate R f5 B B

ZHL
o path: BEHEBTIRFRIA -
« sourcePath: BEfS TAEFTTE H3x, STHFAEXTER12FTWeCross-Consoleficonf B 5% A FAHXT B 12
o version: FEE 1A, fabriclnstantiatefs 5 AR B
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e language: F&E—THEISIES, FFGO_LANGHIJAVA

# fEorglH#E saccH?

[WeCross.orgl-admin]> fabricInstall payment.fabric.sacc Orgl contracts/chaincode/
—»sacc 2.0 GO_LANG

path: classpath:contracts/chaincode/sacc

Result: Success

# ¥FrabricBEBRNK S E org2—adminfIK S, LMETEATERE SR orgod
# FE: WREIF, orgo-adminlkSHkeyID 2, AT 1istAccount @i
[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 2

Result: success

Universal Account info has been changed, now auto-login again.
Result: success

Universal Account:
username: orgl-admin
pubKey : 3059301306...
ualD : 3059301306...

# fEorg2H#iE saccH?

[WeCross.orgl—-admin]> fabricInstall payment.fabric.sacc Org2 contracts/chaincode/
—»sacc 2.0 GO_LANG

path: classpath:contracts/chaincode/sacc

Result: Success

fabriclnstantiate

Fabric JH3) (SLfML) CZ%EREER - P PRATFE 56 F fabricInstall [7] 75 RE MM 232 BERY -
S
o path: BEBERIRIRIA -
o orgNames: HERGH 23 INLIG S 5=
« sourcePath: I TREFTIE H3K, SCRPHUEXTBE 121 WeCross-Consolefconf H 5% P HAEX B 15
o version: FEE— 1A, SfabricInstallsf FIRRAKT K
e language: ¥&E—THEISIES, SCFFGO_LANGFIJAVA
o policy: FREHE PHRME LM, K& defaulty ITH endorser LLORFHHZ
* initArgs: FERGHIIRILSEL

[WeCross.orgl—-admin]> fabricInstantiate payment.fabric.sacc ["Orgl","Org2"]
—scontracts/chaincode/sacc 1.0 GO_LANG default ["a","10"]
Result: Instantiating... Please wait and use 'listResources' to check. See router

—'s log for more information.

BN EEK (IminZE4) , A HlistResourcesB B &4 EJE ), & KEEIARED), 7] & Hrouterf H &
HATHEE -

fabricUpgrade
Fabric IR /S shBERG Z 5, A2 C FEERETRE - WP RAIFFEH fabricInstal 1A ENIG %
RRH—DIURBBERY -
23
o path: BEBERIRIRA -
o orgNames: HERGHE 23 INLIG SR
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o sourcePath: HERD THREFTTE H3x, SCFRFYEXTER12F1WeCross-ConsoleHconf H 3 A R Bg 2
o version: FERE— TR, 5 fabricInstallif BRSNS B

s language: f8E— TMHEIGES, XFFGO_LANGHIJAVA

o policy: TREEH KB LM, 1% Edefault JORPTHendorser

o initArgs: BERGHIIR L SEL

[WeCross.orgl—-admin]> fabricUpgrade payment.fabric.sacc ["Orgl","Org2"] contracts/
—chaincode/sacc 2.0 GO_LANG default ["a","10"]
Result: Upgrading... Please wait and use 'detail' to check the version. See router

—'s log for more information.

F R R EIES K (IminZefs) . Tl Fdetail payment.fabric.saccBEEFMAE, &K EFHK5E
%, A& Brouterd H A THES -

genTimelock

PERERCTKH B A &, ARYET A 22 42 S0 1> B IR R (AT -
AL

o interval: B [A] ()RR

[WeCross.orgl-admin]> genTimelock 300
timelock0O: 1607245965
timelockl: 1607245665

genSecretAndHash

EHERRIKAHBY v &, AR DRI E R A .

[WeCross.orgl-admin]> genSecretAndHash
hash : cdbfc235bef%aff715967119a25b03£f49e7103480fec459%9a610d2efe51ff35fad
secret: 266a85d058afbf743c541£f8da4add95d54£f02cad27acd90d8b2155947524d303

newHTLCProposal

FE— D ET IR FB G A RBREERIKIE SR, %< HM RBER T &5 177 2 BT -
ZHL
o path: BEHERRIKBTIRIRIR -
e args: RRER, QFEMEENEIKER -
- hash: FE—FRIR, #RES,
- secret: FERSHIMEARE
- role: By, KiTj-true, 2577 -false KT ToEAE Asecret, 225 Jisecretf&null -
— senderQ: & H2JT BB a5 A& 7R N BE E R
— receiver0: & FEJT B GRECE TEXT RIEE E bk
— amount0: & J7 HHE Hi AT
— timelock0: A HE277 FRAH N [A]
— senderl: 2577 M) &5 AN N BE E AR
— receiverl: Z:5 77 HIBGRCE 7EX RIEE bk
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- amountl: %577 WL H 440
— timelockl: 2577 IR [E], ZINT A2 75 AR AT AS 8]

[WeCross.orgl-admin]> newHTLCProposal payment.bcos.htlc,
—bea2dfec011d830a86d0fbeeb383e622b576bb2c15287bla86aacdbala387ell |,
—9dda9abel75a919ee98££0198927b0a765e£96cf917144b589bb8e510e04843¢c true
—0x4305196480b029%bbecb071b4b68e95dfef36a77b7
—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbecf 700 2000010000 Admin@orgl.example.com,
—Userl@orgl.example.com 500 2000000000

Txhash: 0xf9b50871c0b05830af9c251d786d2ea93e6£98282e33b6d4c530ed0fddde2£25
BlockNum: 18
Result: create a htlc proposal successfully

checkTransferStatus

RIEHRZES (Hash) EifhdcFEHRE -
S

o path: FEHEGIRIRIA -

* method: G474 -

e hash: KRS -

[WeCross.orgl-admin]> checkTransferStatus payment.bcos.htlc
—bea2dfec011d830a86d0fbeeb383e622b576bb2c15287bla8baacdbala387ell
status: ongoing!

startTransaction

HEA, JTFRmBES -
AL

* path_I ... path_n: ZH5HEFWRIFEREIIR, BEIRFHTRESPARRESBUE, BUERNR
RESHROL A RERNZLEFIRALEGERE, EARESHITE G RIEHSBHES -

[WeCross.orgl-admin]> startTransaction payment.bcos.evidence payment.fabric.
—evidence

Result: success!

Transaction ID is: 024f0ff81cdad4b938a0b48805be%9ebbl

# REHNER—BES D, HE N IRPrompt I FESIRAE R ESIEARITH

[Transaction running: 024f0f£f81cdad4b938a0b48805be%ebbl]
[WeCross.orgl-admin]>

execTransaction

58O, REEHTS-
ZHL
* path: BFIREETS

o method: 4, [FlsendTransaction. FTEEVEE R, ZEOFEESATEHEL _revert RN
[EREEA -

o args: Z%{, [FlsendTransaction -
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[Transaction running: 024f0ff81cda4b938a0b48805be%ebbl]

[WeCross.orgl-admin]> execTransaction payment.bcos.evidence newEvidence evidencel
—Jerry

Txhash : Oxcb4ee8blb83f6855e7583c75bec35c29004eed46c93a7bcfe92b5d7156572235
BlockNum: 28

Result : [true]

[Transaction running: 024f0f£f81cdad4b938a0b48805be%ebbl ]
[WeCross.orgl-admin]> execTransaction payment.fabric.evidence newEvidence,,
—evidence2 Tom

Txhash : bb955ee814bl2ebcl9a068c8d3cllafbc7aadc6c62225dac51fc5¢c496049c36d
BlockNum: 14

Result : [Success]

callTransaction

&0, BEiRESTEEEE -

W
=

* path: BRI -
o method: # 4%, [FlsendTransaction -

o args: %\, [FlsendTransaction -

[Transaction running: 024f0££f81cdad4b938a0b48805be%ebb6l]
[WeCross.orgl-admin]> call payment.bcos.evidence queryEvidence evidencel
Result: [Jerry]

commitTransaction
5O, #RES, WAESHITEEFITERZED) -
o path_l ... path_n: (A[i%) FHTHEZELSHIRRIZINFE -

[WeCross.orgl-admin]> commitTransaction payment.bcos.evidence payment.fabric.
—evidence

# WA IEHERIA  commitTransaction %, AVRAIXIRESS, HAnMEE
[Transaction running: 024f0f£f81cdad4b938a0b48805be%ebbl ]
[WeCross.orgl-admin]> commitTransaction

Transaction running now, transactionID is: 024£f0££f81cda4b938a0b48805be9ebbl
Are you sure commit it now?(y/n) vy

Committing transaction: 024f0ff81cda4b938a0b48805be9ebbl. ..

Result: success!
# ERESE, Prongﬁ?ﬁ?@ﬁﬁiﬁ§g§§%ﬁ?g
[WeCross.orgl—-admin]>

rollbackTransaction

GHEA, WEARRESHITERER .

S dm
i

o path_1 ... path_n: FHTENREFHIBILINE -
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# BEITIREHPRE
[WeCross.orgl-admin]> call payment.bcos.evidence queryEvidence evidenceO
Result: []

# JiR%ES

[WeCross.orgl-admin]> startTransaction payment.bcos.evidence
Result: success!

Transaction ID is: e27ddd9fc4564256b20e6329£9ce9969

# HITHES

[Transaction running: e27ddd9fc4564256b20e6329f9ce9%9969]

[WeCross.orgl-admin] > execTransaction payment.bcos.evidence newEvidence evidenceO
—WeCross

Txhash : 0x5851a927a33b673£76b9fe3a57767ddd3d920230d54d7£ee92400789a0bd551c
BlockNum: 31

Result : [true]

# BEEHSERE

[Transaction running: e27ddd9fc4564256b20e6329£9ce9969]

[WeCross.orgl-admin]> callTransaction payment.bcos.evidence queryEvidence evidenceO
Result: [WeCross]

# ERES

# AILIEE#IN rollbackTransaction i, HWIAyENRXIRES, WAANEGE, e A2 EREE
[Transaction running: e27ddd9fc4564256020e6329f9ce9969]

[WeCross.orgl-admin]> rollbackTransaction

Transaction running now, transactionID is: e27ddd9fc4564256b20e6329£9ce9969

Are you sure rollback transaction now?(y/n) vy

Rollback transaction: e€27ddd9fc4564256b20e6329f9ce9969...

Result: success!

# BEBSEREEARE, FHFGEET R —2
[WeCross.orgl-admin]> call payment.bcos.evidence queryEvidence evidenceO
Result: []

getXATransaction

HEO, BRESER-
23
e transactionID: ZFESID, HFRAHFHSHID
e path_1 ... path_n: S5HFSMHEIEHEIIE

[WeCross.orgl-admin]> getXATransaction 024£f0£f£f81cdad4b938a0b48805be%eb6l payment.
—fabric.evidence
XATransactionResponse{
xaTransactionID="024f0f£f81cdad4b938a0b48805be9%ecbol"',
username='orgl-admin',
status='committed"',
startTimestamp=1607246930,
commitTimestamp=1607247480,
rollbackTimestamp=0,
paths=[
payment.fabric.evidence,
payment .bcos.evidence
:| ’
xaTransactionSteps=][
XATransactionStep{

(continues on next page)
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&L

xaTransactionSeg=1607247002498,
username='orgl-admin',
path='payment.fabric.evidence',
timestamp=1607247002,
method="'newEvidence',
args="[
"evidence2",
"Tom"
J '
}
]
}

listXATransactions
RO, EWTE N EIERRTES -

ZHL
. size: FREENEL JEHETE[1-1024]

[WeCross.orgl—-admin]> listXATransactions 4

Result: [ {
"xaTransactionID" : "e27ddd9fc4564256b20e6329f9ce9969",
"username" : "orgl-admin",
"status" : "rolledback",
"timestamp" : 1607247643,
"paths" : [ "payment.bcos.evidence" ]
o A
"xaTransactionID" : "024f0ff81cdad4b938a0b48805be%9ebobl",
"username" : "orgl-admin",
"status" : "committed",
"timestamp" : 1607246930,
"paths" : [ "payment.bcos.evidence", "payment.fabric.evidence" ]
oo A
"xaTransactionID" : "65aaedc68bc24126ad48a794e08bb7d1l",
"username" : "orgl-admin",
"status" : "committed",
"timestamp" : 1607246797,
"paths" : [ "payment.bcos.evidence" ]
b A
"xaTransactionID" : "46299d812d2f42eaad64989daf94fe6cf",
"username" : "orgl-admin",
"status" : "committed",
"timestamp" : 1607246405,
"paths" : [ "payment.bcos.HelloWorld" ]

bl

loadTransaction

K E B FE N EEHITHRIES L.
ZHL:
o transactionID: PKE HIESSID -

e path_l ... path_n: IEAEHITHIE S HBIRIRIZSIE -

\»
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# BWEHTES, HHSIELTHTF

[WeCross.orgl—-admin]> listXATransactions 1

Result: [ {
"xaTransactionID" : "0a359201499047f8a99%9a6a978b%a7£f77",
"username" : "orgl-admin",
"status" : "processing",
"timestamp" : 1607249155,
"paths" : [ "payment.bcos.HelloWorld" ]

bl

[WeCross.orgl-admin]> loadTransaction 0a359201499047£8a99a6a978b9%a7f77 payment.
—bcos.HelloWorld

Load transaction success!

# WEHIHEH TR

[Transaction running: 0a359201499047£8a99a6a978b9%a7£77]

[WeCross.orgl-admin] >

getCurrentTransactionID

IR HiE ] & I E 51D

[Transaction running: 0a359201499047£8a99a6a978b9%a7£77]
[WeCross.orgl-admin]> getCurrentTransactionID
There is a Transaction running now, ID is: 0a359201499047f8a99a6a978b%a7£f77.

9.7 X B4
9.7.1 WeCross.getResource

WeCrosstE il G AL T — MRS, B 1 getResource RYIIAN — B EERIRSEH], F+ HELS —
NS o SXFEFE AR — N B R IRRAFIUBIEE AR, A EEE IR A B IR -

# myResource & HE NI EY
[WeCross.orgl-admin]> myResource = WeCross.getResource payment.bcos.HelloWeCross

# AT LUK B REBURAR PR (28 20 B, S 28 B 44 SR 06— 1B E B VRS

[WeCross.orgl-admin]> path = payment.bcos.HelloWeCross

[WeCross.orgl-admin]> myResource = WeCross.getResource path

9.7.2 [resource].[command]

LR — BB RERIRSLFE, BT LUE . commandBIJ7EC, B RERTIRRIUBHEM -

# W NAREY, E capE R LB BIRENS U M ETE 64
[WeCross.orgl-admin]> myResource.

myResource.call myResource.status
myResource.detail myResource.sendTransaction

9.7.3 status

[WeCross.orgl-admin]> myResource.status
exists
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9.7.4 detail

[WeCross.orgl—-admin]> myResource.detail
ResourceDetail{
path="'payment .bcos.HelloWorld',
distance=0",
stubType="'BC0S2.0"',
properties={
BCOS_PROPERTY_CHAIN_ID=1,
BCOS_PROPERTY_GROUP_ID=1,
HelloWorld=0x9bb68f32a63e70a4951d109f9566170f26d4bd46

}l
checksum="'0x888d067b77cbb04e299e675ee4b925£dfd60405241ec241e845b7e41692d53bl"

}

9.7.5 call

[WeCross.orgl-admin]> myResource.call get
Result: [Hello, World!]

9.7.6 sendTransaction

[WeCross.orgl-admin] > myResource.sendTransaction set "Hello, WeCross!"
Result: []

[WeCross.orgl-admin]> myResource.call get
Result: [Hello, WeCross!]
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cHAPTER 10

M ARk 55

10.1 BEHEMK

10.1.1 #E&

NRIRHFIBEERNFRK S, WeCross K HH#FITo—EH, AR HEHEK -
* 5. UA (Universal Account)
o EX
- B WeCrossH i F 1) 5
- BERK P MARIREREEL T AN, 45758 5% 4 Sk
o VEF: XTARIRAREE, #RHBREKS LS
o ROR: XITARIRAIRIEE, HERSE S ETRERIT BT B B R
o IRt —PEHEKFFTLUFFEZ MRS, — RPN BERP S

10.1.2 53

o FFIE SRR SRS S HEK P S

o FPTEBEHENR - N AT AN AN R 5 3 B BE I

o B HZRTTF, ARUA Proof, ESHENK 5 HENK - BBLET

* UA ProoffErouter[u][f] 47, 7EIRENAE 2 & AR, 456 UA ProoffREUAR 58 ) HO 5 HE IR 77
o 152 FHWeCross Account Managerif {78 P

10.1.3 244

— MK A ARE LN E R
» UA%: orgl-admin
o AFA\EH: aaaa- bbbb
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o BEK
— FISCO BCOS 2.0
x 0: A~ FARH . Hidik . UA Proof ~ BRIATK
x 1: A~ FAH - #idik « UA Proof ~ JEERIANK
- FISCO BCOS 2.0 [E%
x 2 AR~ FARH . Hidik . UA Proof ~ JEERIANK
x 3. AEA - FAEH - Ak . UA Proof - ERIATK P
— Hyperledger Fabricl.4:
« 4: UEF < FA¥H - MSPID « UA Proof ~ B\l
* 5...

10.2 WeCross Account Manager

10.2.1 #E&

- 1EH: BB MR EEEKS
. J8Hy
— Routerie¥ H WL Account Managerif 171 #2
— Account Manager#il B ENU R, ZhEFrouter TTE A 7]
o BIE
— Routeri®#Account Manager)5, ' #ERouter LT85
- BhifE, ARA S G MM AT ERRIEARL S, TR Hrouter 4 1) B
o PR
— RouterfRi]: Router AH %R T KM Account Manager, 7 BEJH 5/

- HFFRE: EEBEMK FEOE 3 Account Manager® P, FH P R EEAEEHE T H S WM WeCross
Account ManagerfJRouter_I 7/ REE SR AL )

chainl E i chain2

W1 l l P4 2
---------------- | fmmTmmm Ty Suininiainiiei ettt ity
: account 4_’5 router | — router | account

! manager ! ' ! ! ! ! manager

T Y B ﬁﬂﬁ‘ T Ty
P . =71 r‘ ____________ ~=71
i o | | :
i UA:orgl-admin @ e i UA:org2-userl !
1 L . a . B __f%_?__ | :
| @ KeyO h g ©°rgl-admin @ ©°rg2-userl -h: @™ Keyo |
1 @™ Keyl E ! @ Keyl i
1 @™ Key2 i g @ Key2 !
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10.2.2 #R=
T
Sk, THER
i

o B & S5RouteriE /A FLAEH

cd WeCross—Account—Manager
cp ~/wecross/routers-payment/cert/sdk/x ./conf #MERrouterHFHEI

« ERE B INE R ATV

bash create_rsa_keypair.sh -d conf/ # fFconf N rsa_private.pem rsa_public.pem

- GEEE

cp conf/application-sample.toml conf/application.toml
vim conf/application.toml

[service] # Account Manager)ﬁﬁ]ﬂﬁservice@ﬁﬁ. Routeri%#HZE M service
address = '0.0.0.0"
port = 8340
sslKey = 'classpath:ssl.key'
sslCert = 'classpath:ssl.crt'
caCert = 'classpath:ca.crt'

sslOn = true

ladmin] # PR adminBSHEMKF , 5B —IRE S LA E O
username = 'orgl-admin'
password = '123456"

lauth] # BEFEMEAEFRLE (Gwt) KEE, namef[EHH B EVIEZ

name = 'orgl'
expires = 18000 # 5 h
noActiveExpires = 600 # 10 min

lencrypt] # HEMEAFAHALILE
privateKeyFile = 'classpath:rsa_private.pem'
publicKeyFile = 'classpath:rsa_public.pemn'

(db] # XUEFEERIE

url = 'jdbc:mysqgl://localhost:3306/wecross_account_manager'
username = 'Jjimmy'
password = 'abcl23'

lext] # THENE
allowImageAuthCodeEmpty = true # & &N, W falsela il G ICIEEH

< B

bash start.sh # [¥1: bash stop.sh

10.2.3 K #4E

A PR S R £ T
BB T
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o ININEENK - CEROARS - M PREETR
A ELRR A & 800 T P S R RER 2 i B
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./console.html
./webApp.html

cHAPTER 11

KN

RTEA PR, WeCrosst& it T F 5 BB A, I 2 A7 T-WeCross#5 55 B H AR B 5k ~am: ~/
wecross—demo/routers—payment/127.0.0.1-8250-25500/), A&7 4 XX L fHl 25 (0 4 4
4.

11.1 B

start.sh
B AR start . shH T/ABIWeCrossikSS, Jaahid B H B 5885 Eif sk fEstart.outH -

’bash start.sh

PRIl

’Wecross start successfully

Rk

WeCross start failed
See logs/error.log for details

11.2 {5 IFRIAR

stop.sh
fZIE A st op . shH T% 1k WeCross iR 55

’bash stop.sh

11.3 9 EWeCrosslfil <

build_wecross.sh
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A2 A WeCross 5 B % FH 9 2%
Usage:
-n <zone id> [Required] set zone ID
-1 <ip:rpc-port:p2p-port> [Optional] "ip:rpc-port:p2p-port" e.g:"127.0.
—0.1:8250:25500"
-f <ip list file> [Optional] split by line, every line should
—be "ip:rpc-port:p2p-port". eg "127.0.0.1:8250:25500"
-c  <ca dir> [Optional] dir of existing ca
-0 <output dir> [Optional] default <your pwd>
-z <generate tar packet> [Optional] default no
-T <enable test mode> [Optional] default no. Enable test resource.
-h call for help
e.g
bash build_wecross.sh -n payment -1 127.0.0.1:8250:25500
bash build _wecross.sh —-n payment —-f ipfile
bash build_wecross.sh -n payment —-f ipfile -c ./ca/
« -n: FREBEHET XIRRA
o -1: Ak, FREER— RN, S5-fTi%—, B4T, W 192.168.0.1:8250:25500
o —f: WA, TREERZEENRE, 517058, 217, AMESETT, 6.
192.168.0.1:8250:25500
192.168.0.1:8251:25501
192.168.0.2:8252:25502
192.168.0.3:8253:25503
192.168.0.4:8254:25504

o —c: [, TREBHEREETENBE N Hcallk BAER

A, TEEBEHEMAHAESES, Bikwecross/

I, EWRCE, NIAERBEHERRRESE, TEBNEH TS
o -T: AE, HRE, ERAERER BRI ER
e —h: A%, FTElUsage

I g

11.4 RIFTENBEHA

add_chain.sh
IR add_chain.shFTZrouterH B4 E X HLEE B E L &

Usage:

-t <type> [Required] type of chain, BCOS2.0 or GM_
—BC0S2.0 or Fabricl.4

-n <name> [Required] name of chain

-d <dir> [Optional] generated target_directory,
—default conf/stubs/

-h [Optional] Help

o —t: GEEERA MRS, WBCOS2.05(Fabricl.4
o -n: EEL, KPS
o —d: FEEMLEHR, BAEREconf/chains/
NRIPEEEAREERIETE, BERREEEE (BIEE, EE Brouter, ikrouter EFMEALE) -
» BCOS2.0 ZARLE
s Fabricl 4 B ABLE
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11.5 BIEP2PILEF A

create_cert.sh

BIEP2PIE B A create_cert . shH T O#EP2PIEF 4 - WeCross RouterZ [8] 38 75 ZUEH FH Fil
ik, AEEEMECca. crtRIUEF AWeCross Router B 12 4 R 7% -

FENE-hEEH BE R

Usage:
-C
-C <number>

[Optional] generate ca certificate
[Optional] the number of node certificate,

—generated, work with '-n' opt, default: 1

-D <dir> [Optional] the ca certificate directory,
—work with '-n', default: './'

-d <dir> [Required] generated target_directory

-n [Optional] generate node certificate

-t [Optional] cert.cnf path, default: cert.cnf

-h [Optional] Help

e.g

bash create_cert.sh -c¢ -d ./ca

bash create_cert.sh -n -D ./ca -d ./ca/node

bash create_cert.sh -n -D ./ca —-d ./ca/node -C 10

o o HEflcalEds, HBELERN T callk i, A BEERT SIES -

e C: PiE-n, FREART AIEBREE-

o D: iR -n, FEEcalEPBREIR -

o d: TEERIHHER.

* n: AR -

o t: fEEcert.cntlER

11.5. BIEP2PIFF A
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CHAPTER 12

A&

KT8 WeCross Router Y BR & -

12.1 BEES5H

WeCross RouterfJli & Fconf HEXF, 44:

o FAl®E (wecross.toml) : FiERouternEHZ(ER

. BEfLE (Chains/<chain_r1ame>/stub.toml> s BUEEEE NN X HEE . B RIR

o IKFHEE (accounts/<account_name>/account.toml) : BLEA]HT AR HIAFAEH
EEER
it B H SRR

# XfEconfHF MMEMELELEN, Routerfl BiEH TWSHEE, AW bcosflrabric

log4j2.xml // BEREIM, THFES

accounts

— bcos_userl

L— account.toml // KFEE

L— fabric_userl

L— account.toml // WKFEE

chains
— bcos
L stub.toml // BERCE
L— fabric
L— stub.toml // BEECE

wecross.toml

// FERE

12.2 £ E

FHE N conf/wecross.toml, FLETREIUT:
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[common]
zone = 'payment'
visible = true
[chains]
path = 'classpath:chains'
[rpc] # rpc ip & port
address = '127.0.0.1"
port = 8250
caCert =
sslCert =

'classpath:ca.crt'
'classpath:ssl.crt’
sslKey = 'classpath:ssl.key'

threadNum = 16

threadQueueCapacity = 10000

sslSwitch = 2 # disable ssl:2,
—and server auth: 0

SSL without

webRoot = 'classpath:pages'

mimeTypesFile = 'classpath:conf/mime.types'
[p2p]

listenIP = '0.0.0.0"

listenPort = 25500

caCert = 'classpath:ca.crt'

sslCert = 'classpath:ssl.crt'

sslKey = 'classpath:ssl.key'

peers = ['127.0.0.1:25501"']

threadNum = 16

threadQueueCapacity = 100000

[account-manager]

server = '127.0.0.1:8250"
admin = 'orgl-admin'
password = '123456' # This field is not used at v1.0.0,
sslKey = 'classpath:ssl.key'
sslCert = 'classpath:ssl.crt'
caCert = 'classpath:ca.crt'
maxTotal = 200
maxPerRoute = 8
#[[htlc]]
# selfPath = 'payment.bcos.htlc'
# accountl = 'bcos_default_account'
# counterpartyPath = 'payment.fabric.htlc'
# account?2 = 'fabric default_account'

client auth:1 , SSL with client_,

# set the content-types of a file

just for future

BHRSHEES L EET, 952 [common] ~ [chains] -~ [rpc] -~ [p2p]l Kl [test], HNELE

& R
o [common]iBHEE

- zone: FATH; BEHESDXARIRTT, JEE —FPEEHEL /N N — 1 EEEE S [X
- visible: ffi/R; AWM, BREA = ETESHE S [X N A SRR 0 H A B BE 3 X AT

e [chains] HEECE

- path: FRFHER; BERDE AR B3, WeCross NiZ B T & n#i& 1M BEECE

e [rpc]RPCHIE

- address: FIFH; RPCHRSSHEWTHIIL, 8% 5 E A HLIPHIAE
— port: #EH . WeCross RouterfJRPC¥i; [1; WeCross Java SDKE F Router ] [1
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caCert: FFFH; WeCross RouterfRilE 5 %12

sslCert: FFFH:; WeCross RouterilE 3 %12

sslKey: F1FH; WeCross RouterfA%H %15

threadNum (A[3%) : B rpcZBfE%L, EAiA16

threadQueueCapacity (7[3%) : W (EHIAFIEE, BX1A10000

ssISwitch: #&7 SLINFECE, 0- MAHIE, 1 RouterlEH, 0. FLAIIE
webRoot: FAFH#, W TUEHE & TUH A IU0LE

mimeTypesFile: “F4F & M TTE & fYcontent-type M S S AF U .

e [p2p] éﬂﬂ@ﬂﬁ

listenIP: 77 & ; P2PARSS WAL, —/#%9°0.0.0.0°

listenPort : #£7!; P2PRZS MW ; WeCross Router [A] 5 #iH B 1 K
caCert : FfFH; WeCross RoutertRilE 13 %15

sslCert : “FHFH#; WeCross RouterilE 3 %1%

sslKey : “FFFH#; WeCross RouterfAEH %1%

peers: FAFHEUH; peerdl|FR; i E B AHERHIWeCross Routerd| 5
threadNum (A]3%) . p2pZEfE%L, Bkikl6

threadQueueCapacity (A[i%) : EFPATIZE, EXIL10000

e [account-manager] BHEMK RS E

server: FATER, FHEIERE A Account Manager Y IP:Port

admin: FfF &8, Routeri®#% [ Account ManagerfJadminlik 7 4%, 7% 5 Account Manager ]
BLERIF—EL

password: FAF B IREFE, HAEITLH

sslKey: FfFH; WeCross RouterfR i3 #%15

sslCert: FFFH:; WeCross RouterilE 3 12

caCert: FFFH; WeCross RouterfAfH B1%

maxTotal (F]3%) . A EHAccount Managerf i imaxTotal %1, EA1A200
maxPerRoute (F]3%) : A EFEAccount Managerf'iE il maxPerRoute 24, EAiAS

e [htlclhicHlE (Fi%)

selfPath: AL E Hhtle & 2 BEREZ

accountl: VAL E Ahtlc & 2Bk
counterpartyPath: ZHIFLE [htlc &2 AN F 77 G 4B
account2: A V& X F A htlc & LI -

1. WeCross/i 8/ I} 2 flconf H 3& 78 & Fclasspath, 5 AC & Tl [ #% 12 1 JF 2k Fclasspath:, M
Plconf NAERT B .

2. [p2p] BELEWH AUEHAIRAEA AT LLE S create_cert. shEIAR A2 AL -

3. Bt build_wecross.shil &ALV E , A4 C BT E L [ wecross.toml, HFEP2PHIELD
B, HARRERERBIA chains -
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12.3 BFALE

BEAC B R RouteryE AR D X R BEHHLE
. TREHES

fEchains/<chain_name>/stub.toml HX T, #it B¥#<chain_name>faEHES -
o XIRBERERL(F B

fEstub. toml FACE 5 XREEX H T FREERAIE S -
o« BEERIR (WIik)

fEstub. toml FELERFES 5 BHER) A -

WeCross/a B 5 & ffwecross . toml FTFE EMchains IR BR N LB AR —REX, BRAH
FichainfI % F, AR EFREAREOE, REZIEE N EBE FHstub. toml 3.

H Hil WeCross X ##StubR A f33%:  FISCO BCOSFFabric «
Bt EFISCO BCOS

H£%. FISCO BCOS 2.0%f &

fi & Fabric

5%, Fabric 1AL E
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https://github.com/FISCO-BCOS/FISCO-BCOS
https://github.com/hyperledger/fabric
../stubs/bcos.html#id4
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cHAPTER 13

P HEN FHIT % (SDK)

13.1 WeCross Java SDKFH % v FH

WeCross F5HE R H [ /MR B FE | FTARIUBLE O, JF &3 AT LB SDK S L8 52 1 A BRI A -

13.1.1 FRIEESK

HE:
o javafft A<
B3R JDKSH L |
* WeCrossfkF5H0 2
5% WEIEH

13.1.2 JavaR 5| ASDK

1817 gradleEimaven5| ASDKFljavallil B
e gradle:

compile ('com.webank:wecross—java-sdk:1.0.0")

¢ maven:

<dependency>
<groupId>com.webank</groupId>
<artifactId>wecross-java-sdk</artifactId>
<version>1.0.0</version>

</dependency>
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13.1.3 ELESDK

WeCorss Java SDK T 226145 LT B & 5% T :
o BEHIMSELE
o SSLiEHALE

BB IR

1. ¥ BB fHrouter-${zone} /cert/sdk/H T N HIE P F% A N2 Ui H fclasspathH
3K
2. FEWiE M classpath R NHIE N application.toml, BRIAECEUIF:

[connection]
server = '127.0.0.1:8250"
sslKey = 'classpath:ssl.key'
sslCert = 'classpath:ssl.crt'
caCert = 'classpath:ca.crt'

sslSwitch = 2 # disable ssl:2, SSL without client auth:1 , SSL with client and_
—server auth: 0

1. B2 application.tomlFserver, ¥ EHERE SR AIIPFI SR 1 -

i & A st
frapplication.tomlB B X, [connection]BLEBHEHALEREFEE, EAFAAFELU TR E
T

o server: EEHERE AT AIIPAINS O ;

* sslKey: B P Ui RN RS

e sslCert: B UHiEH R

o caCert: CAIEPZ

 sslswitch: SSLEREF K, 0 WA %eiE; 10 HESiEARSS o; 2: KHISSL-

13.1.4 FHFE
SREICR T

try {
// U service

WeCrossRPCService weCrossRPCService = new WeCrossRPCService();

// W Resource
WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService);

weCrossRPC.login ("username", "password").send(); // THBa SRS AREHE—FH1E
Resource resource = ResourceFactory.build(weCrossRPC, "payment.bcos.
—HelloWecross"); // RPCHRSS, HiFMpath

// W) resourcei T A
String[] callRet = resource.call ("get"); // call BOREL SEIF
System.out.println((Arrays.toString(callRet)));

// PR WIF ) resourcei T H
String[] sendTransactionRet = resource.sendTransaction("set", "Tom"); //,
endTransaction PELIRENLG SHFFE

(continues on next page)
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System.out.println((Arrays.toString(sendTransactionRet)));

} catch (WeCrossSDKException e) {
System.out.println("Error: " + e);

13.2 WeCross Java SDK API
SDK AP W REA, —Fp R IS HER FHRPCHE DA ROE 5, —Fh 2 BRI D -

13.2.1 APIFI|

o RPCHZEREN

RemoteCall<StubResponse> supportedStubs();
RemoteCall<AccountResponse> listAccount ();
RemoteCall<ResourceResponse> listResources (Boolean ignoreRemote);
RemoteCall<Response> status (String path);
RemoteCall<ResourceDetailResponse> detail (String path);

RemoteCall<TransactionResponse> call (String path, String method, String...
—args);

RemoteCall<TransactionResponse> sendTransaction(String path, String method,
—~String... args);

RemoteCall<TransactionResponse> invoke (String path, String method, String...
—args) ;

RemoteCall<TransactionResponse> callXA (
String transactionID, String path, String method, String... args);

RemoteCall<TransactionResponse> sendXATransaction (
String transactionID, String path, String method, String... args);

RemoteCall<XAResponse> startXATransaction(String transactionID, Stringl]_
—paths);

RemoteCall<XAResponse> commitXATransaction(String transactionID, Stringl[],,
—paths);

RemoteCall<XAResponse> rollbackXATransaction(String transactionID, Stringl[]
—paths);

RemoteCall<XATransactionResponse> getXATransaction (String transactionID,
—String[] paths);

RemoteCall<CommandResponse> customCommand (String command, String path, Object..
. args);

RemoteCall<XATransactionListResponse> listXATransactions (int size);

RemoteCall<UAResponse> register (String name, String password) throws

ok nt 7 ]

Tale .
WECTOSSOoURLXCePTION, (continues on next page)
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RemoteCall<UAResponse> login (String name, String password);
RemoteCall<UAResponse> logout ();
RemoteCall<UAResponse> addChainAccount (String type, ChainAccount chainAccount);

RemoteCall<UAResponse> setDefaultAccount (String type, ChainAccount,,
—chainAccount) ;

RemoteCall<UAResponse> setDefaultAccount (String type, Integer keyID);

String getCurrentTransactionID() ;

o BHREO

Resource ResourceFactory.build(WeCrossRPC weCrossRPC, String path, String,
—account)

boolean isActive();

ResourceDetail detail();

String[] call(String method);

String[] call(String method, String... args);
String[] sendTransaction(String method);

String[] sendTransaction(String method, String... args);

13.2.2 RPCHFH: O f#HT
supportedStubs

E'uﬂ?router%’i ﬁﬁi% E/‘Jfﬁlﬁﬁ:ﬂﬁ °

iR EME

e StubResponse - MR AL

— version: String- FRAS:

errorCode: int - RS

message:String—%ﬁﬁ%#ﬂ%

data: Stubs - XIFRIIELESZE
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javasr i

// WIEAL RPCEEA
WeCrossRPCService weCrossRPCService = new WeCrossRPCService();
WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService);

// WHRpcHEED, HEj R FE A

StubResponse response = weCrossRPC.supportedStubs () .send();

I - ZJEijavarslil, =& KWL WeCrossRPCHI IR -

listAccount

BEYHI2RKSHIEEEER -

R EME

e AccountResponse - NN £
— version: String- FRA S

errorCode: int - RS

message: String - FRTE B

data: UniversalAccount - IKSiFEHEE

javasr i

AccountResponse response = weCrossRPC.listAccounts () .send();

listResources

o Rrouterfit & 5 5% BTR -

SR

5
5

» ignoreRemote: Boolean - s& 15 ZHEILFE]

ay

iR EME

* ResourceResponse - nFﬁJFj/rﬂ

- version: String- WA 5

errorCode: int - JRAME
message: String - FERTH B

- data: Resources - BLE I EIRSIZER

13.2. WeCross Java SDK API
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javarrfl

ResourceResponse response = weCrossRPC.listResources (true) .send();

detail
IREUBE RS -
ZH
* path: String - EHE B IRFRMA
IR [EM{E

* ResourceDetailResponse - e R,
- version: String- RS

errorCode: int - RS

message: String - FERTH B

- data: ResourceDetail - FiIRIFERF

javasR {5

ResourceDetailResponse response = weCrossRPC.detail ("payment.bcos.HelloWeCross
—") .send () ;

call(£Z%0)
WHERAY, THEREERE, RES -
SH

e path: String - BEERIRIRR
* method: String- AT

R EME

e TransactionResponse - MR )

— version: String- [N

errorCode: int - RS

message: String - FRTE B

data: Receipt - YA FHSE R
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javasr i

TransactionResponse transactionResponse =
weCrossRPC
.call(
"payment .bcos.HelloWeCross", "get")
.send () ;

call(# Z%)
WA, NEMEERE, REXS -
SH

* path: String- P55 BRI
* method: String- LR ELiOWRPS
e args: String... - A|ZBSHT|F

R EME

* TransactionResponse - ﬂlJﬁJFj/FE
- version: String- WA 5
errorCode: int - IR

message: String- FRTHE

— data: Receipt - AR

javasR i

TransactionResponse transactionResponse =
weCrossRPC
.call(
"payment .bcos.HelloWeCross", "get", "key")
.send () ;

sendTransaction(FE2%1)
WHER Y, SEZEIRE, X5 -
23

e path: String - BHEKIRIRA
* method: String- WA
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iR [E{E

* TransactionResponse - ﬂrﬂﬁj@
- version: String- RS

errorCode: int - RS

message: String - FERTH B

data: Receipt - LS

javasR {5

TransactionResponse transactionResponse =
weCrossRPC
.sendTransaction (
"payment .bcos.HelloWeCross", "set")
.send () ;

sendTransaction(7 £ £{)
invoke(T£L5:4%)

WHER ALY, SHMTHRE, £%5; HIFEFEFZIRET, SsendTransactiond 1 —E; ZHEHFZKE
§, EsendXATransaction$ 0 —%

BH
* path: String- 5 5% BRI IR
* method: String- VEIEELiORES
REME

e TransactionResponse - MR )
— version: String- %N

errorCode: int - RS

message: String- ERTE B

- data: Receipt - LR

javasr i

TransactionResponse transactionResponse =
weCrossRPC
.invoke (
"payment .bcos.HelloWeCross", "set")
.send () ;
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sendTransaction( %)

WHERREY, S2HURHRE, A5 HIEFEFIRET, SsendTransaction# H—2; FEHEFHIRE
N, EsendXATransaction H—Z%K -

ZH

* path: String- P BT IR PRI
* method: String- VIR el OpaRS
s args: String... - A[ZSEFIE

ZEME

e TransactionResponse - MR )

— version: String- FRA S

errorCode: int - RS
message: String - fiRHE
— data: Recelpt—lﬂfﬂ ES

javasr i

TransactionResponse transactionResponse =
weCrossRPC
.invoke (
"payment .bcos.HelloWeCross", "set", "value")
.send () ;

callXA

RECESPRPREESE, ARZS

e transactionID:String - H%ID
* path: String - EHEBTRIRR
* method: String- VAR
e args: String... - A|ZBSHT|F

R EME

e TransactionResponse - MR E)
- version: String- FRA S

errorCode: int - WA

message: String—’fﬁi%?ﬁﬁ
— data: Receipt -G R
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javasr i

TransactionResponse transactionResponse =
weCrossRPC
.callXA(
"payment .bcos.evidence", "queryEvidence", "keyl")
.send () ;

sendXATransaction

TES, A5

e transactionID:String - £55ID
* path: String- P BT IR R
* method: String- VAR
s args: String... - A[ZSEFIE

R EME

e TransactionResponse - MR E)
— version: String- [N

errorCode: int - WA

message: String - FRTE B

data: Receipt - JEHFHSE R

javazr il

TransactionResponse transactionResponse =
weCrossRPC
.sendXATransaction (
"0001", "payment .bcos.evidence", "newEvidence", "keyl", "evidencel")
.send () ;

startXATransaction
RS, BIEESHERER, A5
S

e transactionID:String - HF%ID
* paths: String[] - Z5IXHESHEERIEIIR
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iR [E{E

* XAResponse - Wi f],
- version: String- FRAS
errorCode: int - RS

message: String - FERTH B
data: int - V%R

javasrfil

XAResponse xaResponse =
weCrossRPC
.startXATransaction (
"0001", new String[]{"payment.bcos", "payment.fabric"},)
.send () ;

commitXATransaction
RATHRS, BUESHEIHER, A5
2

s transactionID:String - HF5ID
* paths: String[] - Z25ZHEHMRERITTIE
iR [E

e XAResponse - KA,
— version: String- FRA S

errorCode: int - RS

message: String- FRTE B
- data: int - LR

javasr i

XAResponse xaResponse =
weCrossRPC
.commitTransaction(
"0001", new String[]{"payment.bcos", "payment.fabric"},)
.send () ;

rollbackXATransaction

EVREHSS, BMESHRHEE, A5
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B

e transactionID:String - H4ID
* paths: String[] - Z5XESHIBERIEIIR
IR [EME

* XAResponse - NN A,
- version: String- WA 5
errorCode: int - IR

message: String- FRTHE
- data: int - AR

javasR {3

XAResponse xaResponse =
weCrossRPC
.rollbackTransaction (

"0001", new Stringl[]{"payment.bcos", "payment.fabric"},)
.send () ;

getXATransaction
KMFESHE, AELH
ZH

s transactionID:String - HF5ID
* paths: String[] - Z5ZHEFHRBITIIE
iR [E]

e XATransactionResponse - RN £
— version: String- %N

errorCode: int - RS

message: String- ERTE B

data: String- HEER

javasr i

XATransactionResponse xaTransactionResponse =
weCrossRPC

.getTransactionInfo (

"0001", new String[]{"payment.bcos", "payment.fabric"},)
.send () ;
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listXATransactions

REESIER, AR
ZH

e size: int - JREUCES ML
R EME

* XATransactionListResponse - N,

— version: String- FRAS

errorCode: int - RS

message: String- HIRHE

data: String[] - HHERIIE

java R

XATransactionListResponse xaTransactionListResponse =
weCrossRPC

.getTransactionIDs (

"payment .bcos.evidence", "bcos_userl", 0)
.send () ;

getCurrentTransactionID

IRECY BISDKIEAMIESID, NAK S

iR [E]
» String - HHEJSDKIEAIESSID

javarr

String transactionID = weCrossRPC.getCurrentTransactionID();

customCommand

HRE X4

13.2. WeCross Java SDK API
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B

e command: String - T2 &FR
e path: String - BHERIRIRN
s args: Object... - AJZASH

R EME

* CommandResponse - ﬂrﬂ]}z‘z/@
— version: String- NG

errorCode: int - RS

message: String - FRTE B

data: String- Vil

javasr i

CommandResponse commandResponse =
weCrossRPC
.customCommand (
"deploy", "payment.bcos.evidence", "Evidence")
.send () ;

register
F M —1Universal Accountik 5
S

e name: String- K54
e password: String - K5 %G
R [EHE

* UAResponse - MR f],
- version: String- FRAS
errorCode: int - RS

message: String - FERTH B

data: UAReceipt - EMIKEEE

javasrfil

UAResponse uaResponse =
weCrossRPC
.register(
"orgl-admin", "123456").send();
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login
¢ —Universal Accountik 5
ZH

e name: String- K54

* password: String - R

iR EME

* UAResponse - MR A,

— version: String- RS

errorCode: int - RS

message: String - IREE

data: UAReceipt - ERKSEER

javasR {5

UAResponse uaResponse =
weCrossRPC
.login(
"orgl—-admin", "123456").send();

addChainAccount
I — N EENK 5 .
3
* type: String- HERA
e chainAccount: ChainAccount - kS
R EME

e UAResponse - R F,
— version: String- %N

errorCode: int - RS

message: String- FRE B

data: UAReceipt - NIN%E

javasr i
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UAResponse uaResponse =
weCrossRPC
.addChainAccount (

"BCOS2.0", chainAccount) .send();

setDefaultAccount
WIN—BEIK S
ZH

* type: String- HERAY
* keyID: Integer - §E/JKeyIlD

R EME

e UAResponse - MRNA,

— version: String- %NS

errorCode: int - RS

message: String - FERTE B

data: UAReceipt - WELEHR

javasr i

UAResponse uaResponse =
weCrossRPC
.setDefaultAccount (
"BCOS2.0", 1) .send();

13.2.3 BEUREE O#ENT
ResourceFactory.build
Wt — 1 BT IR
ZH

e weCrossRPC : WeCrossRPC - RPCEL
e path: String - BEEK RN

R EME

* Resource - E%‘%ﬁ{ﬁ(}?%ﬁﬂ

138
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javasr i

// VI RPCEEAF
WeCrossRPCService weCrossRPCService = new WeCrossRPCService();
WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService);

// WIE L BRSE G

Resource resource = ResourceFactory.build(weCrossRPC, path);

¥ - ZEWjavarrfil, 248 X Resource TR -

isActive

RBCETRIRA, truem[iE, falsefNAlik

R E{E
* bool - HIFIRE

java R

bool status = resource.isActive();

detail

IREBTIRIENS -

R EE
* ResourceDetail - RIFRIEFE

javasRfi

ResourceDetail detail = resource.detail();

call(IL2%)
WHERAY), THMEERE, RS-

13.2. WeCross Java SDK API
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28

e method: String - VA
R EME

e string[] - VAH4ER

java R {3

String[] result = resource.call ("get");

call(F %))
WA, NEMERE, REXS -
S8

* method: String - WHRIFIE

e args: String. .. - AJZASEFIFE
R [EHE
* string[] - AR

javasr i

String[] result = resource.call ("get", "key");

sendTransaction(Jc 5 %))

HRERESY), SEEHERE, &5 -

* method: String- AT
R [EME
« string[] - ISR

javasr i

String[] result = resource.sendTransaction("set");
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sendTransaction( %)
WHEREGY), 2EEERE, £%85 -
25

e method: String - WHRIFIE

e args: String. .. - AJZASEFI|F
R[EE
e Stringl] - A4

javarrfl

String[] result = resource.sendTransaction("set",

"value");

13.2. WeCross Java SDK API
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cHAaPTER 14

4B BEJE H (Interchain)

WeCross SCFF FH & A AEEEHE ], RV AT AEVRBE R BE & 20 P A0 B B BTIRAA ] -

14.1 [REBHT

WeCrossHEfit T~ 2

Gia

2, AR SRS « AU 20 WeCross i I BE_EHE &L

—AH, BHRELIN A SR EE ERIESREAIENR . BBHER fEd R A RS, RIS HE
VARIER, RV SEROR RATE A AN EE -

HABERER AR RREN T

1. VRBER)L S5 LT TREE AR & 2, TEATESREE SR DU B Ee O
- REE B HE B RS IVRBE AT B2, RS REIR K
3. JRBERESHER HARAT IS REIE K, SERORT HAREE AT H
- VREE RO EEHE B FRE EARBEIR B AESRAE 2R, A RIREE A0 RR L O
R B B I PR (B R e O OV R A SRIE A B R BE ROMT e 2 2

\S]

TN

—————————

ESHEMCF AR ZA

B ARS5B
*

1
8 EYREALHD |
UsANERED |

AR

__________

__________

: B ERE I o \\\ N a.ggg:ﬁg
——————————— > . e
_________ ;T rmass \
Lammames) A 2. REBEARAR )
10. FMEIALER ll.l;ﬁ?ﬁ!ﬁl/\ me}gA
FZFEA N BIRFEA Yy
‘o o

----------
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14.2 &4

WeCrossi it T Solidity A FIGolanghit A~ BT EE A2 -
* Solidity AR A<

/xx B ELEM, EMERERAIER

*

* (@param _path B irhE & 4 B8

* (@param _method WA

* @param _args Ve RS

* (@param _callbackPath E R
* (@param __callbackMethod B8 771544

x @return BEHEERAIME—1ID

*/

function interchainInvoke (
string memory _path,
string memory _method,
string[] memory _args,
string memory _callbackPath,
string memory _callbackMethod
) public returns (string memory uid)

/o« BERH PR, AR R R
*
+ @param _uid  BEEERMME—1ID
x @return FRERHUA : (S ID, Fseq, RN, HIREE, BUEERALSERKISONTFFIN )
*/
function selectCallbackResult (
string memory _uid
) public view returns (string[] memory)

* Golangfifit &

J ok k
* (@param [path, method, args, callbackPath, callbackMethod]
« @return BHEVESRMIME— 1D
*/
func (h *Hub) interchainInvoke (
stub shim.ChaincodeStubInterface,
args []string
) peer.Response

J ok k
* @param uid
« @return FITEHUH: [F551D, Fseq, HiFE, HIZHEE, BEAERLSREMIsONFIIN]
*/
func (h *Hub) selectCallbackResult (
stub shim.ChaincodeStubInterface,
args []string
) peer.Response

HE:
o A BPREEREE O E U ERL: string[] func(string[] args)

o [ R ATEE O € M RUEHD: string[] func (bool state, string[] result), stated®
N IR TR, result 2 AR

o SEELESEE VA PS5 A& R E FE R S5 R A 2: Solidity i A Golangfilt
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14.3 #AVERHKI

WeCrossiZ il G it 1 AIEF RARIBEE B REI 52, RIS LIRE D

init () : RARBERINE S LMIEHT IR IL

interchain () : BEREHAMAEED, EARHEAH THi# S48 interchainInvoke#%H
get () : #kHldata

set (): H#fidata

callback () : [HHABFEEHMERFEH data

FRBIEGNEENERE: AR GALE - MEREREE, HABHEANRE &8 setE O, HHBEE
fidata, SRJGMMA EIVE, 8 ABERcallbackt 1 3 ABE A data -

il B, — RIS A L RE T AP A BE RS O BT -

14.3.1 BiHES

PLUR#E7R 13 & FISCO BCOS #1 Hyperledger Fabric #2555, /N S E [ 44 OIS AN B 15 S % Pk
ANITETT

14.3.2 HEBERMREI &2

SERCASE TSRS, TEWeCrosst& il & HUT LA T 4

#OEF

[WeCross]> login orgl-admin 123456

# EhEBCOSHERGI ALY

[WeCross.orgl-admin]> bcosDeploy payment.bcos.interchain contracts/solidity/
—InterchainSample.sol InterchainSample 1.0

Result: 0xb9fe7fd54b0c595¢c40a64170a35908£310c0aee9

# VYHrabricERIATK

[WeCross.orgl—-admin] > setDefaultAccount Fabricl.4 2
# LAHENY

[WeCross.orgl—-admin]> fabricInstall payment.fabric.interchain Org2 contracts/
—chaincode/interchain 1.0 GO_LANG

path: classpath:contracts/chaincode/interchain
Result: Success

# Yirabri cERINK

[WeCross.orgl-admin]> setDefaultAccount Fabricl.4 1

# URHERY
[WeCross.orgl—-admin]> fabricInstall payment.fabric.interchain Orgl contracts/
<schaincode/interchain 1.0 GO_LANG

path: classpath:contracts/chaincode/interchain
Result: Success

# SEBILHER
[WeCross.orgl—-admin]> fabricInstantiate payment.fabric.interchain ["Orgl","Org2"]

—contracts/chaincode/Iterchatin -0 GO LANG defautt {7 {continues on next page)
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# RSB TERL

14.3.3 BHEA AL

F G EATFERANEEL), FrLeEnfEGLMaL, DA TR REIE2Y .
FEBCOSHERBS HE % IR H 5% P HUT A<

# PENESEERS AR B3R
cd ~/wecross—demo/routers—-payment/127.0.0.1-8250-25500

# EEEEE, HF chains/beosEHERKE, FconfBR NI ER
java -cp 'conf/:1lib/x:plugin/+' com.webank.wecross.stub.bcos.normal.preparation.
—HubContractDeployment getAddress chains/bcos

¢ Bl

java -cp 'conf/:1lib/+:plugin/*' com.webank.wecross.stub.bcos.guomi.preparation.
—HubContractDeployment getAddress chains/bcos

# 4R

WeCrossHub address: 0xb00b0a913f2c4b6bc9e7a588061a8bc55d07afel

IR Itk BCOSHE i 15 12 4 ) #b 41k }90xb00b0a913f2c4b6bc9e7a588061a8bc55d07afel - N FabrickE
I 624 7B B NWeCrossHub, THEHIH -

14.3.4 FIIERBIE2)

FEWeCross2 il & HUT L N i 4

# OB
[WeCross]> login orgl-admin 123456

# WaBcos~BI &4
[WeCross.orgl-admin]> sendTransaction payment.bcos.interchain init, |
—0xb00b0a913f2c4bbbc9e7a588061a8bc55d07afel

# WA Fabri ol &4y, ﬂ?#mychannelféchannel@
[WeCross.orgl-admin]> sendTransaction payment.fabric.interchain init mychannel
—WeCrossHub

14.3.5 KR H

FEWeCross2 il & HUT DL R i 4

# B
[WeCross]> login orgl-admin 123456

# BERIELFEIRIRES
[WeCross.orgl-admin]> call payment.fabric.interchain get

Result: [["Talk is cheap, show me the code."]]
[WeCross.orgl-admin]> call payment.bcos.interchain get

Result: [["Talk is cheap, show me the code."]]

(continues on next page)
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(B2 7))

# BCOSK FLEEHE H

# AN . RGN R interchaind? O, %8O il & B HE

# ZRINE . (BVRERTRRRE) (BiED) ARZSEY (ERRIEES) (RO
[WeCross.orgl-admin]> sendTransaction payment.bcos.interchain interchain payment.
—fabric.interchain set "Hello world" payment.bcos.interchain callback

Txhash : 0x840355ed53de047594£f0a5778312edb2f2fe93908eb5efb6336cf£535805£5c26
BlockNum: 1898
Result N

# BWRBIEY), RIPFEEREIRA AL T 2

[WeCross.orgl-admin]> call payment.bcos.interchain get
Result: [["Hello world"]]

[WeCross.orgl-admin]> call payment.fabric.interchain get
Result: [["Hello world"]]

# MRABRESHEFALRENE, BRI RS R

[WeCross.orgl-admin]> call payment.bcos.WeCrossHub selectCallbackResult 1

Result: [[ "O", "O", "O", "Success", "[\"Hello world\"]" ]]

# FabricK o 5EEH

[WeCross.orgl-admin]> sendTransaction payment.fabric.interchain interchain payment.
—bcos.interchain set "Hello WeCross" payment.fabric.interchain callback

Txhash : cf7eda25f1c0515b68d702ed495fdbbefedbbdcfd4al3bc68aaab315631d3d102
BlockNum: 2386

Result HE

# BRGIEE
[WeCross.orgl-admin]> call payment.bcos.interchain get

Result: [[ "Hello WeCross" 1]
[WeCross.orgl—-admin]> call payment.fabric.interchain get
Result: [[ "Hello WeCross" ]]

# EWEAEERSER

[WeCross.orgl-admin]> call payment.fabric.WeCrossHub selectCallbackResult 1

Result: [["O","O0","O0","Success","[ \"Hello WeCross\" ]1"]]
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cHAPTER 15

[X BREEFEATT & (Stub)

RENE /N HEWeCross StubRIBITRFE, FEMIEM 48 H X BB EH AWeCross I ZIMAE, F
A DAREERE LI — X i weCross Stubﬁi‘ﬁ:, B FEFE B AWweCross -

T
o JavaZRIBIE S
WeCross{fi FJavaSEEll, X HEETRE R JavalilizZRFISDK, 223K & A G B #&JavaFf & RETT -
* Gradlefji& TH
WeCross JavaZB {41 F Gradlet &, B 7€ FH 7 BES {3 F Gradle -

15.1 Stubi%it

15.2 StubH %

StubFF& 5 R A ES
. BGAY
o Javaffift:

15.2.1 REZED

ARG A LB FER IS Y (WeCrossProxy) FIHi & £\ (WeCrossHub),  {CHEA 2 & WeCross i 1% 8 H T &4
FIZi— AN, MEASAATICRERERAENR, DA BB S 2B A -

REEH

RS,
o BNEAAD
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. HEEW
ik
* Solidityhlit
* Golanghft
PLSolidity &2 R, #:OF5E:

/ox BEERO, WAL EY) ORREALE, AITEHES D, HHEFSF R

* (@param _XATransactionID 1D
* (@param _path H bR IR 1%
* @param _func e 718
+ @param _args WHSE
+ @return WHEHE
*/
function constantCall (
string memory _XATransactionID,
string memory _path,
string memory _func,
bytes memory _args
) public returns (bytes memory)

/+« 5RO, HALSEN

% @param _uid 51D, AHTEE
* @param _XATransactionID HL 1D
+ @param _XATransactionSeq S55F95
* (@param _path SRRl
* (@param _func VElEEDaReS
* (@param _args ViR A
+ @return YWHZR
*/
function sendTransaction (
string memory _uid,
string memory _XATransactionID,
uint256 _XATransactionSeq,
string memory _path,
string memory _func,
bytes memory _args
) public returns (bytes memory)

/xx TR

* (@param _XATransactionID HL% 1D
* (@param _selfPaths S 5HEH O RIRS R
+ @param _otherPaths Z5HESHICHKIFY#*
+ @return PUTHER
*/
function startXATransaction (
string memory _xaTransactionID,
string[] memory _selfPaths,
string([] memory _otherPaths
) public returns (string memory)

/xx PRTES

*

* (@param _XATransactionID HL 1D
+ @return PUTEHER

(continues on next page)
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(B2 7))

*/
function commitXATransaction (
string memory _xaTransactionID
) public returns (string memory)

/o [EVRESS

*
* @param _XATransactionID H551D
+ @return HUATLE
*/

function rollbackXATransaction(
string memory _xaTransactionID

) public returns (string memory)

/xx IRENESHFIFE

+ @param _index PNFR
* @param _size &
x @return FHINFIFE, TsoNkEE
*/
function listXATransactions(
string memory _index,
uint256 _size
) public view returns (string memory)

/*% FREFF N
*
* (@param _xaTransactionID H41D
« @return FHFEE, TsonNkEI
*/
function getXATransaction (
string memory _xaTransactionID
) public view returns (string memory)

IhREA.:

o VENTEESBEE A E K

o IR EEHEE A EIA LS R
ik

* Solidityfit

* Golanghit
PLSolidity &2 R, #:OF5E:

/xx BRLSF AL, EM SR AER

+ (@param _path H et & p 1%
* (@param _method VR 144
+ @param _args WHZESF#

* (@param _callbackPath [E ) & 2 B A2
x @param _callbackMethod [EIY77{%%
x @return BEHEERKMIME—1ID

(continues on next page)
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(B2 7))

function interchainInvoke (
string memory _path,
string memory _method,
string[] memory _args,
string memory _callbackPath,
string memory _callbackMethod
) public returns (string memory uid)

/o HERSHERS VA, FREUSRE G K
*
* @param _num R E
* (@return HRFFE, TsoNkg =
*/
funct
function getInterchainRequests (
uint256 _num
) public view returns (string memory)

i

/xx UEESBERS R, SRS REAESS OB
*

% @param _index #T NiR

*/

function updateCurrentRequestIndex (uint256 _index) public

/o« PBRESHERSFRUAM, TEAMHEIELER

* @param _uid BEHEE KA ME— 1D
* (@param _tid L% 1D
* (@param _seq HEFI S
x @param _errorCode [BIJHHI5MG
* (@param _errorMsg R
* (@param _result B 45
*/
function registerCallbackResult (
string memory _uid,
string memory _tid,
string memory _seq,
string memory _errorCode,
string memory _errorMsg,
string[] memory _result
) public

/o BEAFREM, BiREREAEFSER

*

+ @param _uid  EEFEEREME—ID

* (@return FREHE: (F%5ID, %%Seq, TRy, FREE,

*/
function selectCallbackResult (
string memory _uid
) public view returns (string[] memory)

B LR A gsoNFAIL )

15.2.2 Javafffi:

JavaiZ D44

* StubFactory
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- MBI TR
* Account
- XHREEIRP, ATR5EA
» Connection
- WHXEREESDKEE M, 5 XHREETH.
* Driver
- 5~ OB [XEREE S [XHREEAR SR g RS
- LI stup AR O
- P connect ionMRMAENAS RXREEZ H.

StubFactory

o DhREFHIR:
- Wnestub{Efg, & SEHFRA
- ffitaccount ~ Connection-~ Driver=Efl{b AH

HE: @StubiE X TIEMHET RN @StubEfEAYTEM 7 §E #f Wecross RouteriR AN !

o FEAEX

public interface StubFactory {
public Driver newDriver();
public Connection newConnection (String path);
public Account newAccount (Map<String, Object> properties);

- BOE
— newDriver
x SEFIDrivers &
— newConnection
x SEfflfh.connection¥fH
- path:FCESCIFRTE, BCESUHHA P B Astub. toml
— newAccount
x Lt account K4
- properties:Account & FELFILHISEL

¢ FISCO-BCOS StubFactoryRfl

/xx @stublifif, HEFEEL: BCos2.0 +/
@Stub ("BCOS2.0")
public class BCOSStubFactory implements StubFactory {

@Override
public Driver newDriver () {
Driver driver = new BCOSDriver ();

Jwx HABEH «/
return driver;

}
@Override

(continues on next page)
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public Connection newConnection (String path) {
Connection connection = new BCOSConnection();
/o« FERTECESCH:, ¥t BcoSconnection +/
return connection;

}

@Override

public Account newAccount (Map<String, Object> properties)

Account account = new BCOSAccount () ;
/** ﬁﬁﬁpropertiesgﬁi,fﬂ%ﬂt BCOSAccount =/
return account;

{

15.2.3 Account

. Ihfgk

- X5

- BEMk PSS B
o BOE X

t

|
o

public interface Account {
String getName () ;
String getType () ;
String getIdentity();
int getKeyID();
boolean isDefault ();

- BOZIE
— getName

« HERK AR, BEX
getType

x BEMRPRAY, 5 StubR B RFF—EL
getldentify

« BERKFARICAT, JEE VEEIK P A
isDefault

« ZHITP 7 0 BRI HENK
getKeyID

# BENK 7 KeyID

Connection

o IhREHA
- MRATECESCH:, VALK b savasDr, % T AL E SO/
— Apriverif# MBI —HIL ¥, SXIEEHITZEH
— FREE I I BRIRS

o BOE X

B

i}
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public interface Connection {
Response send(Request request);
List<ResourcelInfo> getResources|();

BOy#E
* getResources

- AREUX BREE b BRI

Jxx BHRENR +/
public class ResourcelInfo ({
/e BRBIR +/
private String name;
/ex FHREEL, HFBEEL +/
private String stubType;
/o BHREME «/
private Map<Object, Object> properties = new HashMap<Object, Object>();

* send
- KRN
% Request request: IHRINF, AIFFFREH . FHRAE

public class Request {
// BRREL, HELRH
private int type;
// EBRNE, FPIMLIERSE
private byte[] data;

* Response response: REXR, HFREMRE - #REE - REIAZE

public class Response {
// IBREPIRARY
private int errorCode;
// HIRER
private String errorMessage;
/7 BREIAZ, FIICHREEZEL
private byte[] data;

FISCO-BCOS BCOSConnection il

// Request typefE N, HEN
public class BCOSRequestType {
// BEVERE
public static final int CALL = 1000;
/) RIEES
public static final int SEND_TRANSACTION = 1001;
// FREUR S
public static final int GET_BLOCK_NUMBER
// REXIX R
public static final int GET_BLOCK_BY_NUMBER = 1003;
// REE BIE
public static final int GET_TRANSACTION_PROOF = 1004;

1002;

}

// ConnectionfE X& MRELH BRI

public class BCOSConnection implements Connection {

(continues on next page)
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&L

Jer RIENA, ROHBRE, WHXBREERPCEN +/
@Override
public Response send(Request request) {
switch (request.getType()) |
Jwx B x/
case BCOSRequestType.CALL:
/4% callVER +/
break;
/x RIEZLG */
case BCOSRequestType.SEND_TRANSACTION:
/ k% sendTransactionfﬁﬂ? *x/
break;
/o FRBUXER +/
case BCOSRequestType.GET_BLOCK_NUMBER:
/er PRBXEREEIER +/
break;
/e FRBORE */
case BCOSRequestType.GET_BLOCK_BY_ NUMBER:
/e RBUXER +/
break;
/xx FRBOZGUERR +/
case BCOSRequestType.GET_TRANSACTION_PROOE:
/wx FRBOZGHUER] +/

break;

« BLEH EEE X ER G XREETavasDRUIIAL TR ZRISE, AT LLE & Hob i) — L2 fft hnfs
B, AR EEXL . BREBINL Tchains/ B3, ALIEEZL Tstub, & Pstubl T HMA) T H
X, BLEX 4 stub. toml -

# HEZM, conf/chains/stub®&WR/
conf/chains/
L— bcos # stub®&W: bcos
L— stub.toml # stub.tomlfl& X
# HABSCEEZIR, e RS

stub. toml EFTIRAE AT LIZ#FISCO-BCOS Stub stub.tomlfi#
FISCO-BCOS stub.toml7= 3]

[common] # EAIE
name = 'bcos' # &K, I
type = 'BC0S2.0' # MU, fHFEA, S¥thestublEMe LHIRTIREF—EL

[chain] # FI1SCco-BCos @Yk
groupld = 1 # default 1
chainlId = 1 # default 1

[channelService] # FISCO-BCOS JavaSDKE&

caCert = 'ca.crt'

sslCert = 'sdk.crt'

sslKey = 'sdk.key'

timeout = 300000 # FRKFHH]

connectionsStr = ['127.0.0.1:20200', '127.0.0.1:20201', '127.0.0.1:20202'] # %
By#
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Driver

. Ihfgk
BT
REEH
i
- ElX R
- KB Gk
- 5~ KIRIRARRD
- BUERT 5
- BRHIFEIIFE
o BOE X

public interface Driver {
interface Callback ({
void onTransactionResponse (
TransactionException transactionException, TransactionResponse,,
—transactionResponse) ;

}

ImmutablePair<Boolean, TransactionRequest> decodeTransactionRequest (Request,,
—request) ;

List<ResourceInfo> getResources (Connection connection);

void asyncCall (
TransactionContext context,
TransactionRequest request,
boolean byProxy,
Connection connection,
Driver.Callback callback);

void asyncSendTransaction (
TransactionContext context,
TransactionRequest request,
boolean byProxy,
Connection connection,
Driver.Callback callback);

interface GetBlockNumberCallback
void onResponse (Exception e, long blockNumber) ;

void asyncGetBlockNumber (Connection connection, GetBlockNumberCallback
—callback);

interface GetBlockCallback {
void onResponse (Exception e, Block block);

void asyncGetBlock (
long blockNumber, boolean onlyHeader, Connection connection,
—GetBlockCallback callback);

interface GetTransactionCallback {
void onResponse (Exception e, Transaction transaction);

(continues on next page)
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void asyncGetTransaction (
String transactionHash,
long blockNumber,
BlockManager blockManager,
boolean isVerified,
Connection connection,
GetTransactionCallback callback);

interface CustomCommandCallback {
void onResponse (Exception error, Object response);

void asyncCustomCommand (
String command,
Path path,
Object|[] args,
Account account,
BlockManager blockManager,
Connection connection,
CustomCommandCallback callback);

byte[] accountSign (Account account, byte[] message);

boolean accountVerify (String identity, byte|[] signBytes, byte[] message);

s FEOFE:
— asyncCall
— asyncSendTransaction RS & /& %55
* TransactionContext context
CERETI, ZEMWLETX, BEX5HNHEER

TransactionRequest request

*

*

boolean byProxy
- R R A AN EWIRES ZE S 5
# Connection connection
- RIEER
% Driver.Callback callback
- B ]
— asyncGetBlockNumber FRH[X 5 B
% Connection connection
- RIEER
* GetBlockNumberCallback callback
- [EE R ]
— asyncGetBlock FREX[X Ht
* long blockNumber
- KBRS

* boolean onlyHeader
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*k

%

- FURBRIX Bk
Connection connection

L REER
GetBlockCallback callback

- [\ E

— asyncGetTransaction SKEE 5, F BAAE 5tk d7 &AM A0 IR

%

*

*

*

String transactionHash
- % Frhash
long blockNumber
- R
BlockManager blockManager

- XHEHEN SR, HTRIXREER, ATV XRSGE FRASE B3 7 5 a1k

boolean isVerified

- TR G
Connection connection

L HEER
GetTransactionCallback callback

- [BIER [E]

— asyncCustomCommand F /' B & L HAhEE O

*k

String command
e
Path path
Object[] args
- 2R F*
Account account
- P
BlockManager blockManager
- XEREHN 5
Connection connection
- RIEER
CustomCommandCallback callback
- B ]

— accountSign HEMK F Account ’MVH BT84, IREFINLZ G205

*

*k

Account account
- A
byte[] message

- RELHIHEE

— accountVerify HEMK 385

15.2.
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# String identity
+ byte[] signBytes

- BEIIG, accountSignAIREIE
* byte[] message

- BHHRIRTHEE

15.3 H & AR

WeCrosstfit— " gavat®it TH2, HiEF & WeCross StubH3E &, P FEE 1T 0E BT
FRE:

’ git clone https://github.com/WeBankBlockchain/WeCross-Stub-Dev-Template.qgit

E 45

WeCross—-Stub-Dev-Template

README .md
build.gradle

src
— main
— Jjava
L— wecross
L— stub
L— demo ## JavatZ DM, 5% B NEHEINE
DemoAccount. java # Account
DemoConnection. java # Connection
DemoDriver. java # Driver
DemoStubFactory.java # StubFactory
L— resources
— test
— Jjava
L— wecross
L— stub
L— demo
L DemoStubTest. java
L— resources

GRiE:

cd WeCross—-Stub-Dev-Template
bash gradlew build

$ tree -L 1 dist/apps
dist/apps
L WeCross—-Stub-Dev-Template-1.0.0-SNAPSHOT. jar

15.4 5

WeCross-BCOS-Stub
WeCross-Fabric-Stub
WeCross 31

160 Chapter 15. [X 558 AT & (Stub)


https://github.com/WeBankBlockchain/WeCross-BCOS2-Stub
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cHAPTER 16

JSON-RPC API

WeCross$Efit T Java-SDK, 7 {#Javalil B 5| A, HEEF A0 H I A58 13 8 FHISON-RPC APISE AL
HEFF A o

16.1 RAEWE

LRPCIAFBRIERNT, IR EFIIR RN RO E SR ERTF B, LFBEE MR ASEL
» errorCode: ffFAEERRIZF W MEARER, LAUNEEEL .
* message: X 1ZEE 1R 1] BRI A B

ARASHE F I R & ST -

16.2 RPCE: %1%
16.2.1 pub
RECAEA, Firdm A TR U dE hn &
B O URL
http://127.0.0.1:8250/auth/pub
HRITH
GET

Content-Type

application/json
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W kQuery 2
§
E>kBodyZ %k
7__&'
R B 7= 4]
{
"version": "1.0",
"errorCode": O,
"message": "success",
"data": {
"errorCode": O,
"message": "success",
"pub": "MIICIJjANBgkghkiG9wOBAQEFAAOCAG8AMIICCgKCAgEAiIJOu2c/

—Xze3Jv+beltOfoaavZtatVmldwetgq3ItZZ5w60whzKiNdrsFcQZgj2PszLbwiYsCA4fEFKQIcaTiHCXDSQ1lKm25ay8/

—Cc+NKprl/
—ruevGBlpXDnONZhQgoaghfzijTX2b1l6DJqCnuSV46sCKgKEyKm3PNPcsMUxXYWC1283an3cviUvdSnZyXHN
—9VUA+JgR81 JgKJI7Q6bLVW3/xugAN542U8a3dvPY3RVAkKLVxgnl7UTI£Q15PcBIxd4W3NzZM6eda/
—ZGmp76MAG/
—hxpceoU7DmONtkPIMXIExt zcUTNF Tm+LERWR530YRx4P7QB3EAAUJEk1Zr1hXVwNa3phXnZRIWm4nuJ3gQ¥k
—r203Y+pCO/

—2eBSD11sYSwCMRcgFwGvmut SD5dLes+zFZusxTRZ6vVnnnob+£f0Z0NAJEDGOQY4UZoUxMjqgSaM2db9j067
—UIjvFKnw7XnvGWcT/hKTPKYbgkqOJ/KQO5DoF /W3VHU+1inPMCAWEAAQ=="

}

r+T20tw77EVmS

BOI2VIw9gz247a

lcuMuEsc7uQ7

16.2.2 authCode
IREUESUERS, 5%« e

EMOURL

http://127.0.0.1:8250/auth/authCode

HRTTH

GET

Content-Type

application/json
E>kQuery 25
23
o
HkBodyS %t
73
o
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TR R 7R £

"version": "1.0",
"errorCode": O,
"message": "success",
"data": {
"errorCode": O,
"message": "success",
"authCode": {
"randomToken" :
—"ad4b480b9585eaee7368a8260e28a198119bb88073f6f3blaal3eded9efl214e",
"imageBase64":
< "1VBORWOKGgOAAAANSUhEUgAAAJSAAAASCAIAAAD+GL1+NAAADQUIEQVR42u3cMW7kMAWFUB1im9S5xQLpU]
—kn21Xi6N9u/zL/
—FINgN2Pc6oyvg2hIJyJOkyxf20MOXQONPkxvPUVXalOUglogpmi2AalZIladpmGrOggEWEncl fNFuKzZkvRbCmal
—ffP/c9Rc/b25/XQwE/
—80XXE9gF+dgB8m5P0dCoxLiclzVF2Z2zBUT2volzUbZIMghrTARrR7WgHc+KiMs4UlYvuQ9OMxorj6odse2El
—q5s08ik+6yoWBAUTGBpsM1Fk/
—ImI0oV/Lip9A+AUTHT1i9RMj3NwUR6GWI957Z2xd56E201XDAR2WKN1 1LEW/
—bYm3gG31lwXj3WIRAULffWcFcxzrnlYuOuTj4oX47palCJ660IWES/
—0J1INYURy1dZzdGsXjUCoylkhlQ0aeugdtKXFbrBexQb5sQV3rFrnRk5yYgiHjrL9bSou/
—VyKbT1ik1lT1L36wWFFkSg9kCiozgpoZdUG4gIJPpoEjsj6/
—COW6X0j2MUVrAhgJaabySg4RokhSAxWVg7tL8gt 8Q60CI4UPe3c8N7hjre6gEXhX1lbjlclebMgoxKwrdtV
—oylQTy/
—eKkF4aw01lDieopWhgkd7Qc4DW5qgYZo50fRaAlkkvEs4cY9yUg58Xjf8Fuk3BndUJrPeJDNS5moaYBKh5GK/
—13H7rhl1ifbstCCIVAYyplvZHKwMmkhQdLeo4QOWilpyd2aoX600KLow68aw7XtS9yDTLGPOG/
—T53V67TclkAAAAASUVORKSOCYII="
}

1l 9yhhxig82Vtt:

LUVTdJ4mv11Rt

UQ7LRGQSJUVu

r5T6iPaB2j41iC

16.2.3 register
FA P

B URL

http://127.0.0.1:8250/auth/register

WRITH

POST

Content-Type

application/json
iHKkBodyZ 3
{
"version": "1",

(continues on next page)
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&L

"data": "eEGI9fFyTDU2RH]jp/kVMICANgrbQACmOt jGAE+UQgvniGT/
—+xzrDDKOPpIPMPhFTs4rqOAaCHAmMzzTP26172e411a+YvRol11gARxtofDMPDOku7yaM8xz47bCz5d+9P 9E
—191721Kz1fsvlqgdTw74/Sbixh7KhPeqUUajhd4v3cud/4b57/4NKoHUAr1A1MDEL/
< N7wcuR1WQposZLpMOrPd9uLuviWFw+17b7ugT/VsVPIuM8K6go7ubeMoH269 jp+1/
—tYNzgbG2bA12uoFXSYelcETM3ew8zVxJZEGAeqgk INWSFOJKAeZSvkIceQzVH4AwWxVT/
—b6+hiH7Q0+hQiowK6Yd7AcHNmM/

—mCkXKAZIH87NaACWVimWowQZvrIrmINgESuMMQo60iZ2Jc+pU4600118WXNSeBnlgUf7LeVUz37s0n0006rNHL/

—0v2z7LmUol1XdCTOB24qj6P19040NMWWV /

—mh8Ck+0cThhf+IKmpdS+Hx4cvPChM6mSZDI5reQdoe+AylABLIAEERLWDM30a3IAnWaGlhzihsWh5daTi3Xo3jICX08aTy6

"
—

}

LT Wil L7

"version": "1",
"errorCode": 0,
"message": "success",
"data": {
"errorCode": 0,
"message": "success",
"universalAccount": {
"username": "shareong",
"pubKey" :
—"3059301306072a8648ce3d020106082a811ccf5501822d034200044£f7£2e394493742fa58bfl7b22e

"
— 1,

"uaID":
—"3059301306072a8648ce3d020106082a811ccf5501822d034200044f7£2e394493742fa58bfl7b22e

—

16.2.4 login

BxREO

BMOURL

http://127.0.0.1:8250/auth/login

ERA A

POST

Content-Type

application/json

#HkBodyZ 3
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"version": "1",
"data": "LvZLmoOgui6NAoTNuDz4T9rv5rmvFAzji+87EO0Om39Mh{fK/

—sXeUZOWgLPoLYHL8kabVKOAvSdzskGHUYc84088h01bN7aUc6RY jw2e2dJdf1BgeO0MnGRccxTEZU3 TmwAl JcWbpzL9yvOw6

—3FaHhZ0YMRx9LsdD4/1srBg3Qk0D2/
—V1PT1t+KG32PJvwB6ESCDjQYFUNHkOfBQQZ 6uZVWWe Ik JOt SQONwWFKaaQ4nUUP+dueUGD+1dfYuerlmOh ]
—nwS7+L3M0O1t£6YthuQV7QVDUAFZ jP5g2bcX70217BYivAGIar4dwoWlEhPAJTnu80ov1+DEGBNWPnhOBdtKE
—+4issYzjniquoeLf7Lx2iiejzTk1l0csQ/
—DJDN1Hs1gHv4NZ7s1n8ESM7ulLlHqu2fOKIzMbctoNzVMeBidxBtdrz0g/keUMBzzN/ jdmeg6kDvxc/
—FaVIOTWCuOZ5diRD/
—+dGcOELh2eEhTdNknE67ekx10Y7R1leyObulRexV3gulC6X4PtcxfnsnfD04sGkO73zyTepUu7cE="

}

T R 7R

"version": "1",
"errorCode": O,

"message": "success",

"data": {

"errorCode": O,

"message": "success",

"credential": "Bearer
—eyJpYXRtaWxsIjoxNjA20TkyMDc5NzUOLCJ0eXAi01iJKV1QiLCIhbGci0iJIUZI1INiJ9.
—eyJhdWQi01JzaGFyZWouZyIsIm5iZiI6MTYWNjk5MJA30SwiaXNzIjoib3InMSIsImV4cCI6MTYwNzZAXMDA
—9_ThhFwBajPrucruAx05noBUzFrHc7Xf12fU0ObhdkX8",

"universalAccount": {

"username": "shareong",

"uaID":
—"3059301306072a8648ce3d020106082a811ccf5501822d034200044f7f2e394493742fa58bf17b22e
;‘"I

"pubKey" :
—"3059301306072a8648ce3d020106082a811ccf5501822d034200044f7f2e394493742fa58bf17b22e
;‘"I

"isAdmin": false

uwuQNoMBcr 8m:

FUWS51igtiooQf]

A30SwiaWFO0Ijo:

73£d92125be9

73£d92125be9

16.2.5 logout
B

#OURL
http://127.0.0.1:8250/auth/logout
HRITR
POST

Content-Type

application/json
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iEKkHeaderz %
iEkBodyZ %k
{}
R B 7 )
{
"version": "1.0",
"errorCode": O,
"message": "success",
"data": {
"errorCode": O,
"message": "success"

16.2.6 listResources
IREFE E X B8 ) RS 32

¥ MOURL

http://127.0.0.1:8250/sys/listResources ?path=payment.bcos&offset=0&size=1

HRTTH

GET

Content-Type

application/json
&K Query 2%
 kHeaderZ 41

LT Wi L7

"version": "1",
"errorCode": O,
"message": "Success",
"data": {
"total": 13,
"resourceDetails": |
{
"path": "payment.bcos.HelloWorld",
"distance": O,
"stubType": "BC0S2.0",
"properties": {

(continues on next page)
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"BCOS_PROPERTY_CHAIN_ID": "1",
"BCOS_PROPERTY_GROUP_ID": "1"

b
"checksum": null

16.2.7 detail

KBRS, 35 BR 12 path=zone.chain.name, N7 #124: resource/zone/chain/name/
detail

MO URL

http://127.0.0.1:8250/resource/payment/bcos/HelloWorld/detail

HRITH

GET

Content-Type

application/json

& kHeaderZ %}
LT Mie R 7451
{
"version": "1",
"errorCode": O,
"message": "Success",
"data": {
"path": "payment.bcos.HelloWorld",
"distance": O,
"stubType": "BCOS2.0",
"properties": {
"BCOS_PROPERTY_CHAIN_ID": "1",
"BCOS_PROPERTY_ GROUP_ID": "1"
} ’
"checksum": null
}
}
16.2.8 call

HF R CEH R, 3 5R R 2 path=zone.chain.name, 5 (7] %15«

name/call

resource/zone/chain/

16.2. RPCEO%F&
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B MURL

http://127.0.0.1:8250/resource/payment/bcos/HelloWorld/call

HRITR
POST
Content-Type
application/json
& kHeaderZ %
iEKkBodyZ %k
{
"version": "1",
"path": "payment.bcos.HelloWorld",
"data": {
"method": "get",
"args ". [ } ,
"options": {
"XA_TRANSACTION_ID": "c7ba79423f9b4dcachb5e2ee52d07£5831"
}
}
}
LT i 7451
{
"version": "1",
"errorCode": O,
"message": "Success",
"data": {
"errorCode": O,
"message": "success",
llhash" : nmnn ,
"blockNumber": 0,
"result": [

"Hello World"
]

16.2.9 sendTransaction

ETRZSHHTT AR, 3 5 R K Zpath=zone.chain.name, I3 [7] %127 : resource/zone/

chain/name/sendTransaction

B MOURL

http://127.0.0.1:8250/resource/payment/bcos/HelloWorld/send Transaction
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GRS
POST
Content-Type
application/json
i&KkHeaders
W >kBodyZ %k
{
"version": "1",
"data": {
"method": "set",
"args": [
"Hello WeCross"
1,
"options": {
"XA TRANSACTION_ID": "c7ba79423f9bdcacbbe2ee52d07£5831",
"XA TRANSACTION_SEQ": 1607330421667
}
}
}
FC T me R 71
{
"version": "1",
"errorCode": O,
"message": "Success",
"data": {
"errorCode": O,
"message": "success",
llhash" : nn ,
"blockNumber": 0,
"result": [

"Hello World"
]

16.2.10 listTransactions

IREUTE E X REERI S 551 3R

#OURL
http://127.0.0.1:8250/trans/listTransactions ?path=payment.bcos&blockNumber=10&offset=0&size=2

EHRA A

GET
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Content-Type

application/json
E>kQueryZ%1
& >kHeaderZ %}
LT mie R 751
{
"version": "1",
"errorCode": 0,
"message": "Success",
"data": {

"nextBlockNumber": 8§,
"nextOffset": 0,
"transactions": [
{
"txHash":
—"0xd9al1f1415826c0a8b891ddb6998b21b581d81c3cbbf624cbhbaac66dcfffff747e",
"blockNumber": 10
}I
{
"txHash":
—"0x11420a62d2f81dae948148a47d5ee04983cf319122b192f8acc751084be2e015",
"blockNumber": 9
}

16.2.11 getTransaction
HREER = A0S 7 IRISE Sy 1K
#EOURL
http://127.0.0.1:8250/trans/get Transaction?path=payment.bcos&txHash=0xba938113bdbae8e57dcf68f96b1edd37f288959%ec
HRITR
GET
Content-Type
application/json
E>RkQuery 251

% kHeaderz %
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RSy B 745
{
"version": "1",
"errorCode": 0,
"message": "Success",
"data": {
"path": "payment.bcos.HelloWorld",
"username": "shareong",
"blockNumber": 1673,
"txHash":
—"0xba938113bdbae8e57dcf68f96bledd37£288959%9ecc0e51c0b409901c27dabafc",
"xaTransactionID": "c7ba79423f9%4cacb5e2ee52d07£5831",
"xaTransactionSeq": 1607330421667,
"method": "set",
"args": [

"Hello WeCross"
1,

"result": [],
"byProxy": true,
"txBytes":

—"eyJoYXNoI joiMHhiYTkzODEXM2JkYmF10GUIN2RIZJY4ZJk2YJF12GQzN2YyODg5NT11Y2MwZ TUXY zBiNI

o
— ",

"receiptBytes":
—"eyJ0cmFuc2F jdGlvbkhhc2giOiIweGIJhOTMAMTE zYmR1YWU4ZTU3ZGNmN ThmOTZiMWVk ZDM3Z jI40Dk 10

n
—

A50TAxYzI3ZG:

NViYZzBINTF jMG

16.2.12 startXATransaction
PiRGE S
HURL
http://127.0.0.1:8250/xa/startX ATransaction
HRITR
POST
Content-Type
application/json
& kHeaderZ %

Kk BodyZ 3

"version":"1",

"data": {
"xaTransactionID":"1c199e6d72744133992¢c139¢c3f12bal7",
"paths": [

"payment . fabric.mycc",

(continues on next page)
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"payment .bcos.HelloWorld"

Ry B 715

{
"version": "1",
"errorCode": O,
"message": "Success",
"data": {

"status": O,
"chainErrorMessages": []

16.2.13 commitXATransaction

RLHES, EE: REMERES AFEEASSZESHXKRENBRERATLLT, THEAESS
HEHI BT

N

BOURL

http://127.0.0.1:8250/xa/commitX ATransaction

wRTTH

POST

Content-Type
application/json
W kHeader 41

HkBodyZ${

"version": "1",

"data": {
"xaTransactionID": "1c199e6d72744133992¢c139¢c3f12bal’",
"paths": [

"payment . fabric",
"payment .bcos"
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R e S 7= ]

{
"version": "1",
"errorCode": 0,
"message": "Success",
"data": {

"status": O,
"chainErrorMessages": []

16.2.14 rollbackXATransaction

EVRES, EE: BEXANERESAFEFASZSZESHRRENBRZRITLT, THEEATESS

HEMBTIR

B OURL

http://127.0.0.1:8250/xa/rollbackX ATransaction

R
POST
Content-Type
application/json
i&KkHeaders %
E>kBodyZ %
{
"version": "1",
"data": {
"xaTransactionID": "1c199e6d72744133992¢c139¢c3f12bal8",
"paths": [
"payment . fabric",
"payment .bcos"
]
}
}
BT e R 7
{
"version": "1",
"errorCode": 0,
"message": "Success",
"data": {
"status": O,
"chainErrorMessages": []

(continues on next page)
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16.2.15 listXATransactions
K ESFR, GRRBESTFEEHT, RNHREEGOERIGESE, DT —KiERO RS
HOURL
http://127.0.0.1:8250/xa/listX ATransactions
HRGTH
POST
Content-Type
application/json
& kHeaderZ %

i#HKkBodyZ 3

"version": "1",
"data": {
"size": 2,
"offsets": {}

BT e S 7= 1]
{
"version": "1",
"errorCode": 0,
"message": "Success",
"data": {
"xaList": [
{
"xaTransactionID":
—~"1c199e6d72744133992¢c139¢c3f12bal8",
"username": "shareong",
"status": "rolledback",
"timestamp": 1607333274,
"paths": [

"payment .bcos.HelloWorld",
"payment . fabric.mycc"

by
{
"xaTransactionID":
—"1¢c199e6d72744133992¢c139¢c3f12bal7",

(continues on next page)
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[E2))
"username": "shareong",
"status": "committed",
"timestamp": 1607332955,
"paths": [

"payment .bcos.HelloWorld",
"payment.fabric.mycc"

}
]I
"nextOffsets": {
"payment .bcos": 15,
"payment . fabric": 9
}I
"finished": false

16.2.16 getXATransaction
RIEFSSIDIRBE 55181
HMURL

http://127.0.0.1:8250/xa/getX ATransaction
HRITA

POST
Content-Type

application/json
1HKkHeaderZ 3§

#HkBody 2%t

"version": 1,
"data": {
"xaTransactionID": "1c199e6d72744133992c139c3£f12ball",
"paths": [
"payment .bcos",
"payment . fabric"

T R 7R
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"version": "1",
"errorCode": O,
"message": "Success",
"data": {
"xaList": [
{
"xaTransactionID":
—"1c199e6d72744133992¢c139c3f12bal8g",
"username": "shareong",
"status": "rolledback",
"timestamp": 1607333274,
"paths": [
"payment .bcos.HelloWorld",
"payment . fabric.mycc"
1
}I
{
"xaTransactionID":
—"1c199e6d72744133992¢139¢c3f12bal7",
"username": "shareong",
"status": "committed",
"timestamp": 1607332955,
"paths": [

"payment .bcos.HelloWorld",
"payment . fabric.mycc"

]I
"nextOffsets": {
"payment .bcos": 15,
"payment . fabric": 9
}I
"finished": false
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ISWEERZB

17.1 BFH- B

RKRERREFEMENE, FENEMHREL O . IINBEREAE, EETXRESRPZEMT,
W ENZ5EHEF N DA X R EER S8 HF L H, R L # N BLRE ST AL B = KA fE
SEREISIAT - WK S RS, RIRT BITERE SRS R, RN, XREESORAEBIIR S
inREN e, TR ERR DEEREE EA0 Sy, PREE AL KR AE S A - BT IR AN AR BE SRl T
DX IRBE RO R LU R ok /N L R B XE (PDR - i I B < R AR 2 B = B B3R )R/l A
AR VR E A BRSNS ER, SV EERR R . 2T XRESOR, ATLIEL
— KRS B LE, WO s BTN - SRS, o0k A SO ECE IR LS EL AR
i, SRR ERE R AR BRI 2 R BS REIE BN R P R SRR SIS R AR R B
PEREE DX ERBEAE SR USE MR T CEE I, 2T AT B 7= 32 30 DX SR BE N P o T [ BRBE B 7
M EBRESHRIRR, AR Bk S5 R B R BE b R BT TR R 2 ] FHSC I EE, [XHREE
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